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Preface

The PKC 2001 conference was held at Shilla Hotel, Cheju Island, Korea, 13-15
February 2001. Continuing the first conference PKC 1988 in Yokohama, Japan,
PKC1999 in Kamakura, Japan, and PKC2000 in Melbourne, Australia,
PKC 2001, the fourth conference in the international workshop series was dedi-
cated to practice and theory in public key cryptography.

The program committee of the conference received 67 submissions from 14 coun-
tries and regions (Australia, Austria, China, Denmark, Esponia, France, Ger-
many, Greece, Korea, Singapore, Spain, Taiwan, UK, and USA), of which 30
were selected for presentation. All submissions were anonymously reviewed by
at least 3 experts in the relevant areas. Revisions were not checked, and the
authors bear full responsibility for the contents of their papers. In addition,
there were three invited talks by Jun-Cheol Yang of the Ministry of Information
and Communication, Korea; Mihir Bellare of the University of California at San
Diego, USA; and Ko Itoh of the Organization for Road System Enhancement,
Japan.

The program committee consisted of 20 experts in cryptography and data se-
curity drawn from the international research community: Kwangjo Kim (Chair,
Information and Communications University, Korea), Claude Crepeau (McGill
University, Canada), Ed Dawson (Queensland University of Technology, Aus-
tralia), Yvo Desmedt (Florida State University, USA), Chi Sung Laih (National
Cheng Kung University, Taiwan), Pil Joong Lee (POSTECH, Korea), Arjen
Lenstra (Citibank, USA), Tsutomu Matsumoto (Yokohama National Univer-
sity, Japan), David Naccache (Gemplus, France), Eiji Okamoto (University of
Wisconsin-Milwaukee, USA), Tatsuaki Okamoto (NTT Labs, Japan), Choonsik
Park (ETRI, Korea), Sung Jun Park (BCQRE, Korea), Josef Pieprzyk (Uni-
versity of Wollongong, Australia), Claus Schnorr (Frankfurt University, Ger-
many), Nigel Smart (University of Bristol, UK), Jacques Stern (ENS, France),
Susanne Wetzel (Bell Labs, USA), Moti Yung (CertCo, USA), and Yuliang
Zheng (Monash University, Australia). Members of the committee spent nu-
merous hours in reviewing the submissions and providing advice and comments
on the selection of papers.

The program committee also asked the expert advice of many of their colleagues,
including: Ingrid Biehl, Colin Boyd, Marco Bucci, Gary Carter, Seong Taek
Chee, Jean-Sébastien Coron, Nora Dabbous, Jean-Francois Dhem, Marc Fis-
chlin, Roger Fischlin, Pierre Girard, Jaeseung Go, Juanma Gonzalez-Nieto, He-
lena Handschuh, Marie Henderson, Markus Jakobsson, Marc Joye, Jinho Kim,
Seungjoo Kim, Ju Seung Kang, Tri V. Le, Byoungcheon Lee, Hyejoo Lee, Phil
MacKenzie, David M’Raihi, Renato Menicocci, Bernd Meyer, Pascal Paillier,
Sang Joon Park, Béatrice Peirani, Jason Reid, Hein Roehrig, Amin Shokrollahi,
Igor Shparlinski, Jessica Staddon, Ron Steinfeld, Christophe Tymen, and Kapali
Viswanathan. We apologize for any omission in this list.



VI Preface

We would like to take this opportunity to thank all the program committee
members and external experts for their invaluable help in producing such a high
quality program.

Our appreciation also goes to members of C&IS Lab. (Cryptology and Informa-
tion Security Laboratory), including Gookwhan Ahn, Jaeseung Go, Jinho Kim,
Heesun Kim, Myungsun Kim, Manho Lee, Byoungcheon Lee, Jaegwan Park,
Hyuncheol Park, and Boyeon Song for their skillful and professional assistance
in organizing this conference. Choyoung Kim deserves special thanks for her help
with preparation of the various tasks of the conference. We are also grateful to
all the organizing committee members for their volunteer work.

Last, but not least, we would like to thank all the authors who submitted their
papers to the conference (including those whose submissions were not successful),
as well as the conference participants from around the world, for their support,
which made this conference possible.

February 2001 Kwangjo Kim
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On the Security of a Williams Based Public Key
Encryption Scheme

Siguna Miiller*

University of Klagenfurt, Dept. of Math., A-9020 Klagenfurt, Austria
siguna.mueller@uni-klu.ac.at

Abstract. In 1984, H.C. Williams introduced a public key cryptosys-
tem whose security is as intractable as factorization. Motivated by some
strong and interesting cryptographic properties of the intrinsic struc-
ture of this scheme, we present a practical modification thereof that has
very strong security properties. We establish, and prove, a generaliza-
tion of the “sole-samplability” paradigm of Zheng-Seberry (1993) which
is reminiscent of the plaintext-awareness concept of Bellare et. al. The
assumptions that we make are both well-defined and reasonable. In par-
ticular, we do not model the functions as random oracles. In essence,
the proof of security is based on the factorization problem of any large
integer n = pq and Canetti’s “oracle hashing” construction introduced
in 1997. Another advantage of our system is that we do not rely on any
special structure of the modulus n = pg, nor do we require any specific
form of the primes p and ¢. As our main result we establish a model
which implies security attributes even stronger than semantic security
against chosen ciphertext attacks.

Keywords: Chosen Ciphertext Security, Plaintext Awareness, (Weak)-
Sole-Samplability, Factorization Intractability, Oracle Hashing, Williams’
Encryption Scheme

1 Introduction and Summary

1.1 Provable Security and Attack Models

A desirable property of any cryptosystem is a proof that breaking it is as diffi-
cult as solving a computational problem that is widely believed to be difficult.
A cryptographic scheme is provably secure if an attack on the scheme implies
an attack on the underlying primitives it employs. While RSA is undoubtedly
the most well-known and widely used public-key cryptosystem, it is not known
if breaking RSA is as difficult as factoring (cf. [6]). A variety of factorization
equivalent RSA modifications have been proposed which are essentially based
on the same idea of unambiguous decryption (cf. also [I8]). The sender can ma-
nipulate the decoder to decrypt a ‘wrong message’ which then can be used to
factorize the modulus. Because of this problem, all these systems are vulnerable

* Supported by the Austrian Science Fund (FWF), P 13083-MAT and P 14472-MAT

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 1-{I8] 2001.
© Springer-Verlag Berlin Heidelberg 2001



2 Siguna Miiller

to a chosen ciphertext attack (CCA). Under such an attack the adversary selects
the ciphertext and is then given the corresponding plaintext. The strongest such
attack is known as the adaptive CCA [19], in which an attacker can access a de-
cryption oracle on arbitrary ciphertexts (except for the target ciphertexts which
he is challenged with).

It is known that plain RSA can broken under a CCA [21], which allows total
recovery of a complete plaintext, resp. generation of a complete signature on
an entire message. But RSA is also vulnerable to attacks that compromise the
semantic security of the scheme. An adaptive CCA can successfully be mounted
on some randomized versions of RSA (PKC # 1), when only partial information
of the plaintext is leaked [5].

The underlying goal of any encryption scheme is to achieve semantic secu-
rity (informally, ‘whatever can be computed by an attacker about the plaintext
given an object ciphertext, can also be computed without the object ciphertext’)
under strong attack models (such as CCA) under well-specified assumptions and
primitives.

1.2 The General Goal of this Paper

The two most often applied cryptographic primitives are the Diffie-Hellman (DH)
problem and the factorization problem. There are a number of systems secure
against CCA which are based on the DH problems, e.g., on the decisional DH
and the existence of a collision resistant hash function [I0], on the decisional DH
in the random oracle model (ROM) [22], and on the computational DH in the
ROM [IIT7]. Also, suggestions have been made which are based on various new
primitives (cf. e.g. [17]), but no encryption scheme secure against CCA has been
published yet which utilizes the factorization utility of arbitrary numbers in a
model without random oracles. Very recently, proposals have been made [16l/17]
of encryption schemes whose security rely on the ROM, and additionally require
the very specific structure of the modulus, n = p?q.

Most of the above methods require random oracles. Although the ROM is a
convenient setting, we do not have a general mechanism for transforming pro-
tocols that are secure in the ROM into protocols that are secure in real life.
Actually, it is proved [8] that there are schemes which are secure in the ROM,
but have no secure implementation in the “real world”. Moreover, we do not
even know how to specify the properties for a transformation from the ROM
into the real world. A natural goal thus is to design a chosen ciphertext secure
system which is practical and proven secure under well defined intractability
assumptions.

On the other hand, although it is not know to what extend there exist algo-
rithms that can exploit a special structure of the modulus for more efficiently
factoring n, it would be desirable to establish a scheme based on the general
factorization primitive n = pq with p and ¢ arbitrarily. The only factorization
equivalent RSA modification known that does not require a specific form of the
modulus, nor any special structure of the primes, is the Williams scheme [23].



On the Security of a Williams Based Public Key Encryption Scheme 3

Our proposed suggestion will consist of enhancing this scheme in order to obtain
very strong cryptographic properties.

Decrypting the Williams system is provably equivalent in difficulty to factor-
ing n = pq. However, it is vulnerable to a CCA. The main result of the paper is to
enhance this system. We will establish some new model which yields properties
even stronger than security against CCA.

1.3 Previous Methods for Proving CCA Security

There are several methods for proving security against adaptive CCA [,

Typically, in the ROM, semantic security against CCA is achieved by proving
semantic security against chosen plaintext attacks (CPA) [2], and successively
proving that the system is plaintext aware [2]. In the first definition given in
[B] this basically meant that an adversary cannot produce a ciphertext without
knowing (‘being able to compute’) the corresponding plaintext.

The original definition required some modification. This is due to the way
as how a valid ciphertextﬁ is created. If its creation involves some internal RO-
hash queries, the adversary that produced the ciphertext would not be able to
compute the underlying plaintext [2]. The refined definition given in [2] involves
some plaintext extractor which serves as a simulator of the decryption oracle.
The extractor is required to find the underlying plaintext to a ciphertext without
making any queries to the decryption oracle. A necessary requirement for the
plaintext extractor to be successful is that the generation of the ciphertext only
involved direct RO-queries. In that case, decryption can be simulated by the
extractor, otherwise, it cannot. The fact that there exist some valid ciphertexts
that cannot be decrypted by the simulator immediately leads to a smaller success
rate of any CCA-attacker and to some loss of ‘advantage’ [2].

For practical realisations [II7] the problem firstly consists in showing that
such a plaintext extractor exists. Secondly, several probability estimates are
necessary to ensure that the failure probability of the simulator remains small
enough.

Moreover, plaintext awareness (PA), as defined by Bellare et. al. has only
been defined in the ROM. In [2] it is argued, why this concept would not make
sense in the standard model.

A more direct approach for proving security against CCA was done in [T0].
It is shown that if their scheme could be broken under a CCA then this would
lead to some method for breaking the underlying primitive (the decisional DH
problem).

In [20] it was recently shown that under certain settings security against
adaptive CCA is not even enough. Schnorr-Jakobsson demonstrate new and
reasonable attack models (‘one-more attack’) which cannot be covered by CCA

1 'We do not consider the multi user setting, as this would require additional features
going beyond the scope of this paper

a valid ciphertext is usually understood as one that passes the validity test and hence
does not get rejected by the decryption oracle

2
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security. Indeed, they show that the most important and general attack models
can be captured by some sort of proof of knowledge, which is also called plaintezt
awareness in [20] but is different from the definition of PA given in [2]. The
PA in [20] also requires that any party that creates a valid ciphertext, must
‘know’ the secret parameters involved in its creation (for details we refer to
[20]). Although the arguments of [20] clearly demonstrate that security against
CCA is not sufficient, their method requires the ROM as well and thus cannot
be applied to our proposed scheme.

The idea of incorporating some proof of knowledge in proving security against
CCA goes back to [TT[I5]. Although these suggestions do not require the ROM,
they are quite impractical as they rely on general and expensive constructions
which make these cryptosystems difficult to realize in practice.

The first practical approach for establishing security against adaptive CCA
without the ROM was proposed by Zheng-Seberry already in 1993 [26]. They
require their encoding functions f to be sole-samplable. Basically, this property
means that there is no other way to generate any valid ciphertext than to first
choose a plaintext x and evaluate f at x. Thus, an adversary cannot generate a
new valid ciphertext without starting from a known plaintext.

The underlying idea is obvious. If the party that generates a valid cipher-
text must know the corresponding plaintext then it cannot abuse the system
as it must have known the result of any decryption-query to begin with. Sole-
samplability is one of the strongest notions of security that exists. It would au-
tomatically imply security against non-malleability [I1], against adaptive CCA,
and also against the one more attack. Additionally, it does not require the ROM.

The problem with the Zheng-Seberry suggestion is that they were not able
to prove that their functions are indeed sole-samplable. They merely base the
proof of CCA security on this assumption. Although their concept seems to be
the strongest the difficulty is to actually achieve it.

1.4 The New Method and Our Main Results

We suggest that the underlying primitive to be chosen in the standard model
must be some form of sole-samplability. Obviously the most natural and impor-
tant concept to be established is some ‘proof of knowledge’, as plaintext aware-
ness in the ROM, or the Schnorr-Jakobsson plaintext awareness in the generic
model. Our main results are the following.

— We introduce a comparable notion to the sole-samplability paradigm of
Zheng-Seberry. Although the proposed concept is slightly weaker than theirs,
it has the advantage that all the established claims can rigorously be proved.
We call an encryption scheme weak-sole-samplable if the following con-
ditions hold. If C is a wvalid ciphertext then it either has to be the result
of an encryption query, or it has to be the result of some specific function
(algorithm) F. In the latter case, this F' must be explicitly known, and ad-
ditionally, it must be possible to efficiently generate the underlying plaintext
with publicly available information only.
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— This means, that if there do exist ways to find a valid ciphertext other than
running the encryption oracle, then all these other ways must be explicitly
known. Also, whenever a valid ciphertext was generated by such an (explicitly
known) alternative method, then it must be possible to find the corresponding
plaintext, without having to make any decryption-oracle queries.

— The advantages of this concept are obvious. If all the ways of establishing
valid ciphertexts are known, and if none of these cases is possible apart from
knowing the underlying plaintext, then the behaviour of any adversary is
the same as in the Zheng-Seberry model, which implies extremely strong
security attributes. The adversary cannot obtain more information via any
decryption-oracle queries, as he must have known the answers to begin with.

— Another advantage is that this eliminates the need for a simulator and addi-
tionally, the necessity for establishing the failure probability of any plaintext
extractor (simulator). Any adversary that creates a valid ciphertext, is al-
ways successful in finding the corresponding plaintext. There are not any
valid ciphertext that can be created without the plaintext.

— We establish the prove of ‘weak-sole-samplability’ on well-formulated and
explicit properties. We only require Canetti’s oracle hash functions and the
general factorization primitive. To the best of our knowledge this is the first
proposal that does not require any structure of the modulus, nor any special
form of the primes. Additionally, the scheme remains quite practical and can
efficiently be realized by means of very rapid methods for the evaluation of
combined Lucas sequences [24]25].

From the RSA family, the only factorization equivalent scheme for arbitrary
p,q in the modulus n = pq is the Williams scheme. This system has a num-
ber of very interesting properties. Indeed, it was a better understanding of the
intrinsic structure of this scheme that lead us to establish the new model and
the enhanced security properties. Since ‘weak-sole-samplability’ is strongly based
on underlying properties of the Williams system, we present it in terms of this
particular system.

Qutline: After a short description of the Williams scheme and some essential
properties thereof (section[), we present the proposed enhanced version (section
B). Semantic security against CPA will be derived in section Bl In section
we finally prove the property ‘weak-sole-samplability’.

2 Some Preliminaries

2.1 The Underlying Williams Scheme

Let o, @ be the distinct roots of 22 — Px 4+ Q for P,Q € Z with Q # 0 and
discriminant D = P2 — 4Q. Then the Lucas sequences of the first and second
kind of degree k, are defined by Ux(P,Q) = “;:Ek and Vi(P,Q) = o* +a*,

«@
respectively. It follows that these are sequences of integers that fulfill a number

of interesting identities and arithmetical properties [25].
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Williams [23] utilizes the Lucas sequences for the special case where P = 2a,
and @ = 1. Then, if p is an odd prime, one obtains the fundamental congru-
ence aP~(P/P) = gp—(P/P) = 1 mod p. Analogously as in Rabin’s case, the ba-
sis of the system is the congruence aP=(P/P)/2 = g=(P/P)/2 = 41 mod p.
Williams develops a method to specify the correct signs. When working mod-
ulo n = pq, and for e,d the public and private key, respectively, he obtains
a?? = @2 = +o mod n. This then establishes the equivalence between de-
cryption and factoring [23].

Let n = pq, where p and ¢ are two large primes. Further, let s,¢ € Z), be

chosen such such that p = — (%) mod 4 and g = — (g) mod 4, ged(s?—¢,n) =1

and (827:0) = —1. In the following w € Z,, is assigned the role of the message

to be encrypted.
Let the public encryption key e and the secret decryption key d with
ged(e, (p+1)(g+ 1)) = 1 be determined according to ed = 1 mod m, where

m = w. The numbers n, e, c, s constitute the Public Key, whereas
the numbers p,q,m,d are kept secret. Throughout the paper, let b; = 1, if

(“ﬂT—) =1, and by = 1, if (ML—) -1

Suppose ged(w? — ¢,n) = 1 and denote a = a(w),b = b(w) mod n, and
a = a(w) = a+ by/c mod n, where

forby=1: a=2tc b= 22 modn,
_ EUwQJrcc)(52+c)+lics11)C _ 2s(w?4c)+2w(s>+c) (1)
forby =—-1: a= WP =0 b= =0 ("—0) mod n.
Define the sequences X;(a) = L‘gai = 7%(22“’1)7 and Y;(a,b) = bo‘;:gi =

bUi(Qa, 1).

In order to minimize problems concerning the existence of the above multi-
plicative inverses mod n (cf. [T4]) it is preferable to work with a slightly modified
version of the original scheme. In the following we will exclusively be applying
this modification which essentially consists of reversing numerator and denomi-
nator of the original encryption function X, (a)/Ye(a,b) mod n of [23] and adapt-
ing the decryption scheme.

Williams’ Encryption: The first step of the encryption process consists of
calculating a(w), b(w) from the message w by means of [Il). Then w is encoded

* Y. (a(w), b(w))

Xe(a(w))
The cryptogram C' to be transmitted is the triple [E(w), by, bs], where by is
defined via %) as above and by = a(w) mod 2, by € {0,1}.

E(w) = mod n.

3 Tt turns out that the quantities a(w) and b(w) for both cases by = 1 and —1 can be
comprised into a more comprehensive formula. It can easily be shown that for ¢ and b

~2 0 A
as above, a = a(w) = 23 mod n, b= b(w) = 3% mod n, where & = w mod n,
ws+c

if by =1, and w = mod n, if by = —1.

w—+s
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Williams’ Decryption. Upon receiving C the receiver firstly calculates the

_ 14+E(w)%c _  2E(w)

values ag = =B ()% mod n, and by = T=B(w)%e

The second step consists of determining o = (—1) and a(w) and
b(w) by means of a(w) = 0 X4(ap) mod n and b(w) = oYy(ag, bg) mod n.

Finally, the message w can be retrieved from a(w) and b(w) via

mod n.
bo—Xa(ao)

a(blg;)rl mod n, if by = 1, (2)
w =
- slaWD) sod , if by = 1,

provided fi ged(b(w),n) = 1 for by = 1, and ged(a(w) + 1 — sb(w),n) = 1 for
by = —1.

Remark 1. By utilizing efficient methods for the combined evaluation of the
Lucas sequences [24I25], it can be shown that the Williams scheme requires
about twice as many multiplications as RSA, with additionally two multiplicative
inverses modulo n for both encryption and decryption.

2.2 The Williams Scheme Under a CCA

Definition 1. Let o’ (w) and b'(w) be chosen such that o’ (w), b'(w) correspond
to a(w),b(w) for the (wrong) case bj = —by.

Further denote the ‘false encryption of w’ by E'(w) = W
that is defined by following the formulas of the above encryption routine with

respect to by = —by (rather than by).

mod n,

As with the Rabin scheme, the equivalence of decryption and factorization
gives rise to a CCA [23|. One can even show the following [14].

Proposition 1. - If (%) =1 or —1 then E'(w) = E(z) mod n and b} (w)
= b1(2). Then z = D(E(z)) mod n where the parameters for the decryption
routine are by (w) and by. Then ged(w — z,n) gives the factorization of n.

— For (%) = —1 and E'(w) = E(z) mod n, the problem of finding a(z)
for a known o' (w) respectively w (and, similarly for b(z)) is computationally
equivalent to the problem of factorizing n.

— If there exists an algorithm for retrieving +a(w) mod n from E(w) (where
both values correspond to the same by ) then there exists an efficient algorithm
for factorizing n.

2.3 Some Interesting Properties

Proposition 2. Let by be fized and E(w) as well as a(w) be given. Then there
s an efficient algorithm for evaluating the underlying message w.

4 Tt was shown in [14] that the number of messages not fulfilling these gcd-conditions
is negligible.
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Proof. For establishing this result we adopt the ideas of the attack developed in
[1912]. Let A =a(w) — 1= 23 and B = 2A~! 4+ 1. Then @?* = c¢B. We may
assume that A~ mod n exists.

We now consider the extension R = Z[z]/(x? — ¢B,n), i.e. the elements of R
are polynomials of degree 1 at most with coefficients modulo n. All arithmetic
operations (addition, multiplication, division) over R can be done without the
knowledge of the factorization of n (where we assume that practically division is
always possible). We now define a mapping ¢ : R +— Z,, by ¢(kx+1) = kw+I1 mod

n for k,l € Z,,, where according to the value by, w equals w, respectively “’H'C

Since w? = ¢B mod n it can easily be verified that ¢ is a ring homomorphlsm
We show the result for by = —1, since by = 1 can be proved analogously.
2
In particular, we then have ¢(x —s) = 0 — s = 7, ¢(-ws +¢) = wfﬂjs

and consequently qb(%;“) = w. In R the expression 7_““ becomes - sszm +

csg:g) mod n which we will denote by wqx + ws. Observe that, although we do

not know the message w, we do know the polynomial that maps unto w, that is,
w is now implicitly given by wix 4+ wo.

The idea behind the attack in [4J9I12] is now to encrypt this polynomial in
R which gives us a polynomial in z. The homomorphic image of this encrypted
polynomial then equals F(w) since ¢ is a homomorphism. The combined knowl-
edge of E(w) and this homomorphic image then can be used to derive w.

To encrypt the polynomial wyx + we we follow the routines w.r.t. a fixed b;.
We firstly have to find the corresponding values to a(w) and b(w) in R. Since
¢(x) = w and z =cB in R, this can easily be shown to be accomplished. One
obtains a(w) = 2L b(w) = (B 1y mod n in R.

Consequently, one evaluates the Lucas sequences w.r.t. the a(w) in R modulo
n and obtains the encryption in R. Let this result be denoted as uz+v. We stress
that, since a(w) and b(w) in R merely consist of the public information, ¢, B, we
know u and v. But then we know ¢(uz + v) which equals E(w) and therefore
we have uw + v = E(w). Hence, we can solve for w, if (u,n) = 1, which is very
likely. Finally we now obtain w from @ as desired. a

Remark 2. Tt is essential that the homomorphic image of the encrypted polyno-
mial, which is determined by a = a(w), equals E(w). If a were some a(x), the
results obtained would be different from w. In other words, to each E(w) = E'(2)
correspond exactly two possible a, namely a(w) and a(z). Observe that from a
given pair E(w), a only the output z can be obtained when the factorization of
n is known (cf. Proposition [I)).

Proposition 3. Ifb; = —1 and a(x) = a(y) mod n, then 2% = §? mod n, where

— + ~ ystc
T =22 modn and § = s mod n.
Proof. ;jFrom a(z) = ﬁi*c mod n we see that 22 = i+ZEI; mod n, and, anal-
ogously, for a(y), 7? = — i+zgy; mod n. By hypothesis the right hand sides are

equal, which gives the result. O
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Proposition 4. For all z € Z;, we have —a(z) = a(c/x) mod n.

Proof. Observe that —a(z) mod n corresponds to the situation where during
decryption the wrong ¢ = o(a(x)) is obtained. By footnote [0 the decryption

routine evaluates 2(—o) = £ mod n. Since also Z(—0) = £ mod n the definition
c)2 N

of a gives a(z(—0)) = Efg;rc = _:”;j_f( mod n. O
<) —c : g

Corollary 1. If for the case by = —1 one has a(z) = —a(y) mod n then &2 =

(¢/y)? mod n.

3 The Proposed Scheme

3.1 Requirements on the Hash Function

Usually, semantic security is achieved via random oracles. Due to the ongoing
controversy about the existence of such ‘truly random’ hash functions, we design
our scheme in a way where we do not require the ROM. Instead, all our hash
functions involved are special instances of Canetti’s oracle hash functions.
For the exact definitions we refer to [7] and only recall the fundamental concepts
required for our scheme. The primitive, oracle hashing, informally describes a
hash function h that, like random oracles, ‘hides all partial information on its
mnput’.

A salient property of oracle hashing is that it cannot be deterministic, which
traditionally is the case with any hash function, where two invocations on the
same input yield the same answer. However, any deterministic function F' is
inadequate for oracle hashing, since it is bound to disclose some information on
the input, as F(z) itself is some information on z.

Thus, oracle hash functions need to be probabilistic in the sense that different
invocations on the same input result in different outputs. The output of z is ad-
ditionally determined by some randomizer r which is responsible for the different
hash values of z. That is, the hash of x is the output of h(z,r) for the random
value r. Still, there needs to be some means as to verify whether a given hash
value was generated from a given input x. There needs to exist a verification
algorithm, V| that correctly decides, given x and y, whether y is a hash of . We
use Canetti’s suggestion of a public randomness scheme. The randomizer r
appears directly in the output of h(z,r). We write h(z,r) = r, h(z,r).

The fundamental property of our underlying hash functions is Canetti’s or-
acle indistinguishability. Informally, the hashes of x and y with respect to
the same randomizer r, h(z,r) and h(y,r), should be computationally indistin-
guishable to any polytime adversary.

5 The verification property is somewhat reminiscent of signature schemes. Indeed,
this is exactly what will be required in our decryption verification step below. It is
stressed, however, that here no secret keys are involved and all the functions can be
invoked by everyone [7].
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Canetti also considers the case where some (partial) information on z is al-
ready known. E.g., if for some public function f, f(x) leaks some partial informa-
tion on z, M then (f(x)7 h(z, 7")) still should be computationally indistinguishable
from (f(z),h(y,r)) (for details see [7], p. 467).

3.2 The Proposed Encryption and Decryption Schemes

Let || denote the length of the string x. The concatenation of two strings = and
y is denoted by z||y and the bit-wise exclusive-or of x and y is denoted by = @ y.
We generally use the notation a = b mod n to denote the principal remainder
a, that is the unique integer a € {0,...,n — 1} that is congruent to b modulo n.
We will assume that all calculations are carried out modulo n = pq. If w is the
message to be encrypted let w = 0...0w be the padded message of w such that
lw| = |n.

Throughout, g will denote a cryptographic hash function to {0,1}/"! that is
both collision resistant and pre-image resistant, while h will denote a Canetti-
oracle hash function (cf. section BI).

The Proposed Encryption Routine & = £(w).

1. Choose randomly a session key S and a randomizer R from {0,1}"! such
that for
wrp =w® h(S,R), and Sg = S ® h(wg, R),

2 2
one has (M) — (%r=¢) = 1.
n n

2. Calculate a(wgr),b(wgr), E(wg) and a(Sgr),b(Sgr), E(Sg) w.r.t. by = —1 fol-

lowing the routines of section [ZT]
3. Put H = g(0..0a(wg) || 0..0a(Sg) || 9).

length.=|n| length.=|n/|

4. Send the cryptogram C = [c1, ¢2, ¢3,¢4] = [E(wr), E(Sr), R, H].

The Proposed Decryption Routine D = D(cy, ..., c4).

1. Decrypt ¢; to obtain o(wg)a(wgr) mod n, o(wg)b(wgr) mod n following the

formulas of section 2Tl for b; = —1.
2. Decrypt cs to obtain o(Sg)a(Sg) mod n, o(Sgr)b(Sk) mod n following the
formulas of section 2.1l for b; = —1.

3. Select the signs o, o(wg) € {—1,1}, 0(Sg) € {-1,1} and calculate the
corresponding wg and Sg.

4. Calculate S = h(wg,c3) ® Sg.

5. Check whether

cs = g(0...00(wg)a(wg) || 0...00(Sr)a(Sgr) || S). (3)

leugth.zl’nl leugth.:"nl

5 Tt only makes sense to consider the case where f does not give full information on
z. Thus, f should be one-way, or uninvertible (without the use of the secret key).
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6. - If step (B) returns ‘true’, output w = h(S, c3) ® wg.
- Otherwise goto step (B)), select another sign and repeat.
- If step (B) returns ‘false’ for all o(wgr) € {—1,1}, 0(Sg) € {—1,1} then
return “NULL”.

Note that by is fixed. The correct values by follow directly from construction,
since a(x) is directly in the scope of h. It can easily be seen that the signs
o of ta(wg), +a(Sk) mod n, respectively, that pass the test in the decryption
routine, are exactly the signs of the input to the hash function in the encryption
routine, respectively [ Hence, we have

Lemma 1. For the above routines, the decryption of an encryption of any mes-
sage always gives this message.

Remark 3. — The testing check during decryption captures Canetti’s verifica-
tion property. H takes the role of the signing algorithm (with respect to the
underlying w and S), and the testing step (B)) takes the role of the signature
verification algorithm.

— Due to the strong security properties which are achieved, some message
expansion is to be expected. The entire cryptogram can be viewed as an
encryption with combined signature. The hash value provides a proof of
knowledge of the plaintext w and the secret parameter S. In such a setting
message expansion is typical, e.g., [I0J20]. More length efficient proposals
have been made in [26] but the claims were not proved. This was recently
done in [I] in the ROM.

4 Proof of Security

4.1 Semantic Security against Chosen Plaintext Attacks

An adversary A = (A1, A2) defining security against CPA is usually described
via the well-known game play [2]. At first, A; is run on input the public key,
pk. At the end of A)s execution he outputs a triple (wg, w1, s), where wq, w; are
messages of the same length and s is some state information. A random one of
wo and w, is selected, say wyp, and a ‘challenge’ y is determined by encrypting
wyp, under pk. As is given y but not wy. It is now ALs job to determine b, that is,
to decide, if y is the encryption of wg or of wy. In public key cryptography such
an attack is always possible, since any adversary has access to the encryption
oracle, as pk is always publicly known.

" Clearly, the party evaluating the hash value H can replace (the correct) a(z) by
—a(xz) mod n and use this as a forged hash input. Then in the deciphering process
the wrong o will be determined. In that case, it can easily be seen [14] that the
(Williams)-decryption of x obtained equals #(—o) = c2 mod n. Contrary to the
forgery w.r.t. b1 this however, does not expose the factorization of n.
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Canetti showed how oracle hash functions can be used to build a crypto
scheme that is semantically secure against chosen plaintext attacks [7], p. 466f.
Typically, some information f = f(z) is part of the cryptogram and hence
establishes some public information on the secret parameter x. Canetti assumes
that f is uninvertible so that this information leakage does not allow complete
retrieval of x.

In our case this leads to the following technical requirement. We will assume
that given E(Sg), g = ¢(0...0 a(wg) | 0...0 a(Sg) || S), it is impossible to find
the complete underlying secret parameter S.

Remark 4. This assumption actually is not very strong. Informally, we have
the following. Due to the Canetti hash function h involved, by construction no
information on wg leaks from E(Sg) even if E does leak some information on
Sgr, where F denotes the Williams encryption of section ZI1 Also, if a(wg)
did leak from E(Sg) and g, then, since retrieving wg from a(wg) is equivalent
to factoring n, wgr cannot completely be recovered, so that an adversary has
no information on h(wg, R). A lack of complete knowledge of h(wg, R) implies
a lack of complete knowledge of S, even if Sp could completely be recovered
from E(Sg) and g. Similarly, if some partial information on Si and wg can be
obtained by the combined knowledge of E(Sg) and g, again by the Canetti-hash
function h, S cannot completely be recovered. Thus, .S would need to leak in full
from ¢ to violate our assumption.

Analogously as in [7], we obtain the semantic security of the proposed scheme.

Theorem 1. The proposed cryptosystem is semantically secure against adaptive
chosen plaintext attacks, if the factorization of n = pq is hard, h is a Canetti
oracle hash function with the additional technical assumption above on the cryp-
tographic function g.

Proof. (Sketch) Assume an adversary A that does break the scheme under a
CPA. Let the probability for his success be as defined in the proof to Theorem
10 in [7]. The tuple E(Sg), g = g(0...0a(wg) || 0...0a(Sg) || S), yields some in-
formation f on S which by the assumption above corresponds to the uninvertible
function f in Canetti’s case.

Construct an algorithm D that distinguishes between (f(S),h(S,R)) and
(f(S),h(S’,R)), where S,S’, R are randomly chosen and f(S) = (E(Sg),9)-
Since R is public, h(S,R) = R, B(S, R), and by the requirement that h is a
Canetti hash function, it follows that for uniformly chosen S, R the value h(S, R)
is uniform in {0, 1}! for some .

Given f(S), R, ¢ (where ¢ is either h(S, R) or h(S’, R)), the distinguisher D
will construct a ciphertext in the following way. D may choose either one of wyg
or wy as message in the game play defining security against CPA. Assume that
he chooses wy. Then he obtains wr = wy ® &£ and he can hand A the ‘ciphertext’
C = [E(wr), E(Sr), R, g]. Now, if A outputs ‘w;’ then D outputs ‘¢ = h(S, R)’.
Otherwise D outputs ‘¢ = h(S’, R)".

As in Canetti’s case this follows since in the former event the constructed
wgr was the correct one, while in the latter, it must must have been equal to
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wr = w1 ®h(S’, R) # wy ®h(S, R). In particular, then A is given an encryption
of a uniformly chosen message. The decryption cannot be w1, hence in that case,
by the CPA game, it can only be wg, which A4 outputs.
Analyzing D is straightforward with the exact success probability given in [7].
The existence of such a distinguisher yields a contradiction to the assumption.
O

4.2 ‘Weak-Sole-Samplability’

Recall the notion of a valid ciphertext. This is such where the decryption oracle
does not reject. We now completely characterize all possibilities how for the
proposed scheme valid ciphertexts can be obtained.

The randomizer R, since it directly occurs in C, plays a unique role. Nonethe-
less, this information cannot be used for any attack. (Compare also Canetti’s
discussion on this public randomizer [7]).

Lemma 2. Let C = [cy, ¢a, c3,¢4] be a valid ciphertext, h a Canetti oracle hash
function, g a cryptographic hash function, and suppose that the factorization of n
1s infeasible. If in C the c3 gets modified, then a necessary condition for obtaining
another valid ciphertext is that all entries in C get modified.

Proof. We analyze any adversary that tries to obtain another valid ciphertext.
Let ¢4 be the modified value and let C be the encryption of the message w relative
to the session key S and the randomizer R. We can assume that the adversary
knows w (e.g. by mounting a CCA). We can also assume that he knows S (e.g.
by his own encryption) because otherwise any such attack would not be possible
(this follows from the fact that ¢4 remains unchanged, g is both collision resistant
and pre-image resistant and since the given C is a valid ciphertext). By their
definition he then also knows wg and Sg.

Suppose firstly that C' = [e1, ¢2, ¢, cq] is also valid. Then the validity check
@) passes if ¢4 = g(...||S) = g(....]|S"), where S’ = §'(c4) is in the fourth step
of the deciphering oracle computed as S’ = h(o(wg)wr, ¢4) ® Sg. By the choice
of h necessarily S’ = S so that h(o(wgr)wg, ¢5) has to evaluate to S @ Sg. But
that would imply that h(wg,cs) = h(wg, c) which is extremely unlikely [7].

Similarly, we see that C' = [c1, ¢b, ¢, c4] where ¢, is determined a priori, leads
to a contradiction. Consequently, the adversary needs to evaluate a modified ¢
accordingly, i.e. such that the properties of the hash function are not being
violated. This is only possible if at first the hash input, that is some ¢4, is being
selected. As above, we again need to have S’ = S, where now S’ = h(wg, c}) ®
D(ch), and D is the Williams decryption of section [Z1] ;From the hash output
and S’ = S the adversary then obtains the decrypted value x = D(ch) (w.r.t.
by = —1) of the forged ¢, that is, x = S; (respectively ¢/S%).

However, this « has to be of a special form (this will lead to the contradiction
below), because in the validity check it is required that

cq = g(...]|0..0 60(Sg)a(Sgr)|l...) = g(...]|0..0 o(x)a(z)]|...)
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(where we assume that the hash input is split up according to the appropriate
lengths).

By Proposition @] the above identity is only possible if either a(Sg) = a(x)
modn, or a(Sg) = a(c/x) mod n, depending on whether the above o’s corre-
spond or not. According to Proposition Bl and Corollary [T],

2 —~2 —
either S~ = 2% mod n or Sg = (¢/x)? mod n.

But we also have that ¢y Z ¢, mod n. Also, by assumption, both C and C’ are
valid which means that the test passes for exactly one o(Sg) and thus for exactly
one o(x) which then yields the corresponding values, x or ¢/x, respectively.

Since the decryption of ¢4, as well as that of cg, is being conducted w.r.t.
by = —1, the preimages, « and Sg, respectwely c/x and Sy, need to be distinct

mod n. Then also & and SR7 respectively c/x and SR need to be distinct since
otherwise s> = ¢ mod n, contrary to the choice of s.

Further, we can show that & £ —Sg, respectively ¢/z Z —Sg mod n. These
two cases can be dealt with the same way. Observe that  was defined according

to the hash output of ¢4, i.e. as x = h(wg,c;) @ S. If we assume that z =
—Skr mod n then ¢§ (which has been selected a priori) would hash to the specific
output S @ (—Sg) mod n, a contradiction. Analogously, & # 75/‘;3, respectively
c/x = —Sp mod n. But then ged( — Sr. n), respectively gcd(c//; — Sg, n) is
a proper factor of n. To find this factor the adversary only needs to know z,
respectively c/ z and Sy, which he does when he knows z.

Observe that the adversary already knows w,wr and Sgr. However, Propo-
sition [2 asserts that the adversary can calculate z from E(z) = ¢}, and a(z) =
a(Sr) respectively —a(Sgr) mod n.

Thus, the adversary would find the factorization of n. The derived contradic-
tion to the hypothesis of the lemma implies that the adversary cannot compute
a valid ciphertext by just forging ce and cs.

The adversary can also try to forge c;. But, in order to pass the test, then
he would need to know ¢} along with the corresponding o(y)a(y), where y (re-
spectively ¢/y) is the decryption of ¢} (w.r.t. by = —1).

As decrypting ¢} or determining this a(y) is equivalent to factoring (Proposi-
tion[), the adversary can only, conversely, define y as w, and encrypt y (w.r.t.
by = —1) to obtain his forged ¢}. Similarly as above, he needs to evaluate S}, as
h(w'y, ¢5) @ S in order to fulfill the requirement on the hash function in (@) with
respect to the last block in the input. But this now constitutes a special form
of the attack considered above. The adversary would have to forge co which is
impossible, independent of the choice of ¢;. a

Let us consider an adversary that has access to g, h, £, and D. He can play
with his encryption oracle, and may also make ¢ queries of the decryption oracle.
He then produces a new valid ciphertext that he outputs. As in [2] we demand
that the adversary never outputs a string that coincides with the value returned
from some E-query.
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The basic idea in both Lemma Bl and Theorem Bl below is to analyze the
different possibilities as how an attacker might be able to reuse existing valid
ciphertexts. That is, we investigate all ways for obtaining valid ciphertexts (other
than running the encryption oracle).

We will give a complete characterization of all possibilities to find a valid
ciphertext. Depending on whether the adversary knows the secret parameter S
corresponding to some known valid ciphertext, he may follow only one of the
specific steps given in the proof below. In each of these particular cases the proof
also shows that the adversary is not able to generate any new valid ciphertext
whose plaintext he does not know.

For1<i<tletC;, = [c1 ) cg ), cg ,c4 ] be the ith valid cryptogram that the
adversary gets decrypted. Let C’ be the new valid ciphertext that the adversary
produces. By Lemma [2l we only need to distinguish between the following types
of attacks.

— Type I: There is some 1 < j < ¢ such that for C; = [¢1, ¢2, 3, 4],
(a) C' = [¢}] # c1,¢a,¢3,¢4], (b) C' = [c1,ch # ca,c3,c4],
(c) C' = [c] # c1,¢5 # ca,¢3, 4],
— Type II: There is some 1 < j < ¢ such that for C; = [e1,¢2,¢3,c4], ()
C' = e, co,c3,¢) #cq], (b)C' =][c] #ci1,c,c3,¢) 75 R
(c) C'=le1,ch # Czacsa% # ca), (d) C'= [01 # 01,02 # 02,03,04]
— Type III: For all 4, [clsaféc1 ,027402 ,037&03 ,047&0 ]

Theorem 2. Assume that h is a Canetti oracle hash function, g is a crypto-
graphic hash function, and that it is computationally infeasible to find the fac-
torization of n. Then the above encryption scheme is weak-sole-samplable. Any
valid cryptogram that is not an € output, has to be the result of some type II
or III attack with the individual steps described below. In both cases, the adver-
sary then knows the underlying w, S, as well as the underlying signs o in the
hash-input.

Proof. Type I attacker:
Suppose we have a type I (a) attacker. Because ¢4 is fixed we can as in the
proof to Lemma [2] assume that the attacker knows the corresponding w and S.
Observe that, since C is valid, the S = h(wg, c3) @ Sg obtained in the fourth
step of D passes the test (@) for the unique o(wg) and thus for the unique wg.
If now ¢; # ¢} then the S’ obtained will be different from S. This follows, since
for fixed by = —1 the decryption of ¢ is either w, or ¢/wl. These values are
different from wg because otherwise ¢; = ¢. Therefore the test will reject for
this S’. In order to obtain the same S, also ¢3 would have to be modified, which
is not the case under the type of attack under inspection.

Similarly we see that a type I (b) attack will be rejected by the test because
the S’ obtained in step (4) will not match the valid S.

Now consider a type I (¢) attacker. In order to guarantee that the S’ obtained
in step (4) equals the valid S, the adversary can only proceed analogously as
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in the proof to Lemma 2l He needs to define the (Williams) decryption of the
modified ¢, that is Sy, as S @ h(y, c3), where y = w/, is the decryption of ¢f.
But these w}, and S} need to pass (B). Similarly as in Lemma 2] he would be
able to factorize n, a contradiction. Hence, any type I attack will get rejected as
well.

Type II attacker:

For a type II (a) attacker observe that by definition c1, ¢g, c3 remain unchanged.
Hence, in steps 2 and 3 during decryption, the quantities +a(wg), £a(Sg) cor-
responding to the original w and S are obtained. Since ¢y = g(o(wgr)a(wg)
[lo(Sr)a(Sgr)||S) for the specific o(wg), o(Sg), one can only obtain a modified
hash output w.r.t. different signs, o(wg) and/or o(Sg). The requirement on g
necessitates that the adversary knows the individual blocks in the hash input
(he can only obtain the output from the input). As he also needs to know ¢,
and co, by Lemma 2] he knows the modified message w as well as the modified
S that result in the modified cryptogram due to the change of the o’s.

In a type IT (b) attack the test only passes if the hash output, ¢} is calcu-
lated as the hash-output w.r.t. the modified ¢}. Then the adversary has to know
the o(w}y)a(w) that is obtained by decrypting ¢}. As usual, by Lemma [2] we
conclude that he can find w}, respectively ¢/w’,. To obtain the hash value ¢
he also needs to know the o(Sg)a(Sg). Again, since he knows ¢y he then knows
Sk. Depending on the o’s selected he obtains two different (modified) S and
four different (modified) w. He can easily verify which of those have the desired
encryptions ¢} so that he knows the modified w and S that result in C’'.

Exactly the same way we can show that in a type II (c) attack the adversary
needs to know the underlying quantities that result in C’.

A type IT (d) attack can be dealt with analogously, because knowledge of a(x)
and E(z) is equivalent to knowing x, where  firstly is w}; and then secondly S%.

Type III attacker:
The result follows exactly as for a type II (d) attacker because the value c3 is not
essential. The adversary would need to know the first two blocks of the input to
the hash function. Along with ¢} and ¢ this is equivalent to knowing w} and
ST, where ¢4 = R’. However, since ¢4 is public one easily finds the underlying w’
and S’ from the randomized w, and S}.
We have shown that valid ciphertexts cannot be obtained apart from knowing
their underlying parameters, which completes the proof of Theorem[2in all cases.
O
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Abstract. Almost all of the current public-key cryptosystems (PKCs)
are based on number theory, such as the integer factoring problem and
the discrete logarithm problem (which will be solved in polynomial-time
after the emergence of quantum computers). While the McEliece PKC
is based on another theory, i.e. coding theory, it is vulnerable against
several practical attacks. In this paper, we carefully review currently
known attacks to the McEliece PKC, and then point out that, without
any decryption oracles or any partial knowledge on the plaintext of the
challenge ciphertext, no polynomial-time algorithm is known for invert-
ing the McEliece PKC whose parameters are carefully chosen. Under the
assumption that this inverting problem is hard, we propose slightly mod-
ified versions of McEliece PKC that can be proven, in the random oracle
model, to be semantically secure against adaptive chosen-ciphertext at-
tacks. Our conversions can achieve the reduction of the redundant data
down to 1/3 ~ 1/4 compared with the generic conversions for practical
parameters.

1 Introduction

Since the concept of public-key cryptosystem (PKC) was introduced by Diffie
and Hellman [5], many researchers have proposed numerous PKCs based on
various problems, such as integer factoring, discrete logarithm, decoding a large
linear code, knapsack, inverting polynomial equations and so on. While some of
them are still alive, most of them were broken by cryptographers due to their
intensive cryptanalysis. As a result, almost all of the current (so-called) secure
systems employ only a small class of PKCs, such as RSA and elliptic curve
cryptosystems, which are all based on either integer factoring problem (IFP) or
discrete logarithm problem (DLP). This situation would cause a serious problem
after someone discovers one practical algorithm which breaks both IFP and DLP
in polynomial-time. No one can say that such an algorithm will never be found.
Actually, Shor has already found a (probabilistic) polynomial-time algorithm in
[25], even though it requires a quantum computer that is impractical so far. In

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 19-35 2001.
© Springer-Verlag Berlin Heidelberg 2001
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order to prepare for that unfortunate situation, we need to find another secure
scheme relying on neither IFP nor DLP.

The McEliece PKC, proposed by R.J. McEliece in [1§], is one of few alter-
natived] for PKCs based on IFP or DLP. It is based on the decoding problem
of a large linear code with no visible structure which is conjectured to be an
NP-complete problem While no polynomial-time algorithm has been discov-
ered yet for decoding an arbitrary linear code of large length with no visible
structure, a lot of attacks (some of them work in polynomial-time) are known
to the McEliece PKC [TBIAIT2[T528|T7IT3].

In this paper, we carefully review these attacks in Section 3] and then point
out that all the polynomial-time attacks to the McEliece PKC require either de-
cryption oracles or partial knowledge on the corresponding plaintext of the chal-
lenge ciphertext. And then without them, no polynomial-time attack is known
to invert the McEliece PKC (whose parameters are carefully chosen). Under the
assumption that this inverting problem is hard, we convert this problem into
semantically secure McEliece PKCs against adaptive chosen-ciphertext attacks
(CCA2) by introducing some appropriate conversions. We discuss which con-
versions are appropriate for the McEliece PKC in Section @l While some of the
generic conversions proposed in [24]9] are also applicable to the McEliece PKC,
they have a disadvantage in data redundancy (which is defined by the difference
between the ciphertext size and the plaintext size). A large amount of redundant
data is needed for the generic conversions since the block size of the McEliece
PKC is relatively large. Our conversions in Section L4 need less redundant data
than the generic ones.

2 McEliece Public-Key Cryptosystem

In this section, we briefly describe the McEliece PKC.

Key generation: Generate the following three matrices G,S,P:

G: k x n generator matrix of a binary Goppa code which can correct up
to t errors, and for which an efficient decoding algorithm is known. The
parameter t is given by {d""gﬁl] where d,,;, denotes the minimum Ham-
ming distance of the code.

S: k x k random binary non-singular matrix

P: n x n random permutation matrix.

Then, compute the k& x n matrix G’ = SGP.

Secret key: (S,G, P)

Public key: (G',t)

Encryption: The ciphertext ¢ of a message m is calculated as follows:

c=mG @z (1)

! Another alternative may be a quantum public-key cryptosystem [21] which will be
available after the emergence of quantum computers.

2 The complete decoding problem of an arbitrary linear code is proven to be NP-
complete in [29)].
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where m is represented in a binary vector of length k&, and z denotes a random
binary error vector of length n having ¢ 1’s.
Decryption: First, calculate cP~*

cP™!' = (mS)G @ 2Pt (2)

where P~! denotes the inverse of P. Second, apply the decoding algorithm
EC for G to cP~!. Since the Hamming weight of zP~! is ¢, one can obtain
mS

mS = EC(cP™1). (3)
The plaintext of ¢ is given by
m = (mS)S~ " (4)

3 Attacks to McEliece PKC

In this section, we review currently known attacks to the McEliece PKC.

While no efficient algorithm has been discovered yet for decomposing G’
into (S, G, P) [19], a structural attack has been discovered in [I7]. This attack
reveals part of structure of a weak G’ which is generated from a “binary” Goppa
polynomial. However, this attack can be avoided simply by avoiding the use of
such weak public keys. (This implies G should not be a BCH code since it is
equivalent to a Goppa code whose Goppa polynomial is 1 - 2%, i.e. “binary”. )
Next case we have to consider is that an equivalent Goppa code of G’ (which is
not necessarily G) and whose decoding algorithm is known happens to be found.
This probability is estimated in [1][L0], and then shown to be negligibly small.

All the other known attacks are for decrypting ciphertexts without breaking
public-keys. We categorize them into the following two categories, critical attacks
and non-critical attacks, according to whether these attacks can be avoided sim-
ply by enlarging the parameter size or not. If avoided, we categorize it in the
non-critical attacks. Otherwise, in the critical ones. Interestingly, all the critical
attacks require either additional information, such as partial knowledge on the
target plaintexts, or an decryption oracle which can decrypt arbitrarily given
ciphertexts except the challenge ciphertexts. And then without this additional
information and this ability, no efficient algorithm is known to decrypt an arbi-
trarily given ciphertext of the McEliece PKC.

3.1 Non-critical Attacks

The following two attacks can be avoided simply by enlarging the parameter size
or by applying Loidreau’s modification [16] without enlarging the parameter size.
Thus, not critical.

3 In [14], a variant of McEliece PKC, where G is a BCH code, was broken. However
it is not clear their attack works correctly since further information has failed to
appear.
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Generalized Information-Set-Decoding Attack. Let G}, ¢; and z; denote
the k columns picked from G’, ¢ and z, respectively. They have the following
relationship

ek = mG), @ 2. (5)
If z;, = 0 and G, is non-singular, m can be recovered by [I]
m = cx Gyt (6)

Even if z; # 0, m can be recovered by guessing z; among small Hamming weights
[15] (we call this the generalized information-set-decoding (GISD) attack). The
correctness of the recovered plaintext m is verifiable by checking whether the
Hamming weight of ¢ ® mG’ is t or not.

The computational cost of this generalized version (where zj is guessed) is
slightly faster than the original one (where zj, is supposed to be 0), but it is still
infeasible for appropriate parameters since its computational cost is asymptoti-
cally lower bounded by C(n,k)/C(n —t,k).

Finding-Low-Weight-Codeword Attack. This attack uses an algorithm
which finds a low-weight codeword among codewords generated by an arbitrary
generator matrix using a database obtained by pre-computation [20[4]. Since the
minimum-weight codeword of the following (k + 1) X n generator matrix

H

c

is the error vector z of ¢ where ¢ = mG’ @ z, this algorithm can be used to
recover m from a given ciphertext c.

The precise computational cost of this attack is evaluated in [4], and then
shown to be infeasible to invert ¢ for appropriate parameters, e.g. n > 2048 and
optimized k and ¢, even though the original parameters (n, k,t) = (1024, 524, 50)
suggested in [18] is feasible with the work factor of 2642, (Under the assumption
that each iteration is independent, the expected computational cost of this attack
is asymptotically lower bounded by C(n,k 4 1)/C(n —t,k + 1) and therefore it
is infeasible for appropriate parameters.)

3.2 Critical Attacks

The following attacks cannot be avoided by enlarging the parameter size or by
applying Loidreau’s modification [16]. Therefore critical.

Known-Partial-Plaintext Attack. The partial knowledge on the target plain-
text drastically reduces the computational cost of the attacks to the McEliece
PKC [413).
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For example, let m; and m,. denote the left k; bits and the remaining &, bits
in the target plaintext m, i.e. k = k; + k, and m = (my||m,). Suppose that an
adversary knows m,.. Then the difficulty of recovering unknown plaintext m; in
the McEliece PKC with parameters (n, k) is equivalent to that of recovering the
full plaintext in the McEliece PKC with parameters (n, k;) since

c=mG &z
c= mle ®m,G. &z
cdm, G =mG,®z
d=mG|® z, (8)

where G and G, are the upper k; rows and the remaining lower k, rows in G,
respectively.

If k; is fixed to a small value, the computational cost of recovering the un-
known k; bits from ¢, m, and G’ is a polynomial of n since even if non-critical
attacks are used, it is asymptotically bounded by k}C(n, k;)/C(n — t, k;) where
k; is a small constant.

Related-Message Attack. This attack uses the knowledge on the relationship
between the target plaintexts [3].

Suppose two messages m; and mqy are encrypted to ¢; and ca, respectively,
where ¢c; = m1G' @ 21, ca = maG' @ 2o, and 21 # 2z9. If an adversary knows their
linear relation between the plaintexts, e.g. dm = mi @ mso. Then the adversary
can efficiently apply the GISD attack to either ¢; or ¢y by choosing k& coordinates
whose values are 0 in (6mG’ @ ¢; @ cz). Since 21 @ z2 = 0mG’ @ ¢1 @ ¢ and the
Hamming weight ¢ of the error vector z is far smaller than n/2. Therefore a
coordinate being 0 in (dmG’ @ ¢; @ c2) should also be 0 in both z; and 2 with
the high probability of

When the same message is encrypted twice (or more) using different error
vectors z; and zo, the value z1 @ z5 is simply given by ¢; @cs. This case is referred
to as the message-resend attack [3].

Reaction Attack. This attack might be categorized as a chosen-ciphertext at-
tack (CCA), but uses a weaker assumption [12] than the CCA: the adversary
observes only the reaction of the receiver who has the private-key, but does not
need to receive its decrypted plaintext. (Similar attack is independently pro-
posed in [28]. In this attack, an adversary receives the corresponding plaintexts.
Therefore this attack is categorized as a CCA.)

The idea of this attack is the following. The adversary flips one or a few bits
of the target ciphertext c. Let ¢/ denote the flipped ciphertext. The adversary
transmits ¢’ to the proper receiver and observes his/her reaction. The receiver’s
reactions can be divided into the following two:
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Reaction A: Return a repeat request to the adversary due to uncorrectable
error or due to the meaningless plaintext.

Reaction B: Return an acknowledgment or do nothing since the proper plain-
text m is decrypted.

If the total weight of the error vector does not exceed t after the flipping, the reac-
tion B is observed. Otherwise the reaction A is observed. Therefore by repeating
the above observations polynomial times of n, the adversary can determine the
error vector. Once the error vector is determined, the corresponding plaintext is
easily decrypted using the GISD attack.

Malleability Attack. This attack allows an adversary to alter any part of the
corresponding plaintext of any given ciphertext ¢ without knowing the plaintext
m, i.e. the adversary can generate a new ciphertext ¢’ whose plaintext is m’ =
m @ dm from any given ciphertext ¢ without knowing m [T328].

This attack is described as follows. Let G'[i] denote the i-th row of the public
matrix G’ and I = {i1, s, - -} denote a set of coordinates i; whose value is 1 in
dm. The ciphertext ¢’ is calculated by

d = C@G’[i] =(maeim)G & z=m'G' & 2. (9)
iel

This attack tells us that the McEliece PKC does not satisfy non-malleability[6]
even against passive attacks, such as chosen-plaintext attacks. And then under
chosen-ciphertext scenario where an adversary can ask an decryption oracle to
decrypt a polynomial number of ciphertexts (excluding the challenge ciphertext
¢), the adversary can decrypt any given ciphertext ¢ by the following way. First
the adversary asks the oracle to decrypt ¢’, then the oracle returns m’ = m®dm.
Thus he/she can recover the target plaintext of ¢ by m = m’ & dm.

4 Conversions for McEliece PKC

As mentioned in Section[3], without any decryption oracles and any partial knowl-
edge on the corresponding plaintext of the challenge ciphertext, no polynomial-
time algorithm is known for inverting the McEliece PKC (whose parameters are
carefully chosen). Under the assumption that this inverting problem is hard, this
problem can be converted into the hard problem of breaking the indistinguisha-
bility of encryption against critical attacks (or more generally against adaptive
chosen-ciphertext attacks) by introducing appropriate conversions in the random
oracle mode. In this section, we discuss which conversions are appropriate for
the McEliece PKC and which are not.

4.1 Notations

We use the following notations in this paper:
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C(n,t) : The number of combinations taking ¢ out of n elements.

Prep(m) : Preprocessing to a message m, such as data-compression, data-
padding and so on. Its inverse is represented as Prep=1().

Hash(xz) : One-way hash function of an arbitrary length binary string « to a
fixed length binary string. When the output domain is Z where
N = C(n,t), we use Hash(x) instead of Hash(z).

Conv(z) :Bijective function which converts an integer z € Zxn where
N = (C(n,t) into the corresponding error vector z. Its inverse
is represented as Conv™1().

Gen(x) : Generator of a cryptographically secure pseudo random sequences
of arbitrary length from a fixed length seed x.

Len(z)  :Bit-length of .

M sb,, (x2) : The left z1 bits of zs.

Lsb,, (x2) : The right 1 bits of z5.

Const : Predetermined constant used in public.

Rand : Random source which generates a truly random (or computation-
ally indistinguishable pseudo random) sequence.

EMekEliece(g 2) : Encryption of o using the original McEliece PKC with an error

vector z.
DMeBliece(y) : Decryption of o using the original McEliece PKC.

4.2 Insufficient Conversions for McEliece PKC

OAEP Conversion. In [2], Bellar and Rogaway proposed a generic conver-
sion called OAEP (Optimal Asymmetric Encryption Padding) which converts a
OWTP (One-Way Trapdoor Permutation), such as RSA primitive, into a PKC
which is indistinguishable against adaptive chosen-ciphertext attacks (CCA2).
The McEliece PKC with this OAEP conversion is given in Fig.ﬂﬂ Unfortunately,
this conversion does not work correctly since the reaction attack is still appli-
cable. This does not mean the OAEP conversion has a fault, but the McEliece
primitive is not a permutation.

Fujisaki-Okamoto’s Simple Conversion. In [8], Fujisaki and Okamoto pro-
posed a generic and simple conversion from a PKC which is indistinguishable
against CPA (Chosen-Plaintext Attacks) into a PKC which is indistinguish-
able against CCA2. The McEliece PKC with this conversion is given in Fig[2.4
Unfortunately, this conversion does not work correctly since the known-partial-
plaintext attack efficiently works unless Len(r) is close to k.

This does not mean Fujisaki-Okamoto’s simple conversion has a fault, but
the original McEliece PKC is distinguishable even against CPA. Any passive
adversary (who do not use decryption oracle) can guess which message of mg
and m; corresponding plaintext of the given ciphertext ¢ of the original McEliece
PKC by seeing whether the Hamming weight of m,G’ @ ¢ is ¢t or not, where
be{0,1}.

1 Due to the limitation of pages, we omit the corresponding decryption process.
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Encryption of m:

r,zZ := Rand

M = Prep(m) Encryption of m:
y1 := (m||Const) & Gen(r) r := Rand
Y2 := 1 ® Hash(y1) m := Prep(m)
z = Conv(Z) z := Conv(Hash.(m||r))
- 51\/IcEliece((y1Hy2)’Z) o= EJVIcEliECE((m||r)7Z)
return c return c
Fig. 1. OAEP conversion + McEliece Fig. 2. Fujisaki-Okamoto’s simple
PKC conversion + McEliece PKC
Encryption of m: Encryption of m:
r,r’ := Rand r := Rand
m := Prep(m) m := Prep(m)
z := Conv(Hash.(m||r)) z := Conv(Hash.(m||r))
yp = EMeBliece (11 ) yp 1= EMeBliece (1, oy
yo := Gen(r") @ (m||r) y2 := Gen(r) @ m
c = ylly2 c:=yilly2
return c return c
Fig. 3. Pointcheval’s generic conver- Fig.4. Fuyjisaki-Okamoto’s generic
sion conversion

4.3 Generic Conversions Being Applicable to McEliece PKC

Pointcheval’s Generic Conversion. In [24], Pointcheval proposed a generic
conversion from a PTOWF (Partially Trapdoor One-Way Function) to a PKC
which is indistinguishable against CCA2.

The definition for f(z,y) to be PTOWF is the following;:

— For any polynomial-time adversary and for any given z = f(z,y), it is com-
putationally infeasible to get back the partial preimage x,
— With some extra secret information, it is easy to get back the x.

Not only ElGamal[7], Okamoto-Uchiyama[22], Naccache-Stern[20] and Paillier[23]
primitives, but also McEliece primitive can be categorized in PTOWF. Therefore
Pointcheval’s generic conversion is also applicable to the McEliece PKC with the
same proof in [24]. The McEliece PKC with this conversion is given in Fig[3l4

Fujisaki-Okamoto’s Generic Conversion. In [9], Fujisaki and Okamoto pro-
posed a generic conversion from OWE (One-Way Encryption), which includes
both OWTP and PTOWF, into a PKC being indistinguishable against ACC2.
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Encryption of m: Decryption of c:

r — Rand g1 = DMePlece (Ao ()
m := Prep(m) 2 := Msbn(c) ® G’
z := Hash(r||m) z:= Conv™ ' (2)

(y1]ly2) = Gen(2) & (r[|m) (r|lm) := Gen(2) @ (11y2)
z = Conv(Z) If z=Hash(r||m)
c:= SMCElieCE(yly 2)||y2 return Prepil(m)

return ¢ Otherwise  reject ¢

Fig. 5. Conversion « : Len(y1) = k and Len(y2) = Len(r||m) — k. If Len(r||m) = k,
remove Y.

Needless to say, McEliece primitive can be categorized in the OWE, and there-
fore their generic conversion is applicable to the McEliece PKC with the same
proof in [9]. The McEliece PKC with this conversionf] is given in Fig[l*

4.4 Our Specific Conversions

While one can design semantically-secure McEliece PKCs by simply employing
the above generic conversions, they are not necessarily suited for the McEliece
PKC. Since the block size of the McEliece PKC is larger than the well-known
PKCs, such as RSA, elliptic curve cryptosystems and so on, the redundancy
of data (which is defined by the difference between the bit length of a plain-
text and its corresponding ciphertext) becomes large. For example, for (n, k) =
(4096, 2560), the generic conversions require more than or equal to 4096 bits for
the overhead data. On the other hand, our conversions described in Fig. [l ~
[7] require less overhead data than the generic ones. For example, for the same
settings and Len(r) = 160 and Len(Const) = 160, our conversion 7 requires
only 1040 bits. (This might still be large but interestingly this value is smaller
than the original McEliece PKC.) The comparison results are summarized in
Table [

The point of the conversion v is that not only a plaintext but also an error
vector is taken from a part of y1 (or (ya||y1)). This reduces the data overhead even
than the original McEliece PKC when Len(r) + Len(Const) < [log, C(n,t)].
The study to reduce the overhead data (and simultaneously to improve the
security against related-message attacks) has been performed in [27]. While his
conversions do not provide provable security against CCA2 (since either known-
partial-plaintext attacks or reaction attacks are applicable at least), his approach
to reduce the overhead data should be appreciated.

Indistinguishability of Our Conversions. It is intuitively clear that our
conversions resist all the critical attacks in Section B.2] since it is hard for ad-

5 They originally proposed to use symmetric encryption (instead of Gen(r)). The
conversion described here is a variant mentioned in [9].
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Encryption of m: Decryption of c:
r:= Rand Ya := Msbren(c)y—n(C)
im = Prep(m) ys i= DMePliece ([op (o))
y1 = Gen(r) &@m 2 := Lsby(c) ® y3G’
y2 i= 1 @ Hash(y.) (92lly1) == (yallys)
(yallys) = (y2lly1) r:=y2 ® Hash(y1)
z := Conv(Hash(r)) m = Gen(r) & 1
= yal|EM P (ys, 2) It Conv™ " (z)=Hash.(r)
return = ¢ return Prep™ ' (m)
Otherwise  reject ¢

Fig. 6. Conversion 3 : Len(ys) = k and Len(ys) = Len(r||m) — k If Len(r||/m) =
remove ya.

&

Encryption of m: Decryption of c:
r := Rand Y5 1= Mbren(c)—n(C)
i := Prep(m) ys i= DMEBliece ([op (o))
y1 := Gen(r) & (m||Const) 2 := y3G’ @ Lsb,(c)
y2 := 1 @ Hash(y1) z := Conv™ ' (2)
(yslyallys) == (y2lly1) Y1 := Lsb|1og, c(n,t)) (2)
z := Conv(ya) (wellyr) = (ysllyallys)
¢ = ys|[EM PN (yy, 2) r:=y2 @ Hash(y1)
return ¢ (m||Const’) := y1 ® Gen(r)
If Const'=Const
return Prep ' (i)
Otherwise  reject ¢

Fig. 7. Conversion v : Len(ys) = k, Len(ys) = |log, C(n,t)], Len(ys) = Len(m) +
Len(Const) + Len(r) — Len(ya) — k. If Len(m) + Len(Const) + Len(r) = Len(ys) + k,

remove ys.

versaries to abuse decryption oracles because of the difficulty of generating an
appropriate ciphertext without knowing its plaintext, and to guess the input to
the original McEliece PKC in our conversions even if they know the plaintext to
our conversions.

More formally, the following theorem is true for our conversions in the random
oracle model (where Gen, Hash and Hash, are assumed to be ideal).

Theorem 1 To break the indistinguishability of encryption of our specific con-
versions in an adaptive-chosen-ciphertext scenario is polynomial equivalent to
decrypt the whole plaintext of an arbitrarily given ciphertext of the original
McEliece PKC without any help of decryption oracles and any knowledge on
the target plaintext.
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Table 1. Comparison between Data Redundancy and Conversions

Complexity™? ‘ > 2563 ‘ > 10T9 ‘ S 1862
Data Redundancy*' = Ciphertext Size - Plaintext Size
Conversion Conversion (n, k) (1024, 644)[(2048,1289)| (4096, 2560)
Scheme Type t 38 69 128
Pointcheval’s Generic n+ Len(r) 1184 2208 4256
2]
Fujisaki Generic n 1024 2048 4096
-Okamoto’s [9]
Our proposal Specific |n — k + Len(r) 540 919 1696
« and (3
Our proposal Specific |n — k + Len(r) 470 648 1040
~ +Len(Const)
—[log, C(n, 1)]
Original None n-k 380 759 1536
McEliece
*1: The numerical results are obtained under the setting that Len(r) = 160 and

Len(Const) = 160.

*2: The asymptotic lower bound of the expected number of iterations to invert an arbi-
trary ciphertext of the original McEliece PKC using the finding-low-weight-codeword
attack. The exact complexity is estimated in [4].

Note that, as mentioned in Section [3] it is still infeasible to decrypt the whole
plaintext of an arbitrarily given ciphertext of the original McEliece PKC with
appropriate parameters (without any help of decryption oracles and any knowl-
edge on the target plaintext).

This theorem can be proven, in the random oracle model, by showing how
to construct an algorithm which decrypts an arbitrary ciphertext of the original
McEliece PKC using an algorithm which distinguishes a ciphertext of our con-
verted versions in the adaptive-chosen-ciphertext scenario. (It is obvious that an
algorithm, which can decrypt the original McEliece PKC, can also distinguish a
ciphertext of our converted versions.) Details are described in Appendix [Al

5 Conclusion

We carefully reviewed the currently known attacks to the McEliece PKC, and
then confirmed that, without any decryption oracles and any partial knowledge
on the corresponding plaintext of the challenge ciphertext, no polynomial-time
algorithm is known for inverting the McEliece PKC whose parameters are care-
fully chosen. Under the assumption that this inverting problem is hard, we in-
vestigated, in the random oracle mode, how to convert this hard problem into
the hard problem of breaking the indistinguishability of encryption with CCA2.
While some of the generic conversions are applicable to the McEliece PKC, they
have a disadvantage in data redundancy. A large amount of redundant data is
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needed for the generic conversions since the block size of the McEliece PKC is
relatively large. Our specific conversions can achieve the reduction of the re-
dundant data down to 1/3 ~ 1/4 compared with the generic conversions for
practical parameters. This means about 3K bits can be saved for n = 4096, with
providing semantic security against CCA2.
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A  Proof of Theorem 1

A.1 Indistinguishability of Encryption

Recall a security notion called indistinguishability of encryption [11]. In this
notion, an adversary A selects two distinct plaintexts mg and m; of the same
length in the find stage, and then, in the guess stage, A is given ¢ which is the
encryption of my, where b is either 0 or 1 with the probability of 1/2. Then A
tries to guess b. The advantage of A is defined by 2Pr(Win) — 1 where Pr(Win)
denotes the expected probability of A guessing b correctly. If A has a decryption
oracle D (which decrypts any other ciphertexts than the target ciphertext c),
it is called that this experiment is in the adaptive-chosen-ciphertext scenario.
Otherwise, if A does not have it, it is called that this experiment is in the
adaptive-chosen-plaintext scenario.
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A.2 Random Oracle

A random oracle is an ideal hash or an ideal generator which returns truly
random numbers distributed uniformly over the output region for a new query,
but it returns the same value for the same query. On such random oracles, the
following lemma is true.

Lemma 1 Suppose that f is a random oracle. Then it is impossible to get any
significant information on f(x) without asking x to the oracle, even if one knows
all the other outputs of f except one corresponding to x.

It is obvious that Lemma [Mlis true since the output value of f is truly random.

A.3 Adaptive-Chosen-Ciphertext Security

The proof of Theorem [ for the conversion « is given by showing Lemma [ is
true. Before we show it, we prove Lemma [2 first.

Lemma 2 (Adaptive-Chosen-Plaintext Security) Suppose that there ex-
ists, for any Hash, and any Gen, an algorithm A which accepts mgy, my and ¢
of conversion « where c is the ciphertext of my and b € {0,1}, asks at most qa
queries to Gen, asks at most qg queries to Hash,, runs in at most t steps and
guesses b with advantage of €. Then one can design an algorithm B which accepts
a ciphertext ¢ of the original McEliece PKC, runs in t' steps and decrypts it with
probability € where

’ q0
€ 2€e— 9Len(r)+1’

t/ =t+ POly(”?QGu QH)
and Poly(n, qa, qu) denotes a polynomial of n, qc and qp.

Proof.

The algorithm B can be constructed as follows. First the algorithm B simu-
lates both Gen and Hash, referred by the algorithm A. From the assumption
of A in Lemma[2 A must be able to distinguish b with the advantage of € for
any Gen and any Hash, as long as the algorithm B simulates them correctly.
Then, B chooses b, r and ys at random, and then defines both Hash, and Gen
so that the ciphertext of (r||ms) should be (&||y2) where ¢ is a ciphertext of the
original McEliece PKC which B wants to decrypt. That is,

Gen(2) < (r|lms) @ (11[y2) (10)

Hash,(r||mp) ef Conv™'(2) = 2. (11)

For the other queries than z to Gen and (r||ms) to Hash,, they return random
values, respectively. Even for these Gen and Hash,, A must be able to distin-
guish b with the advantage of € from the assumption in Lemma [ as long as B
simulates them Correctlyﬁ

5 If A distinguishes b only for certain combinations of Hash. and Gen, then the fault
must be in either Gen or Hash. or in both used in the combinations, and therefore
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Then, can B simulate them correctly for any queries? The answer is no since B
does not know z, and therefore B cannot simulate Hash, correctly when (r||my)
is asked to Hash.. We define the following two events AskG and AskH.

Definition 1 Let AskG denote the event that Z is asked to Gen among the qa
queries to Gen and this query is performed before (r||my) is asked to Hash,. Let
AskH denote the event that (r||my) is asked to Hash, among the qp queries to
Hash, and this query is performed before Z is asked to Gen.

Since Pr(AskG A AskH) = 0 in this definition, the following holds
Pr(AskG v AskH) = Pr(AskG) + Pr(AskH). (12)

Next, we estimate the upper-limit of Pr(Win), the probability of A guessing
b correctly. From Lemma [ without asking either z to Gen or asking (r||my) to
hash,, one cannot get any information on the connectivity between (z,y1||y2)
and (r||my), and therefore cannot guess b with a significant probability after the
event (mAskGA—AskH). After the other event, i.e. after the event (AskGVAskH),
A might guess b with more significant probability. By assuming this probability
to be 1, the upper-limit of Pr(Win) is obtained as follows:

(1 — Pr(AskG Vv AskH))
2

Pr(Win) < Pr(AskG Vv AskH) +

_ Pr(AskG v AskH) + 1
— 2 .

(13)

From the definition of advantage, i.e. Pr(Win) = (e + 1)/2, the following rela-
tionship holds

Pr(AskG Vv AskH) > e. (14)

Since both r and b are chosen at random by B, A cannot know them without
asking z to Gen or asking (r||mys) to Hash,. Thus the probability of one query
to Hash, accidentally being (r||m;) is 1/2X¢*("+1 and then that of at most ¢z
queries is given by

1 " qu
PT(ASkH) S 1-— <1 — 2Len(r)+1> S W. (15)

The algorithm B can simulate both Gen and Hash, correctly unless the
event AskH happens. And then, after the event AskG, B can recover the whole
plaintext of the target ciphertext ¢ of the original McEliece PKC using z asked
to B. Thus, after the event (AskG A —AskH), B can recover it. The lower-limit
of this probability is given by

this fault can be easily removed just avoiding using the combinations. Otherwise,
i.e. if A distinguishes b for any combinations of Hash, and Gen, the fault must be
in the conversion structure.
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Pr(AskG A —AskH) = Pr(AskG)

= Pr(AskG Vv AskH) — Pr(AskH)

> ¢ qH

2 €~ STen(Fl (16)

from (I2), (I4) and (IH).

The number of steps of B is at most ¢t + (Tpec + T¢) - ga + Th - gu where
Tpec is the number of steps for decrypting the original McEliece PKC using a
new query to Gen as z, T is both for checking whether a query to Gen is new
or not and for returning the corresponding value, and Ty is both for checking
whether a query to Hash, is new or not and for returning the corresponding
value. Since these parameters, Tpe., T and Ty can be written in a polynomial
of n, g and qg, the total number of steps of B is also written in a a polynomial
of them.

O

Lemma 3 (Adaptive-Chosen-Ciphertext Security) Suppose that there ex-
ists, for any Hash, and Gen, an algorithm A which accepts mg, m1 and ¢ of
conversion « where ¢ is the ciphertext of my and b € {0,1}, asks at most qa
queries to Gen, asks at most qg queries to Hash,, asks at most qp queries to a
decryption oracle D, runs in at most t steps and guesses b with advantage of €.
Then one can design an algorithm B which accepts a ciphertext ¢ of the original
McEliece PKC, runs in t' steps and decrypts it with probability ¢’ where

4H )
9Len(r)+1 C(’I’L, t) ’

t' =t + Poly(n,qc,qu,9D)

!
€ >e—

and Poly(n,qa, qm,qp) denotes a polynomial of n, qc, qu and ¢p.

Proof.

The algorithm B can be constructed as follows. First, the algorithm B simu-
lates random oracles Gen, Hash, and the decryption oracle D referred by A. As
long as B simulates them correctly, A must be able to distinguish the given ci-
phertext with advantage of e. How to simulate both Gen and Hash, is the same
as in the proof of Lemma [2l The decryption oracle D can be simulated using
the following plaintext-extractor [2]. The plaintext-extractor accepts a cipher-
text, e.g. (€'||y5) where & denotes a ciphertext of the original McEliece PKC,
and then outputs either the corresponding plaintext of (¢'||y4), or reject it as an
inappropriate ciphertext.

Let g; and G; denote the i-th pair of query and its answer for Gen. And then
let h; and H; denote the j-th pair of query and its answer for Hash,. From
the queries and the answers obtained while simulating Gen and Hash,, the
plaintext-extractor finds a pair of (g;, G;) and (h;, H;) satisfying Conv(g;) = 2/,
Conv(H;) = 2" and G; & (yi||lys) = h; where y| and 2z’ denote the plaintext
and the error vector of ¢, respectively. If found, B outputs Lsbpep(m)(hi) as
the plaintext of (¢'||y}) where Len(m') = Len(¢') + Len(y5) — n + k — Len(r').
Otherwise B rejects it as an inappropriate ciphertext.
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The plaintext-extractor can simulate D unless A asks an appropriate ci-
phertext to D without asking both 2’ and G; ® (v}||y3) to Gen and Hash,,
respectively. In this case, the plaintext-extractor rejects the appropriate cipher-
text, and therefore does not simulate D correctly. However it is a small chance
that A could generate an appropriate ciphertext without asking them. Since the
definition of appropriate is to satisfy

Hash.(Gen(2') @ (y1ly3)) = 7/, (17)

and it is impossible for A to know whether (I7) is true or not without asking 2’
to Gen and asking Gen(z') @ (y}||vs) to Hash,, respectively, from Lemma [Il

We define AskD as the following event that at least one query out of at
most ¢p queries to D accidentally becomes an appropriate ciphertext before the
queries used in (7)) are asked. Since the probability of one query to D being
accidentally an appropriate ciphertext is 1/C/(n, t), the upper-limit of Pr(AskD)
is given by

Pr(AskD) <1 — (1 - 1)QD < I (18)
- C(n,t) — C(n,t)

Unless either AskD or AskH happens, B can correctly simulate the oracles
referred by A. In addition, when AskG happens, B can recover the whole plain-
text of ¢, the ciphertext of the original McEliece PKC. The lower-limit of this
probability Pr(AskG A —=AskD A —=AskH) is given by

Pr(AskG A —AskH A —AskD)
= Pr(AskG A —AskH) — Pr(AskG A —AskH A AskD)

> Pr(AskG A -AskH) — Pr(AskD)
4H 4dp
Z€- 2Len(r)+1 - C(’I’L, t) : (19)

The number of steps of B is at most t + (Tpec +T¢) *9¢ + T - qu +Tb - qp
where Tpee, T and Ty are the same as the parameters in the proof of Lemma
Bl The number of steps T is for the knowledge-extractor to verify whether (7))
holds and then to return the result. Since these parameters, Tpec., T, Ty and
Tp can be written in a polynomial of n, g, ¢y and gp, the total number of
steps of B is also written in a polynomial of them.

O

Using the similar discussion to the conversion «, the lower limit of €’s for
conversions 3 and y are given by

(9¢ + qu. +ap)

E/ZG—W (20)

and

I 96 4D
€ =€ 9Len(r) 9Len(Const)’

(21)

respectively.
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Abstract. Indistinguishability against adaptive chosen ciphertext at-
tack (IND-CCA2) is the strongest notion for security of public key
schemes. In this paper, we present the first IND-CCA2 schemes whose
securities are equivalent to factoring n = pq under the random oracle
model, where p and ¢ are prime numbers. Our first scheme works for
long messages and our second scheme is more efficient for short mes-
sages.

1 Introduction

Indistinguishability against adaptive chosen ciphertext attack (IND-CCAZ2) is
the strongest notion of security for public key schemes. Bellare and Rogaway
showed that a trapdoor one-way permutation f can be converted into a IND-
CCA2 public key scheme in the random oracle model [I]. They further presented
another IND-CCA2 scheme [2], called OAEP, which is more efficient than their
first scheme for short messages.

RSA is believed to be a trapdoor one-way permutation. However, it is not
known that inverting RSA is equivalent to factoring n = pq, where p and ¢ are
prime numbers.

On the other hand, Okamoto and Uchiyama showed a probabilistic public
key scheme such that inverting the encryption function is equivalent to factoring
a special modulus n = p?q [3]. Fujisaki, Okamoto and then Pointcheval showed
some conversions of Okamoto and Uchiyama scheme into IND-CCA2 public key
schemes in the random oracle model [4J5l6]. Paillier presented a trapdoor one-
way permutation by modifying Okamoto and Uchiyama scheme [7].

Paillier presented a probabilistic public key scheme which is IND-CPA under
the composite residuosity assumption [8] Sec.4], where IND-CPA stands for in-
distinguishability against chosen plaintext attack. Paillier also showed a variant
of his scheme which is a trapdoor one-way permutation if and only if inverting
RSA is hard [8] Sec.5]. Paillier and Pointcheval gave a conversion of Paillier’s
scheme [8, Sec.4] into a IND-CCA2 public key scheme in the random oracle
model [9].

However, no IND-CCA2 scheme is known whose security is equivalent to
factoring n = pq. In this paper, we present the first IND-CCA2 schemes whose

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 36-[&7 2001.
© Springer-Verlag Berlin Heidelberg 2001
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securities are equivalent to factoring n = pq in the random oracle model by
using Kurosawa et al’s public key cryptosystem. Our first scheme works for long
messages. Our second scheme is more efficient for short messages.

Rabin’s public key cryptosystem [10] is as hard as factorization. However, it
is not uniquely deciphered because four different plaintexts produce the same
cipher. Williams showed that this disadvantage can be overcome if the secret
two prime numbers, p and ¢, satisfy p = 3 mod 8,¢ = 7 mod 8 [11]. Kurosawa
et al. [12] showed a public key cryptosystem such that (i) inverting is equivalent
to factoring n = pg, (ii) the decryption is unique and (iii) p and ¢ are arbitrary
prime numbers.

Related works: Cramer and Shoup showed an IND-CCA2 scheme in the standard
model under the decision Diffie-Hellman problem [13]

2 Preliminaries

Let k be a security parameter. Let n(k) denote the length of a plaintext, where
n(k) is bounded by some polynomial on k.

2.1 Definitions

Definition 1. A public key encryption scheme with a plaintext length function
n(-) is a triple of algorithms, I = (G,&,D), where

— G, the key generation algorithm, is a probabilistic algorithm that takes a
security parameter k and returns pair of (pk,sk) of matching public and
secret keys,

— &, the encryption algorithm, is a probabilistic algorithm that takes a public
key pk and a message x € {0,1}™ to produce a ciphertext y,

— D, the decryption algorithm, is a deterministic algorithm that takes a secret
key sk and a ciphertext y to produce a message x € {0,1}™ or a special
symbol L to indicate that the ciphertext was invalid.

Our goal is to construct an encryption scheme which is indistinguishable
secure (or semantically secure). We consider an adversary A = (Ap, A2) who
runs in two stages. In the find-stage A; is given an encryption algorithm £ and
outputs a pair (zg, z1) of messages. It also outputs some string str, for example,
its history and its inputs. In the guess-stage A, is given the outputs of Aj,
(zo,21) and str, and also y which is a ciphertext of a message x;, for random bit
b. A guesses a bit b’ from zg, z1 and ¥, and outputs a guessing bit b’.

A simple A; who always outputs 0 (or 1) can succeed guessing b with prob-
ability 1/2. This shows that the minimal probability with which any As can
outputs correct bit is 1/2. We measure how well A is doing by the difference
between 1/2 and the probability in which As can guess b correctly. Formally, we
define the advantage of A as follows.

Adva 1(k) 2 | Pr(pk, sk) < G(1%); (w0, 21, str) Ay (pk); b« {0,1};
y < Ep(wp); Az (0, 21, str,y) = b — 1/2]
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We consider two attack models, adaptive plaintext attack and adaptive ci-
phertext attack, in which an adversary can repeatedly use encryption and de-
cryption oracle, respectively.

Definition 2 (IND-CPA). Let II = (G,£,D) be an encryption scheme and
let A= (A1, Ag) be an adversary who can use the encryption oracle. If

Adva (k) > e(k)

and A runs at most t(k) steps, we say that A (t,€)-breaks II(1%) in the sense of
IND-CPA.

If Adva, (k) is negligible for any adversary A, we say that II is secure in
the sense of IND-CPA.

Definition 3 (IND-CCAZ2). Let II = (G,&,D) be an encryption scheme and
let A= (A1, As) be an adversary who can use the decryption oracle. If

Adva (k) > e(k)

and A runs at most t(k) steps with at most qp queries to decryption oracle, we
say that A (t,e,qp)-breaks II(1%) in the sense of IND-CCA2. If Adva (k) is
negligible for any adversary A, we say that II is secure in the sense of IND-
CCA2.

Some literatures use an other notion IND-CCA1 in which an adversary A =
(A, A) can use the decryption oracle only in its find-stage: A;. Since the secrecy

in the sense of IND-CCAZ2 is stronger than that of IND-CCA1 (and IND-CPA)
[14], we focus on the security in the sense of IND-CCA2.

2.2 Kurosawa et al’s Public Key Cryptosystem [12]

Kurosawa et al. [12] showed a public key cryptosystem such that (i) inverting is
equivalent to factoring n = pq, (ii) the decryption is unique and (iii) p and ¢ are
arbitrary prime numbers. Their scheme is described as follows.

Key generation algorithm G: Choose two large primes p and ¢ whose
lengths are both k/2 bits. The secret key is a pair of p and gq.
The public key is pk = (N, ¢) such that

N = pq and <C) = <C) = -1,
p p

where (5> denotes Legendre symbol.
Encryption algorithm &£: For a message € Z3;, let

Yor(x) = 4+ ¢/x mod N
otz =1
Upi(z) = { 1 otherwise

_JOo ifz<c/x
Vor () = { 1 otherwise,
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where (%) denotes Jacobi symbol. Then the ciphertext is
Yor (2)[|Upk (@) |[Vpr (),

where || denotes concatenation.
Decryption algorithm D: Suppose that a receiver is given a ciphertext y||u||v.
He first solves the following equations by using p and q.

2> —yr+c=0 (mod p),
2> —yr+c=0 (mod q).

He then obtains four solutions x1,z2,z3 and x4 since Yy,(x) is a four-to-
one function. Among the four roots, just one z; satisfies v = Up(x;) and
v = Vpr(x;). The receiver finally decides that such z; is the message the
sender sent.

3 Proposed Scheme for Long Messages

In this section, we present our first IND-CCA2 scheme whose security is equiva-
lent to factoring n = pq in the random oracle model, where p and ¢ are arbitrary
prime numbers. It works for long messages. We combine Kurosawa et al’s scheme
with Bellare and Rogaway’s scheme of [1]. Note that the conversion of [I] requires
a one-way permutation f while Y,;(z) of Sec. is a four-to-one function.

Remember that k is a security parameter and n(k) denotes the length of a
plaintext. Let ko(k) be an integer valued function bounded by some polynomial
on k. Let G be a mapping from k bit strings to n bit strings and let H be a
mapping from n + k bit strings to kg bit strings. They are treated as random
oracles.

Then our scheme is described as follows.

Key generation algorithm G: Choose two large primes p and ¢ whose lengths
are both k/2 bits. The secret key is a pair of p and g.
The public key is pk = (N, ¢) such that

N = pq and (C) = <C) =—1,
p p

Encryption algorithm £: Suppose that the input is a message x which is a
n bit string. First, £ chooses a random number r € Z3, such that Up(r) =0
and Vi (r) = 0, where

0 if (%) =1
1 otherwise

Upk(r) Z{

0 ifr<c/r
1 otherwise.

Viul) = {

Let

Yor(r) =7+ ¢/r mod N.
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The output which is the ciphertext of x is given as
x @ G(r)|[Ypr (r)| [ H (]|7).

Decryption algorithm D: Suppose that an input is z||y||s. D first solves the
following equations by using p and q.

2 —yr4+c=0 (mod p),
r? —yr+c=0 (mod q).

If there is no root, then it outputs L, which means that the input ciphertext
is illegal. Otherwise, it obtains four solutions r1, 72,73 and ry since Yy, (r) is
a four-to-one function. Among the four roots, just one r; satisfies Upy(r;) =0
and Vi (r;) = 0. let us denote such r; by r without subscription. It computes

x=z®G(r;).
If H(z||r;) = s then it outputs = as the plaintext. Otherwise, outputs L.

See Figlll

Fig. 1. Proposed scheme for long messages

Theorem 1. Suppose that there exists an adversary A which (t(A),e(A),qD)—
breaks our first scheme in the sense of IND-CCA2 with at most qa queries to
G and at most qg queries to H. Then there exists M which runs at most t(M)
steps and can factor N = pq with probability ™), where

tM) =+ 1 (g6 + g + qp) (Ty (k) + A(n + k) + Tru (k)
) = (1 — gp2-u) 2

where Ty (k) denotes the time complezity of Ypi(x) and Tgy(k) denotes that of
ged(z, y).

The proof of Theorem 1 will be given in the final version.



IND-CCA Public Key Schemes Equivalent to Factoring n = pq 41

4 Proposed Scheme for Short Messages

In this section, we present our second IND-CCA2 scheme whose security is equiv-
alent to factoring n = pq in the random oracle model, where p and ¢ are arbitrary
prime numbers. It is more efficient than our first scheme for short messages. We
combine Kurosawa et al’s scheme with Bellare and Rogaway’s scheme of [2].
Note that [2] requires a one-way permutation f while Y, (z) of Sec. is four
to one.

4.1 Scheme

Remember k is a security parameter. Let ko(-) and k1(-) be positive integer
valued functions such that ko(k) + k1(k) < k for all & > 1. Let n(k) = k —
ko(k) — k1 (k) be the length of a plaintext.

Let G be a mapping from kg bit strings to n + k1 bit strings and let H be a
mapping from n + k1 bit strings to kg bit strings. They are treaded as random
oracles.

Then our scheme is described as follows.

Key generation algorithm: Choose two large primes p and ¢ whose lengths
are both k/2 bits. The secret key is a pair of p and q.
The public key is pk = (N, ¢) such that

N = pq and <C) = (C> = -1,
p p

Encryption algorithm: Suppose that input message is x € {0,1}". £ at first
chooses a random bit string r of length kg, computes

s=(z|[0")® G(r), t=r®H(s), w=sl|t

Let
[0 @) =1
Upk(w) = {1 otherwise
0 ifw < c/w
1 otherwise.

Vi (w) = {

If (Upk(w), Vpr(w)) = (0,0), it outputs y = Y,x(w) as the ciphertext of x.
Otherwise, it repeats choosing r untill w satisfies Upr(w) = Vpi(w) = 0.
Decryption algorithm: Suppose that the input ciphertext is y € {0,1}*. D

solves

(1)

If there is no solution it outputs L. Otherwise there are four solutions
w1, w2, ws and wy. Just one of them satisfies Upr(w) = Vpp(w) = 0. It finds
such w; and sets w; = s||t where s and ¢ are n and kg bits, respectively. It
computes z||z = s ® G(t ® H(s)) where z is n bit string and z is the rest. If
z is all zeros it outputs z, otherwise L.

w? —yw+c=0 (mod p)
w? —yw+c¢=0 (mod q).
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<
<

.

pk

AR

See Fig[2.

Theorem 2. Suppose that there exists an adversary A such that it (t(A), e(A))-
breaks our second scheme in the sense of IND-CPA with at most qg queries to
G and at most qi queries to H. Then there exists M which runs at most t(M)
steps and can factor N = pq with probability ¢ ™), where

tOD =+ + g g (Ty (k) + k) + Tpu (k)
6(]\/[) _ 6(A) (1 o QG27kO _ qHQ*(nJrlm))/Q — QGQ*k

for some constant X\ where Ty (k) denotes the time complexity of Ypi(x) and
Tru(k) denotes that of ged(x,y).

Theorem 3. Suppose that there exists an adversary B such that it (t(B), e(B), qp)-
breaks our second scheme in the sense of IND-CCA2 with at most qg queries
to G and at most qu queries to H. Then there exists A which (), ) -breaks
our second scheme in the sense of IND-CPA with at most qc queries to G and
at most qy queries to H, where

A =5 + gequap(Ty (k) + Ak)
e = B (1 —gp27F) — gp27F1 )2
for some constant .

The proof of Theorem 2] and [3] are given in the next subsections. From The-
orem Rland [3, we straightforward obtain the following corollary.

Corollary 1. If there exists an adversary B such that it (t(B),e(B),qD)—breaks
our public encryption scheme in the sense of IND-CCAZ2 with at most qg queries
to G and at most qp queries to H, then there exists M which runs at most t™)
steps and can factor N = pq with probability e ™), where

(M) — (B) + QGQH(QD + 1)(Ty(k‘) + k) + TEu(k)
€M) = dB)(1 — qp27R) (1 - gg2 70 — g2~ (") /2
—qp27M (1 — gg27% — g2~ " TR)) /4 — gg2F



IND-CCA Public Key Schemes Equivalent to Factoring n = pq 43

4.2 Proof of Theorem [2]

First, we construct M which factors its input N efficiently using A = (43, A2).
This is done by finding a random m’ with (m’/N) = —1 and then using the
attacker to extract a preimage m of y = f(m') inequivalent to m’ by using the
Bellare/Rogaway inversion algorithm. Since the latter does not use the permu-
tation property, our method works.

Firstly, M randomly chooses ¢ from Z3 which satisfies (§) = 1 and sets
pk = (N,c). M chooses randomly 1 from Z3, which satisfies Upi () = 1 and
V() = 0 and computes § = Yy, (r2). Then it runs A; (pk). After this, 4; will
make G-queries and/or H-queries. To answer them M prepares two empty lists,

G-list and H-list, and performs the following.

G-query for g: If G-list includes an entry (g, G(g)), return G(g). Otherwise,
for all entry (h, H(h)) in H-list compute

m = hll(g & H(h)). (2)
If there exists h such that
y= ka-(m), Upk(m) = Vpk(m) =0, (3)

then obtain p,q from ged(N,m — ). Choose G(g) which is a random bits
string with length n+k;, add an entry (g, G(g)) into G-list, and return G(g).

H-query for h: If there is an entry (h, H(h)) in H-list, return H (h). Otherwise,
choose H(h) which is a random bits string with length ky and add an entry
(h, H(h)) into H-list. For all entry (g,G(g)) in G-list computes Eq.([@). If
there exists g which satisfies Eq.(B)), then obtain p,q from ged(N,m — m).
Finally, return H(h).

Then A; will outputs (zo, z1, str).
Next, M chooses a random bit b, and runs As(zg,x1, str,§). If Ay makes
G-queries and H-queries, M answers in the following ways.

G-query for g: If there exists an entry (g, G(g)) in G-list, return G(g). Oth-
erwise, compute Eq.[@) for all entry (h, H(h)) in H-list. If there exists h
which satisfies Eq.@), then obtain p,q from ged(N,m — ) and return
G(g) = (23]|0%*) @ h. Otherwise, choose G(g) which is a random bits string
with length n + k1, add an entry (g, G(g)) into G-list, and return G(g).

H-query for h: If there exists an entry (h, H(h)), return H(h). Otherwise,
choose H(h) which is a random bits string with length k¢ and add an en-
try (h, H(h)) into H-list. For all entry (g, G(g)) in G-list compute Eq.(@). If
there exists g which satisfies Eq.(B), then obtain p,q from ged(N,m — 7).
Finally return H(h).

Ao will outputs a bit &'. If M finds p and ¢ then it outputs them, otherwise
outputs L.
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If (N,c) is a legal public key of the proposed scheme and there is a pair of
(g, h) which satisfies Eq.[@) and (@), ged(N,m — 1) always presents p or q. For
randomly chosen ¢, the probability with which (V, ¢) is a legal public key is 1/2.
Therefore we can estimate ¢) similarly with the proof of Theorem 3 in [2]
without the factor 1/2.

The running time of M is also similar with the proof of Theorem 3 in [2]
except M needs additional time to compute p and ¢ using gecd. When (N, ¢) is
not a legal public key, it is possible that A never finish. In such a case M waits
during ¢t(*) and halts A.

4.3 Proof of Theorem [3

First, we show how to construct A;/As which uses By/Bs as subroutine. This is
done by showing that the chosen-ciphertext attacker is answered invalid plaintext
with high probability for a decryption query unless the attacker has previously
asked the random oracles G and H the queries corresponding to an encryption
of the plaintext, the knowledge of which allows the recovery of the plaintext (i.e.
the attacker is already aware of the plaintext of the decryption he is asking for).

(4; : find stage)

On input pk A; initializes G-list and H-list with empty and runs Bj(pk).
After this, B; will make G-query, H-query and decryption query. A; answers
these queries in the following ways:

G-query for g: A; makes the same query to G oracle, obtains G(g), gives it
to By, and then adds an entry (g, G(g)) into G-list.

H-query for h: A; answers to it in similar way to the case of G-query and
adds an entry into H-list.

The most troublesome task is to answer decryption queries for y. To simulate
the decryption oracle without knowing the secret key, A; runs Dec-simulator :

Dec-simulator: On input y, for all entry (h, H(h)) and (g, G(g)) in H-list and
G-list, compute m = hl||(g ® H(h)) and check y = Y ,(m) and U,i(m) =
Vpi(m) = 0. If the check is not passed, return L which means that y is an
illegal ciphertext. Otherwise set z||z = h @ G(g) where x is n bits and z is
the rest. If z = 0¥ then return z, otherwise L.

Finally, By outputs (zo, 1, str). Ay outputs (z, 21, str||G-list|| H-list).

(As : guess stage)

On input (zg, z1, str||G-list||H-list,y) A2 runs By on input (zo,x1, str,y).
After this, By will make G-query, H-query and decryption query. A, answers
these queries in the same way as A;. Finally, A5 outputs a bit &’ or 1. which By
outputs.

We will estimate the probability Adva (k). Let us denote the event “Dec-
simulator can simulate decryption oracle correctly for all queries” with successp.
Clearly,

Pr(b = b) > Pr(b’ = b|successp) x Pr(successp).
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From the definition of Adv4 ;7 and the hypothesis of the theorem,

€(B) — |Pr(b/ = b|SUCC€85D) - 1/2 |

Wlog., we assume that

eB) = Pr(b = b|successp) — 1/2.

Then

Pr(b/ = b|successp) = 1/2 + P,
Adva (k) =|Pr(d' =b)—1/2 ]
> | Pr(b = blsuccessp) x Pr(successp) —1/2 |
=1 (1/2 4 ¢B)) Pr(successp) —1/2 |
1 — Pr(successp) |
2

= | € Pr(successp) —

Now then, we need to estimate Pr(succeedp). Assume that By or By makes a
query for a ciphertext y. We consider three cases.

1.

2.

If there exists no m such that y = Y,x(m), then both Dec-simulator and
decryption oracle will output L, that is, Dec-simulator can simulate correctly.
If there is m = s||t such that y = Y,x(m) and Upp(m) = Vpp(m) = 0, and
there are (g,G(g)) and (h, H(h)) in G-list and H-list such that h = s,g =
t @ H(h), Dec-simulator returns a correct plaintext (or L) with probability
one.

If there is m = sl|t such that y = Yyr(m) and Uyk(m) = Vye(m) = 0,
but there is no (g,G(g)) and/or (h, H(h)) in G-list and/or H-list such that
h=s,9=1t® H(h), Dec-simulator returns always outputs L. On the other
hands, the legal decryption oracle will make H-query for h = s and G-query
for g = t@®H(h), and check whether z is all zeros where z||z = h®G(g). Since
G(g) is random, h ® G(g) is random. Then the decryption oracle outputs a
message with probability 2751,

Consequently,

Pr(successp for one query) > 1 —27%1

Pr(successp) > 1 — qp2~",

and

qp2~h
T

Finally, we will estimate the time complexity. To answer one decryption query

Adva (k) > eB(1 - gp27H)

A needs to compute Y, (m) and to compare for every h and g. Then, it is clear
that

tW (k) = tP(k) + geqmap (Ty (k) + Ak).
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Discussion

In this section, we discuss about some variations of our schemes.

First, we can reduce the running time of encryption four times in average if

we add two bits (Upk, Vpr) to the ciphertexts. In this case, we do not have to
choose random numbers such that Uy, = Vp,;, = 0 while the ciphertext becomes
two bits longer.

Next, we can replace Yyx(r) with 72 mod N. In this case, however, the ci-

phertexts are not uniquely decrypted with small probabilities such as

P = 3/2’“0 in the scheme of Sec. 3,

P, = 3/2" in the scheme of Sec. 4.
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Abstract. Signcryption is a public key cryptographic primitive that ful-
fills the functions of digital signature and public key encryption concur-
rently, with a cost smaller than that required by the traditional signature
followed by encryption method. The concept of signcryption, together
with an implementation based on the discrete logarithm problem, was
proposed in 1996. In this work, we demonstrate how to implement ef-
ficient signcryption using high order (power) residues modulo an RSA
composite. This contributes to the research of extending computational
underpinnings of signcryption schemes to problems related to integer
factorization. In the course of achieving our goal, we also show efficient
protocols for user identification, and fast and compact digital signature
schemes.

Keywords: High Order Residues, Public Key Encryption, RSA, Signa-
ture, Signcryption.

1 Introduction

The idea of using (power) residues in public key cryptography first appeared
in [5] where Goldwasser and Micali showed how to use quadratic residues in
randomized encryption in a bit-by-bit fashion. This early work was followed
by Benaloh and Yung’s paper [3] where it was proposed to use ‘" residues,
where r was a small prime, to construct a more efficient randomized public
key encryption scheme. In [21] Zheng, Matsumoto and Imai proved that the
requirement of r being a small prime could be relaxed to a small odd integer. This
was further relaxed in [9] where Kurosawa and co-workers showed that r could
take the form of a small even integer. In [2] (see also [14]), Benaloh observed that
one could employ the Chinese Remainder Theorem in decryption, which further
relaxed requirements of the number r — it could be a large odd integer, provided
that it contains only small and distinct prime factors. More recently, Pailier [15]

! By “small” one generally means that the relevant parameter is bounded from above
by a poly-logarithmic function of a security parameter. Likewise, a “large” parameter
is one bounded from above by a polynomial function of a security parameter.

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 48-[63] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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discussed how to construct probabilistic public key encryption schemes involving
nt" residues modulo n?, where n is an RSA composite.

In all the public key encryption schemes presented in these successive papers,
except those special schemes proposed in [I5], decryption involves exhaustive
search over a space whose size is dictated by a prime factor of 7. This explains
why these randomized encryption schemes do not work when r has a large prime
factor.

While all the prior work on the use of 7" residues had been mainly limited
to the construction of randomized public key encryption (requiring the number
r contains only small prime factors), the present work demonstrates applica-
tions of rt" residues, with r being a large prime, in constructing efficient user
identification, digital signature and more important, signcryption schemes.

Signcryption was first proposed in [19)] as an efficient public key cryptographic
primitive that achieves both message confidentiality and non-repudiation with a
much smaller cost than that required by digital signature followed by public key
encryption. The first implementation of signcryption was based on the discrete
logarithm problem over a finite field, which admitted a natural analogue on an
elliptic curve over a finite field [20]. The same observation applies also to other
sub-group based public key cryptosystems such as the XTR [12]. This early effort
left as an interesting research topic to find a signcryption scheme that relies for its
security on other computationally hard problems such as factoring large integers.
Progress in this line of research has been made recently in [I7]. Results presented
in this paper represent yet another approach to building signcryption schemes
on the integer factorization problem.

Section 2l provides background knowledge on high order (power) residues.
Section Blshows how to construct user identification protocols (also called pass-
port protocols) that are based on high order residues modulo an RSA composite.
This is followed by Section @] where the identification protocols are converted into
efficient digital signature schemes. The usefulness of high order residues is high-
lighted in Section[d where a signcryption scheme called HORSE is presented. Ef-
ficiency of the identification, signature and signcryption schemes, both in terms
of computation costs and expanded bits, is analyzed in Section [6. Finally the
paper is closed with a summary in Section [7.

2 High Order (Power) Residues

The intension of this section is to summarize some of the core mathematical
background that is required in understanding the identification, signature and
signcryption schemes to be presented in this paper. Some useful further infor-
mation on higher order residuosity can be found in [21]

2 Identification and signature schemes proposed in [10J16] rely on properties of a sub-
group related to an RSA modulus, and hence appear to be technically different from
the present work. Furthermore, schemes in [10] work only when r is “small”, as they
require in their setting up stage the extraction of 7" roots and search over a space
of r elements.
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Let 7 and n be positive integers, and z be an integer relatively prime to
n (ie., ged(z,n) = 1). If there exists an integer = such that z = 2" mod n, 2
is said to be an 7" (power) residue modulo n. Otherwise z is said to be an
r** nonresidue modulo n.

The set of integers [0, 1,...,n — 1] is denoted by ZZ,,, and the set of integers
in ZZ,, that are relatively prime to n is denoted by ZZ;.

We are interested in the case where 7 is a prime of at least 120 bits in size or
length in binary representation, and n is an RSA modulus, i.e., n = pq, where
both p and ¢ are large (> 250 bits) primes. We further require that the three
primes r, p and ¢q be related by

ged(r,p—1)=r, ged(r,g—1)=1.
In practice, one may choose p and ¢ in such a way that they take the form of
p=2rp'+1, ¢=2¢ +1

where both p’ and ¢’ are primes that are different from r.

For r and n of the above forms, an element z € ZZ; is necessarily an
" residue modulo ¢, and it is an r*" residue modulo p if and only if zP—1/" =
1 mod p. Thus z is an 7" nonresidue modulo n if and only if

2P=D/7 £ 1 mod p.

As a consequence, when the factors p and ¢ are known, one can quickly verify
whether or not z € Z7 is an " residue modulo n.

Note that 1/r of the elements in z € ZZ} are ' residues modulo n, and
the remaining (r — 1)/r of the elements are all 7" nonresidues modulo n. This
makes easy the task of finding an 7" nonresidue modulo n.

Definition 1. We say that three integers (r,n, h) are a good triplet if they fulfill
the following requirements:

1. r is a prime whose size (length in binary representation) is at least 120 bits.

2. n = pq is an RSA modulus of at least 512 bits, satisfying ged(r,p — 1) =r
and ged(r,qg—1) = 1.

3. his an " nonresidue modulo n, or equivalently, R®=Y/" £ 1 mod p.

It should be pointed out that there is a slightly more general version of a
good triplet (r,m, k) in which r is defined as an odd integer with distinct prime
factors r1, ro, ..., 7. One of the prime factors of r must be large, say of 120
bits in binary representation. n and r are related in the same way as in the
above definition. The number h is an rf" nonresidue modulo p for every factor
i, 1., hP=D/m £ 1 mod p for all i = 1,2,...,t. The identification, signature
and signcryption schemes to be proposed in the forthcoming sections will all
work with respect to such a more general version of a good triplet, although our

discussions will be focused on the case where r is a large prime.
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Fact 1 For a good triplet (r,n, h), every element x € ZZ;, can be presented as
z=h'w" modn

for a unique integer i € Z,, where ZZ, = [0,1,...,r — 1] and a not necessarily
unique w € Z . The number i is called the class-indez of .

Finding the class-index of x with respect to a good triplet appears to be
infeasible, even if one has the knowledge of the factors of n. Currently known
methods for solving the problem require the knowledge of p and ¢, and involve
search over ZZ,.. The average computation time required by such an algorithm
is in the order of /2, which renders the algorithm ineffective when r is a large
prime. It should be pointed out that two of the classical methods for solving
the discrete logarithm problem in a group, namely Shank’s baby-step-giant-step
method and Pollard’s rho method (see [13]), do not appear to be applicable to
the class-index problem under consideration, although both methods run faster
than exhaustive search.

Another fact of importance is that the degree of difficulty in solving the
class-index finding problem is not effected in any way by the choice of h, as
the problem falls into a class of problems that share an interesting property
called random self-reducibility (with respect to h). (See [I] for more discussions
on random self-reducibility.) This fact will be used later in designing efficient
schemes.

These observations form the computational basis of our new identification,
digital signature and signcryption schemes to be presented in the coming sec-
tions.

3 Identification Using High Order Residues

3.1 Basic Protocol

At the setting up stage, a user Alice first chooses a good triplet (r,n,h). In
addition, she also chooses at random z, from ZZ, = [0,1,...,r — 1] and w,
from ZZ}. Namely ©, €r Z, and w, € Z,, where €p indicates an element
is chosen uniformly at random from a set.

Alice then forms

ya:mmodn

a
She keeps x, and w, as her important private key, and publishes the triplet
(r,n,h) and y, as her public key.

Later when Alice wishes to prove to another user Bob that she is indeed Alice,
she first forwards to Bob her (certified) public key. Bob verifies the authenticity
of Alice’s public key, and if he is satisfied with the verification, the two users
then engage in the protocol specified in Table [l At the end of an execution of
the protocol, Bob would accept Alice’s claim if and only if the verification at
Step 4 is successful.
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Table 1. Identification Using High Order Residues

Step Alice Channel Bob

Public key: r,n, h, yq
Private key: Za, Wq

Alice chooses x €r Z, and
u €r Z;,. She then forms
y=~h" 4" modn =Yy =

and sends y to Bob.

Bob chooses

ber Z,
2 <= b«

and forwards it to Alice as a
challenge.

Alice forms

s=x+b-x,
b
v =1u-w, modn
3 =5 U=
She then passes s and v over to
Bob. Note that no modular opera-
tion is involved in the calculation
of s.

Bob verifies whether or not
R v y? =y modn

Bob accepts Alice if and only if
the equation passes the test.

3.2 Efficient Variants

A number of methods can be considered to improve the efficiency of the basic
identification protocol.

A Small h. As was discussed earlier, the computational difficulty of the class-
index finding problem is not dependent on how h, an r** nonresidue modulo n,
is chosen. Thus a small h may be selected so that it uses less memory and helps
speed-up computations involving h. For a large r, an overwhelming majority

(’";1) of elements in ZZ; are r*" nonresidues. Hence the smallest 7" nonresidue
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h can be easily identified by verifying whether
RP=D/" £ 1 mod p

for h =2,3,4,..., where p is a factor of n.

Shorter y and b. In Step 1, Alice may choose to send a hashed value of
h® -u” mod n to Bob, that is

y=H(h" - u" mod n)

where H is a one-way hashing function. Accordingly, the verification by Bob in
Step 4 should be modified to

H(h5~vT~yZ modn) =y

In Step 2, Bob may send Alice a shorter b, say of 60 bits, as a challenge.
These improvements will reduce the bandwidth of messages exchanged between
Alice and Bob.

Shorter w, and u. As the generation of secure random bits may consume
substantial computational resources, Alice may choose to generate w, and u
from a smaller range, say Zaso = [0,1,...,280 —1].

Generating w, and u deterministically. Alice may choose to generate w,
and u in the following way:

we = H(zq,m,n,h)
u=H(x,r,n,h)

where H is a one-way hash function. This will completely eliminate the need of
generating random bits for these two values.

Removing w, and u altogether. A more efficient variant of the protocol is
to fix w, to 1, while choosing x, from a range greater than ZZ,.. More specifically,
Alice can choose

To € Zoe =[0,1,...,2¢ = 1]

where ¢ may be at least 40 bits longer than the size of r. Namely ¢ > |r| + 40,
where |- | indicates the number of bits in the binary representation of an integer.
Interestingly, with this modification, the number r will be used only in the setting
up stage, but not in an identification process afterwards. Thus r no longer needs
to be made public.

At the setting up stage, Alice first chooses a good triplet (r,n,h). She then
chooses x, €r Z4e, and forms

mod n

Ya = ha
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Alice then keeps x, as her important private key, and publishes n, h and y,
as her public key. (Note that the use of the number r is now limited to the
generation of h.)

When Alice wishes to prove to another user Bob that she is indeed Alice, she
first forwards to Bob her (certified) public key. Bob verifies the authenticity of
Alice’s public key, and if he is satisfied with the verification, the two users then
engage in the protocol described in Table[2].

Table 2. Identification Using High Order Residues — A More Efficient Version

Step Alice Channel Bob

Public key: n, h, ya
Private key: z,

Alice chooses = €r Zyi1.75¢ and
forms

1 y = H(h" mod n) =y=

She then sends y to Bob.

Bob chooses

b €ErR Zyes2
2 =b<«

and forwards it to Alice as a
challenge.

Alice forms

s=x+b-x,

3 = 5=
and sends it to Bob. Note that no s

modular operation is involved in
the calculation of s.

Bob verifies whether or not
H(h® -yl mod n) =y

Bob accepts Alice if and only if the
equation passes the test.

As x, € Zye and £ > |r| + 40, x, can be expressed as x, = z,, + f - r for
some 0 < z/, < r and f. ;From this it follows that

h** mod n = h* - (h/)" mod n.
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Thus the efficient protocol in Table [2] can be viewed as one obtained from the
protocol in Table [l by letting A/ mod n play the role of w, € Z%.

Note that the protocol in Table 2 has also incorporated other ideas discussed
in this section, especially on shortening y and b. Also note that since the x chosen
in Step 1 essentially plays the role of “masking” the secret key z, in Step 3, it
should be sufficiently long, say |z| > |z4| 4+ |b] + 40. Assuming that |b] &~ ¢/2 and
¢ > 160, it would be adequate to have |z| = 1.75¢.

4 Digital Signature Using High Order Residues

4.1 A General Signature Scheme

The identification protocol described in Table [l can be converted to a digital
signature scheme by substituting the role of Bob with an one-way hash function.

Alice sets up all the required parameters (including both public and private
keys) in the same way as described in Section 3l Alice’s public key is composed
of y, and a good triplet (r,n,h). Her private key is a pair of numbers x, and
w, which are chosen, uniformly at random, from ZZ,. = [0,1,...,r — 1] and Z},
respectively. The public and private keys are related by y, = ﬁ mod n.

To sign a message m, Alice first chooses at random x from Z: and u from
7z, She then generates three numbers (b, j, v) as her signature on the message
m as follows:

b=H(h® - u" mod n,m)

s=x+b-x,
b

. mod n

v=u-w
Here H is an one-way hash function, and the calculation of s does not involve a
modular operation.

Given m and (b, s,v), one uses Alice’s public key to verify the authenticity
of the signature by checking

H(h® - v" - y? mod n,m) =b

The signature is deemed authentic only if the equation holds.

We note that while our signature scheme bears some similarities to a scheme
proposed in [7], there is an important technical difference. Namely, the scheme
in [7] requires that p — 1 and ¢ — 1, where p and ¢ are the factors of an RSA
composite n, share a large common divisor f which is needed in the generation
of a signature.

4.2 A More Efficient Signature Scheme

Techniques for improving the efficiency of the identification protocol that have
been discussed in Section can be employed to make the signature scheme
more efficient. To highlight the improvements, in the following we specify the
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digital signature scheme that corresponds to the efficient identification protocol
presented in Section

As in Section [32] Alice’s private key is @, €g Zo¢, where £ > |r| + 40, and
her public key consists of three numbers n, A and y,. The public and private
keys are related by y, = h%a mod n. There is no need to publish the number r,
hence it can be erased at the completion of the setting up stage.

To sign a message m, Alice first chooses © €r Z51.75¢. She then forms her

signature on the message m, which is composed of two numbers (b, s), as follows:

b= H(h* mod n,m)

s=x+b-x,

The authenticity of Alice’s signature can be confirmed by verifying
H (R -2 mod n,m) = b
Table B summarizes the two signature schemes. Note that with the efficient
version of the signature schemes, it is important that |z| is sufficiently large,

namely, |z| > |z4| + |b] +40. Once again assuming that |b| ~ ¢/2 and ¢ > 160, it
would suffice to have |x| = 1.75¢.

Table 3. Signature Schemes Using High Order (Power) Residues

Signature Generation Verification of Length of
scheme of signature signature signature

m — (m,b,s,v) :
General scheme (m, b,5,v)

v en Z, (m,b,s,v) :

Public key: wen
R n

r,n, h, Ya y=nh*-0v"-y2 mod n|2|H()| + |r| + |n]

b= H(h* - u" mod n,m) accept only when

Private key: s—z4b-, H(y,m)="b
Ta, Wq b
v=u-w, modn
Efficient scheme
m — (m,b,s) : (m,b,5)
Public key:
n, hy Ya ¢ E€r Lot y=h*-ytmodn ||H()| +1.75¢

accept only when

b = H(h® mod n,m) Hly,m) = b

Private key: s—ztb.z
= T

La
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5 HORSE — An Efficient Hight Order Residue
Signcryption Engine

Using the technique for constructing signcryption schemes that was first devel-
oped in [19], the efficient signature scheme described in Table [3] can be used to
design a new signcryption scheme whose security is related to the hardness of
factoring large RSA moduli.

Like the signeryption schemes in [19], some of the parameters for HORSE are
required to be shared among all users. The only difference with [19] is that with
the present scheme, these shared parameters must be generated either by trusted
authorities, possibly in a distributed manner, or by a “black-box” computer
mimicking the function of trusted authorities.

To be more specific, the trusted authorities choose, on behalf of all users, a
good triplet (r,n, h). The authorities may also choose an integer £ so that it is at
least 40 bits longer than the size of r (in binary representation). Once (r,n,h)
and ¢ are chosen, the authorities publish & and n, as well as ¢. They then make
the prime factors of n, i.e., p and ¢, and the number r inaccessible to users.
Typically, this is done by erasing all the traces about p, ¢ and r.

Alice must first set up her own pair of public and private keys y, and z,.
This is done by

Tq €R Zﬂa
Yo = h¥ modn

Alice publishes vy, in a public key directory, while keeping z, as her matching
private key.
Likewise Bob must also set up his pair of public and private keys y, and zy:

Ty €R ZQ“
Yy = h®™ modn

Table @ summarizes the setting up of signcryption.

For Alice to signcrypt a message m to be sent to Bob, she carries out the
signcryption operations detailed in Table bl On receiving a signcrypted message
from Alice, Bob can extract the original message by following the unsigncryp-
tion steps indicated in the same table. Note that in describing the signcryption
scheme, it is assumed that |[K H.(-)| & ¢/2 and ¢ > 160. This results in the choice
of |z| = 1.75¢, ensuring that |z| > |z.| + |b] + 40.

To close this section, we point out that the way public and private keys are
set up in the HORSE signcryption scheme also admits a system reminiscent to
the ElGamal public key encryption scheme [4].

When a user Cathy wishes to send to Bob a message m in a secure way,
she first chooses € ZZ5¢, and computes k = H(yy mod n). Cathy then forms
¢y = Ex(m), and ¢ = h*mod n, and forwards to Bob the pair (c1,c2) as a
ciphertext of m. Note that there is no need for Cathy to set up her public and
private keys.
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Table 4. Setting up for the Signcryption Scheme HORSE

Parameters public to all:

n — a large RSA modulus (chosen by trusted authorities)

h — an 7" nonresidue modulo n (chosen by trusted authorities)
¢ — size of a secret key (may be chosen by trusted authorities)
H — a one-way hash function with |H(-)| > 128

K H — a keyed one-way hash function with |[KH.(-)| > 80

(E, D) — the encryption and decryption algorithms of a private key cipher
Alice’s keys:

T — private key (zo €r Zoe)

Yo — public key (yo = h** mod n)

Bob’s keys:

xp, — private key (z, €Er Zq¢)

y» — public key (y» = h®* mod n)

On receiving (c1, co) from Cathy, Bob can recover k by involving his private
key xp in the computation of k = ¢5* mod n. He can then proceed to extract the
original message m from ¢; by m = Dg(c1).

6 Efficiency of the Schemes

We examine the efficiency of the identification, signature and signcryption
schemes in terms of computational efforts invested and communication over-
head required. With a protocol or algorithm employing public key cryptogra-
phy, the dominant computation is modular exponentiations involving large inte-
gers. When computing the product of several modular exponentiations, we can
use a very effective technique that was discussed in Knuth’s book (see Exer-
cise 27, Pages 465 and 637 of [8]; see also [18]). The same technique was later
re-discovered by Shamir (see the last part of [4]).

6.1 Efficiency of Identification

We focus on the more efficient protocol specified in Table 2l Messages commu-
nicated between Alice and Bob are very compact: |H(-)| + 2¢ bits from Alice to
Bob and ¢ bits from Bob to Alice.

Alice needs to perform one modular exponentiation which can be pre-comput-
ed well before the start of the protocol. Using the classical “square-and-multiply”
method, on average the exponentiation takes 1.5 -1.75¢ = 2.625¢ modular mul-
tiplications.

Bob needs to compute the product of two modular exponentiations. The
size (or length) of the longer exponent s has 1.75¢ bits. Using the fast method
discussed in Knuth’s book, Bob can complete, once again on average, the com-
putation in (1 + 3/4)|s| = 1.75%¢ ~ 3¢ modular multiplications.
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Table 5. The Signcryption Scheme HORSE

Signcryption by Alice the Sender:
m — (c,d,e)

Pick @ €r Zy1.75¢, and let k = H(yy mod n).

Split k into k1 and ko of appropriate size.

¢ = Ek, (m).

d = K Hy,(m, bind_info),

where bind_info may contain, among other data, the public key (certificate)
of the recipient, and optionally the public key (certificate) of the sender.
e=x+d-xq.

6. Send to Bob the signcrypted text (c,d, e).

R e

o

Unsigncryption by Bob the Recipient:
(e,d,e) > m

1. Recover k from d, e, h, n, y, and zp:
k=H((h - (55))" mod n).

2. Split k into k1 and k.

m = Dk1 (C)

4. Accept m as a valid message originated from Alice only if
K Hy, (m, bind_info) is identical to d.

w

6.2 Efficiency of Signature

With the fast signature scheme (the second scheme) in Table[3 its signature is
significantly shorter than the RSA signature scheme. More specifically, the size
of our signature is |H(-)| + 1.75¢ bits. Assuming that |H(-)| = 80 and £ = 200,
the signature has only 430 bits.

The signing procedure requires one exponentiation, or 1.5 - 1.75¢ = 2.625¢
modular multiplications on average. This is much faster than the generation of
an RSA signature which involves a full length exponent.

The verification of a signature will take more time than the RSA signature
scheme with a small public key, as it requires the computation of the product of
two exponentiations, with s being the longer exponent. On average, the product
takes (1 + 3/4)|s| = 1.75%¢ ~ 3¢ modular multiplications.

6.3 Efficiency of Signcryption

The communication overhead, measured in bits, of the signcryption scheme
HORSE specified in Table[d, is

\d] + |e| = [KH.(-)] + 1.75¢
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Recall that the communication overhead of the traditional RSA signature
followed by RSA encryption is

7] + |np

where n, is Alice’s RSA modulus and n; Bob’s. Clearly HORSE represents an
significant improvement over RSA.
The computational cost for signcryption is

1.5-1.750 = 2.625¢

modular multiplications on average. The unsigncryption operation involves the
computation of the product of two exponentiations. The two exponents are e - x;,
and d - xp. It is important to note that as ¢(n), the Euler’s ¢-function, is not
known to Bob, the size of the exponents cannot be reduced! Clearly, the longer
exponent is e - x, which has 2.75¢ bits. Thus on average unsigncryption takes

(1+3/4)-2.750 ~ 4.8¢

modular multiplications.
Together, signcryption and unsigncryption take

7.4¢

modular multiplications.

T compare HORSE with RSA signature followed by RSA encryption, we
assume that |n| = |ng| = |np|, that the size of r and the size of an output
of the key-ed hash function KH are related by |r| = 1.5|KH.(-)|, and that
L=|r|+05|KH.(-)]| =2|KH.(")|.

We further assume that the Chinese Remainder Theorem is used in RSA de-
cryption and signature generation, achieving the theoretically maximum speedup.
Namely we assume that the average computational cost for RSA signature gen-
eration is £2|n,| = 0.375|n,| modular multiplications, and for RSA decryption
it is L2|ny| = 0.375|n;| modular multiplications. With RSA encryption and sig-
nature verification, to simplify our discussions we consider two cases, although
there are numerous other possible combinations for one to choose from in prac-
tice. These two cases are: (1) small public exponents (say of 10 bits or less), and
(2) ¢/2-bit public exponents,

In order to examine how signcryption outperforms the signature-then-en-
cryption approach, we define the advantages of signcryption as (1 — Cs./Cise),
where Cs,. indicates the cost of signcryption, while Csy. the cost of signature-
then-encryption. More specifically, we have

advantage in  average computational cost

1

_ 1-— Wm, for small public exponents
4L for £/2-bit public exponents

© 0.375(Jna+[np[)+1.50°

advantage in  communication overhead
1 |KH.()] +1.75¢

Ina| + 7
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Table [l demonstrates the advantages with respect to various key sizes. While
the selection of parameter sizes in Table [6lis admittedly somewhat arbitrary, we
note that it is still more conservative than a table suggested in [11].

Table 6. Advantage of Signcryption Scheme HORSE over RSA based Signature-Then-
Encryption with Small Public Ezponents

security parameters advantage in advantage in
average computational cost|communication
|n| small public| £/2-bit public| overhead
(Imal, [ms) ¢ |KH.()] [Ir[]| exponent | exponent

1024 160 80  [120]| -54.1% -17.5% 82.4%
1280 176 88 [132]| -35.6% -6.4% 84.5%
1536 176 88 [132]] -13.0% 8.0% 87.1%
1792 192 96 [144] -5.7% 13.0% 88.0%
2048 192 96 [144] 7.6% 22.1% 89.5%
2560 208 104 [156] 19.8% 31.0% 90.9%
3072 224 112 [16§] 28.1% 37.2% 91.8%
4096 256 128 192 38.3% 45.2% 93.0%
5120 288 144 [216 44.5% 50.1% 93.7%
8192 320 160  [240] 61.5% 64.3% 95.6%
10240 320 160 [240] 69.2% 71.0% 96.5%

In some applications, one may wish to choose RSA public exponents that are
longer than ¢/2, or even of full size, while in some other applications the Chinese
Remainder Theorem may not be used in RSA decryption or signature generation.
Furthermore, one may choose to select key sizes by following the suggestions

n [I1]. In all these situations, the signcryption scheme HORSE will demonstrate
even greater savings in computation time and communication overhead.

7 Concluding Remarks

We have demonstrated applications of rt* power residues modulo an RSA com-
posite in constructing efficient identification protocols, digital signature and sign-
cryption schemes. A major difference between this work and prior research is that
here r is a large prime, or more generally an odd integer containing a large prime
factor. Efficiency of our schemes is analyzed and compared with some existing
solutions. Of particular interest to a practitioner in public key cryptography is
the fact that the signcryption scheme HORSE is significantly more advantageous
over the traditional “signature followed by encryption” approach using the RSA
signature and encryption schemes, both in terms of computational and commu-
nication overhead. A formal analysis of the security of the protocols and schemes
presented in this paper remains a challenging topic for future research.
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To close this paper, we summarize in Table[d the main variants of signcryption

known currently.

Table 7. Currently Known Variants of Signcryption

l ‘Computational Foundation ‘Reference

1|discrete logarithm on a finite field Zheng, CRYPTO’97 [19]

2|discrete logarithm on an elliptic curve|Zheng, CRYPTO’97 [19],
Zheng & Imai, IPL (1998) [20]

3|factoring / residuosity Steinfeld & Zheng, ISW2000 [17],
Zheng, PKC’01

4|other sub-groups (e.g., XTR) Gong & Harn, IEEE-IT (2000) [6],
Lenstra & Verheul, CRYPTO02000 [12],
Zheng, CRYPTO’97 [19]
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Abstract. We use bounds of exponential sums to show that for a wide
class of parameters the modification of the DSA signature scheme pro-
posed by A. K. Lenstra at Asiacrypt’96 is as secure as the original scheme.

1 Introduction

Let p and ¢ > 3 be prime numbers with ¢|p — 1. As usual IF, and IF, denote
fields of p and ¢ elements which we assume to be represented by the elements
{0,...,p—1} and {0,...,q — 1}, respectively.

For a rational number z and m > 1 we denote by | 2|, the unique integer a,
0 <a <m—1 such that a = z (mod m) (provided that the denominator of z is
relatively prime to m).

The Digital Signature Algorithm, or DSA, can be described in the following
way. Let M be the set of messages to be signed and let h : M — IF, be an
arbitrary hash-function. Let g € IF,, be a fixed element of multiplicative order g,
that is, g9 = 1, which is publicly known (as well as p and ¢). Finally, fix a certain
element o € IF‘; which is the secret key known only to the signer. For a message
€ M we select a random element k € IF‘; called a monce and we define the
function

(1)

)= [lo"],]  and (k) = (K7 () + ar(h)],

The pair (r(k), s(k, p)) is the DSA signature of the message p with nonce k.
Modular inversion of the nonce k in () is a time consuming operation. To
improve the performance several inversion-free modifications of the basic scheme
have been proposed, see [I3] as well as Sections 11.5.2 and 11.5.4 in [§] and
Section 20.4 of [I4]. On the other hand, these schemes, although quite close
to the original DSA scheme, may not be compatible with it, see the discussion
in [6]. Thus to overcome the incompatibility problem (and a large signature size
for some of the aforementioned modifications) a very different algorithm has
been proposed in [6]. This algorithm follows the basic DSA scheme except that
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the nonce k is generated in a special way which allows to generate k and Lk‘lj .
simultaneously at reasonably low computational cost.
The algorithm from [6] works as follows, in a special partial case. Given a prime
q and two more integer parameters 7' > 2 and m > 1:

o Select independently and uniformly at random 2m integers ti,...,t2, €
[2,T7;
o Fori=1,...,2m, compute u; = Lq_lJt‘ and w; = (qu; — 1)/t;;

o For ¢ = 1,...,2m, using the identity ti_l = w; (mod ¢), compute v; =
-1 .
[t
o Compute and output

K= Ltl...tmum+1...v2qu and A= |_'U1...'Umtm+1...t2qu.

It is easy to see that A = erqu. The efficiency of the algorithm is based
on the observation that for each arithmetic operation it performs one of the
operands is of size T'. Furthermore, once |g], has been computed, the inversion
required for the computation of u; involves only numbers of size < T. Thus
if the bit length of T is essentially smaller than the bit length of ¢ and m is
reasonably small this algorithm is faster than the standard inversion modulo ¢
using the Extended Euclid Algorithm. The efficiency of this algorithm (and its
slightly more general form described in [6]) has been numerically verified, see [6]
and Section [

However, it has remained an open question whether this new way of gener-
ating k and Lk‘qu undermines the security of the DSA. In [6, Section 3] some
heuristic arguments in support of the security of the new scheme are given. At
the rumpsession of Asiacrypt’96, S. Vaudenay [16] presented a partial cryptanal-
ysis of the scheme that only affected the security if the ¢; are chosen in some
particularly bad way that is explicitly excluded in [6l Section 3].

In this paper we show that using bounds of character sums one can establish
rigorous security results for the above scheme (for some values of the parameters
T and m). In fact we show that the distribution of the value of k is exponentially
close to the uniform distribution. Therefore any algorithm attacking this modifi-
cation immediately implies an attack on the original scheme with exponentially
close probabilities of success.

More precisely, for k € IF}, let P, (k) be the probability that the output
of the above algorithm equals k. We use some known bounds of exponential sums
to prove that for a wide range of parameters T and m the statistical distance

Am.T) = ¥ |Por(b) = — 2)
kEF;

is exponentially small, namely

A(m,T) < q™°
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for some constant 6 > 0. The range of parameters allowed by this general result
do, however, not seem to be of much practical value. We show that under the
assumption of the Extended Riemann Hypothesis an essentially stronger result
can be obtained that allows parameter choices in a more realistic and practical
range.

We stress that the uniformity of distribution of the nonce k is absolutely
essential. Indeed, it has been shown in the series of papers [5II0JI1] that the
knowledge of some bits of k can be used to break the DSA (that is, recovering
the private key «) in polynomial time.

2 Preparations

Let X be the set of multiplicative characters of the multiplicative group IFy,
see Section 1 of Chapter 5 of [7]. We denote by X™* the subset of non-trivial
characters.

We define

T:
o(T) = max

> ox()].

Lemma 1. For any integers T > 2 and m > 1 the bound
A(m,T) < q1/20_<T)2m—1T—2m+1/2
holds for the statistical distance A(m,T) given by (3).

Proof. Let Ny, (k) be the number of sequences t1,...,%2, € [2,T] for which
ittty toh =k (mod ). Then P, 7 (k) = Np (k)T ™.
From the following well-known identity

_Je—-1,if z=1,
EE;X(Z) - {O, otherwise,
X

which holds for any z € T (cf. [, Theorem 5.4]), we derive

T
N (k) = — ST Xttty kY.

ti,..tam=2 xEX

We remark that y(A~') = x()) for A € IF; and that 2Z = |z|?, where z denotes
the conjugate of a complex number z. Therefore, changing the order of summa-
tion, separating the term 7%™ /(q—1) which corresponds to the trivial character,
and noting that £~! runs through IF:; together with k we obtain

2m

T2m 1
N1 (k) ’

= x(k)

q—1 qflxex*

T
> x(@)
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Therefore
T2m 2
Z Nm,T(k)i 1
kel

= q—12 S Y xw)

kelFy \ xeXx*

T 2m T 2m
_12 Yo Y alkxak Zx() > xa(t)
q kEIF} x1,x2€X* =2 t=2
1 2m T 2m
RO > le > xe®)] > xa(k)xa(k).
q X1;X2EX* [t=2 t=2 ke]F;

Using that the product of two characters is a character as well and the identity
_ q— 17 if X = Xo0;

Z X(k) = {O, otherwise,

kel

where xo is the trivial character (cf. [7, Theorem 5.4]), we see that the inner
sum vanishes unless

x2(k) = x1 (k)™ = xa (k™) = xa(k), ke Ty,

in which case it is equal to ¢ — 1. Therefore

T2m 2 T 2m T 72771
Z Nm,T(k) - f Z ZX(t) ZX(k)
kETF: q XeX* t=2 t=2
1 T 4m dm—2 T 2
= > x(t) Z > ox()
1 XEX* |1=2 cXxX* |t=2
We have
. T 2 2
Ly | < T -
XEX* | t=2 Xex t=2
Hence
2m Cam T2m
S [purtiy - T <o 3 | -
: kel

S O_(T)4m72T74m+1 .

From the Cauchy inequality we obtain the desired result.
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Thus to estimate the statistical distance we need upper bounds on o (7). The
simplest and the most well known bound is given by the Polya—Vinogradov in-
equality

o(T) < ¢"/*Ing,

see [9) Theorem 2.2], which is non-trivial only for T > ¢'/?*¢. However such
values of T are too large to be useful for our application. Instead we use the
Burgess bound, see [9] Theorem 2.3].

Lemma 2. For any ¢ > 0 there exists v > 0 such that
o(T) <Tq™"
for T > ¢"/4*¢ and sufficiently large q.

It is known that the Fxtended Riemann Hypothesis, or ERH, implies non-
trivial upper bounds for much shorter sums. We therefore use a result that relies
on the assumption of the ERH. In particular, we use a bound which follows from
one of the results of [3].

Lemma 3. Let
InT

v Inlngq
Then, assuming the ERH, the bound

— 0Q.

O'(T) < T,U—v/2+o(v)
holds.

Proof. We recall that an integer n > 1 is called Y-smooth if all primes dividing
it are < Y. Let ¥(X,Y) denote the total number of Y-smooth numbers < X.
The following estimate is a substantially relaxed and simplified version of [4]
Corollary 1.3]. Let X = Y*; then for any u — oo with u < Y'/2 we have the
bound

I(X,Y) < Xu~vrow, (3)

It has been proved in [3] Theorem 2] that
o(T)=0 (W (T, In? ¢In*° In q)) ,

provided that w — co. One easily verifies that the bound (@) can be applied to
the last function with u = v/2 + o(v), producing the desired result.
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3 Main Results

Now we are prepared to prove our main results.

Theorem 1. For any € > 0 and A > 0 there exists a constant mo(e, A) > 0
such that for any integers T > 2 and m > 1 satisfying the inequalities

T > ¢l/4+e and  m > mg(e)
the statistical distance A(m,T) given by [3) satisfies the bound A(m,T) < ¢~4.
Proof. From Lemmas [ and 2 we obtain the bound
A(m,T) < /2T~ V2q—@m=1) < g1/4=9Cm=1) < =4
provided that m > (444 1)/8y + 1.

Unfortunately the range of parameters allowed by Theorem [l does not seem to
be of any practical value. However under the ERH an essentially stronger result
can be obtained.

Theorem 2. Assume the ERH. Then for any A > 0 and any integers T > 2
and m > 1 such that

InT 1
- and mZ(2A—|—1)ﬂ+1
vinwv

= —
v Inlngq o

for sufficiently large q, the statistical distance A(m,T) given by ([2) satisfies the
bound A(m,T) < qg=*.

Proof. From Lemmas [[land B we obtain the bound

A(m,T) < q1/2T71/2U7(v/2+o(v))(2m71) < ql/QUf'u(mel)/B
< g/2ARD)/3 < A

provided that ¢ is large enough.

In particular, if ¢ is about n bits long and T is selected about ¢ bits long with
¢ > Inn'*e then for m of order n/In¢ the algorithm of [6] generates a secure
sequence of pairs K, A = Lﬁ_lJ . Thus the values of T used in this algorithm can
be rather small.

4 Practical Considerations

In [6] it was shown that generating k and Lk_lJ . simultaneously as indicated in
Section [l and with m = 3 is about as fast as the regular method of computing
Lk‘lj . given a random k, for the common values n = 160 and ¢ = 32 where n and
¢ are the bit lengths of ¢ and T', respectively. In the analysis of [6] it was assumed



70 Arjen K. Lenstra and Igor E. Shparlinski

that the regular method makes use of Lehmer’s method for the inversion. Thus,
in environments where Lehmer’s inversion is available there does not seem to be
any good reason not to generate k and Ucfqu in the regular way.

Lehmer’s method is about twice faster than regular modular inversion (which is
based directly on the Extended Euclidean Algorithm) because it replaces most
of the extended precision integer divisions by floating point approximations. The
disadvantage of Lehmer’s method is, however, that it takes substantially more
code and memory than regular modular inversion (or than the method from [6]).
For computation in more restricted environments (such as a credit card chip)
where the space and size needs of Lehmer’s method cannot be met, the method
of [6] may therefore be an option, because it would be faster than regular modular
inversion, even if m is taken as large as 6.

Theorem [2] however, indicates that for n = 160 and ¢ = 32 security can be
guaranteed (under the ERH) only for substantially larger choices for m, namely
m should be at least about 100. Obviously, such large m severely limit the prac-
tical applicability of the method from [6] reviewed in Section [, assuming that
provable security of the choice of k is required: implementation of the method
makes sense only if very limited space is available, and division of extended pre-
cision integers (as required for regular modular inversion) is not available. It
should be kept in mind, however, that the results presented in this paper are
just theoretical lower bounds for the security and that in practice much smaller
values of m should give satisfactory results, as also indicated in [6]. In fact even
our theoretical results can be improved and extended; some further possibilities
are indicated in Section [5l We do not present them here because our main moti-
vation has been to indicate a possible way to establish rigorous proofs of security
of the approach proposed in [6], rather than deriving all possible results of this
kind.

An alternative way of using the idea behind the method from [6] in the
vein of the method of [I], as informally and independently proposed by several
different people, is as follows. Compute and store S; = {t1,...,t2,} and the
corresponding Sy = {v1,...,v2.} for some large value of r and compute the
products over the four relevant random subsets of size m of Sy |J Sy for each
pair k, Lkiqu to be generated, where r is substantially larger than m. Given

the successful attack (cf. [I2]) on the method from [T, however, this approach
cannot be recommended.

5 Remarks

The algorithm itself as well as all our main tools, can be extended to composite
moduli. The only difference is that Lemma[2 holds in the present form only for
square-free moduli, however a slightly weaker result is known in the general case
as well (which is nontrivial for T > ¢3/8+).
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One can also remark that if T2 < ¢ for an integer v > 1 then

>

xXEX

T 2v

= (¢ = 1)M,(T),

x(t)
2

t=

where M, (T') is the number of solutions of the equation (rather than a congru-
ence)
t1...ty =tu41...t20, tl,...,t2V€[2,T]

which can be estimated using various number theoretic tools. In particular, the
bound )
M, (T)<T"(1+(w—1)InT)" "

has been given in [I5, Lemma 4].

It is also worth mentioning that, under the ERH, one can improve Theorem [I]
(and Theorem Rl for larger values of T'). Namely, for any € > 0, the ERH implies
the bound

o(T) = O(TV/2¢°). (4)

In fact, using the so-called “large sieve” method one can probably obtain
quite strong unconditional results for “almost all” ¢ rather than for all of them
(which still suffices for cryptographic applications).

On the other hand, there are infinitely many primes ¢ such that for T =
O(logq) and any m > 1 the statistical distance A(m,T) is very large. Indeed,
it has been shown in [2] that there exists a constant ¢ > 0 such that for in-
finitely many primes g the smallest quadratic non-residue modulo ¢ is at least
clog qlogloglog q (under the ERH the same result is known with clog g loglog q).
Therefore for such ¢, T = | clog glogloglog ¢| and any m > 1 we have P, (k) =
0 whenever k is one of the (¢ —1)/2 quadratic non-residues modulo ¢. Therefore,
in this case A(m,T) > 1/2. It should be noted that a large statistical distance
does not imply that the corresponding signature scheme is insecure.

A more general modification of the algorithm from [6] (where some of the t;
and v; are alternated in a random fashion in the expressions for £ and \) can be
studied quite analogously.
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Abstract. We describe a new general method to perform part of the set-
up stage of the XTR system introduced at Crypto 2000, namely finding
the trace of a generator of the XTR group. Our method is substantially
faster than the general method presented at Asiacrypt 2000. As a side
result, we obtain an efficient method to test subgroup membership when
using XTR.

1 Introduction

XTR is an efficient and compact method to work with order p? —p+ 1 subgroups
of the multiplicative group GF(p®)* of the finite field GF(p®). It was introduced
at Crypto 2000 (cf. [4]), followed by several practical improvements a Asiacrypt
2000 (cf. [5]). In this paper we present some further improvements of the methods
from [4] and [5]. Given the rapidly growing interest in XTR our new methods
are of immediate practical importance.

Let p and g be primes such that p = 2 mod 3 and ¢ divides p?> —p+ 122 let g be
a generator of the order ¢ subgroup of GF(p®)*, and let Tr(g) = g+ g* + g”4 €
GF(p?) be the trace over GF(p?) of g. In [] it is shown that the conjugates over
GF(p?) of elements of the XTR group (g) can conveniently be represented by
their trace over GF(p?), and it is shown how this representation can efficiently
be computed given T'r(g).

Given p and ¢ the trace of a generator of the XTR group can be found as
follows, as shown in [4]. First one finds a value ¢ € GF(p?) such that F(c, X) =
X3 —cX?+cPX —1 € GF(p?)[X] is irreducible over GF(p?). Given an irreducible
F(c, X), there exists an element h € GF(p®)* of order > 3 and dividing p? —
p + 1 such that Tr(h) = ¢. Actually, h is a root of F(c¢, X). This implies that
Tr(g) can be computed as Tr(h®’ ~P+1/9), assuming that this value is # 3; if
Tr(h(p2 ~P+1)/4) = 3 another ¢ has be to found such that F(c, X) is irreducible.
Because F(c, X) is irreducible for about one third of the ¢’s in GF(p?), on average
3q/(q — 1) different ¢’s have to be tried before a proper c¢ is found.

Thus, for the XTR parameter set-up process one needs to be able to test irre-
ducibility of polynomials of the form F(c, X) = X3 —cX?+c? X —1 € GF(p?)[X]
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for random ¢ € GF(p?). The irreducibility test given in [4] takes 8log,(p) multi-
plications in GF(p); finding an irreducible F'(¢, X) using this method thus takes
an expected 24log,(p) multiplications in GF(p). In the follow-up paper [5] a
method is described that tests irreducibility of F(c, X) for random ¢ € GF(p?)
in 2.4log,(p) multiplications in GF(p) on average, so that an irreducible F'(c, X)
can on average be found in 7.2log,(p) multiplications in GF(p). In this paper
we present a further refinement of this last method that results in an F(e, X)-
irreducibility test that takes, on average for random ¢ € GF(p?), only 0.91og,(p)
multiplications in GF(p). As a result, an irreducible F'(¢, X') can be found in an
expected 2.7 log,(p) multiplications in GF(p).

The test from [4] takes 8log,(p) multiplications in GF(p), irrespective of the
outcome. The test from [5], on the other hand, is effectively free for half the ¢’s,
and takes 4.8log,(p) multiplications in GF(p) for the other half (two thirds of
which lead to an irreducible F(c, X)). Similarly, the refined test in the present
paper is effectively free for half the ¢’s, and takes 1.8log,(p) multiplications in
GF(p) for the other half. Thus, if during a cryptographic application of XTR a
value ¢ is transmitted for which, if the protocol is carried out correctly, F(c, X)
is supposed to be irreducible, then the irreducibility of F(¢, X) can be verified
at the cost of 1.81og, (p) multiplications in GF(p) using our new method. This is
more than 60% faster than the method from [5] and implies that this verification
by the recipient of XTR related values does not cause severe additional overhead.
Note that such checks are required because many cryptographic protocols are
vulnerable if ‘wrong’ data are used (cf. [I], [2], [6], [I1], and Section H).

As the irreducibility test from [5] our new irreducibility test is based on
Scipione del Ferro’s method. Instead of applying it directly to test F'(¢, X) €
GF(p?)[X] for irreducibility, however, we reformulate the problem as an irre-
ducibility problem for a third-degree polynomial P(c, X) € GF(p)[X]. This is
done in Section Bl We then show in Section [3] how the irreducibility of the re-
sulting polynomial P(c, X) can be verified. In Section [ we discuss subgroup
membership testing, and in Section [}l we show how this can be done in XTR.
We present a method that is based on the F'(c¢, X)-irreducibility test and costs
a small amount of additional computation but no additional communication,
and another method that takes only a constant number of GF(p)-operations but
causes some additional communication overhead.

2 From F(c, X) € GF(p?)[X] to P(c, X) € GF(p)[X]

Let ¢ € GF(p?) and let h; € GF(p®) for j = 0,1,2 be the roots of F(c,X) €
GF(p*)[X]. Because F(c,h;") =0 for j = 0,1,2 (cf. [4, Lemma 2.3.2.7v]) we
can distinguish three cases:

I. hj:hj_p for 7 =0,1,2.
II. ho = hy? and hj:hgfj for j =1,2.

IIL hj =h;P) oqs for j=0,1,2.
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In cases I and II we have that h; € GF(p?) so that F(c, X) is reducible over
GF(p?). In case III all h; have order dividing p* — p+ 1 and > 3 so that F(c, )
is irreducible over GF(p?) (cf. [4, Lemma 2.3.2.vi]). Thus, if case III can quickly
be distinguished from the other two cases, then the irreducibility of F'(c, X) can
quickly be tested. Actually, we only have to be able to distinguish between cases
I and III, because case II can quickly be recognized since it applies if and only if
A € GF(p) as in [Bl Step 2 of Algorithm 3.5] is a quadratic non-residue in GF(p)
(cf. [l Lemma 3.6]).

Definition 2.1 Let G(¢, X) = F(c,X) - F(c?, X), and let
Ple,X) =X+ (P +)X* + (P 4P +c—3)X + P + 2 +2 -2 — 2

The following lemma describes some of the immediate properties of the polyno-
mials G(c, X) and P(c, X) and their interrelation.

Lemma 2.2 Both G(¢, X) and P(c,X) are in GF(p)[X]. Furthermore P(c, X)
can be written as the product H?:o (X — G;) of three linear polynomials if and
only if G(c,X) can be written as the product H?ZO(X2 + G, X + 1) of three
quadratic polynomials, where G; € GF(p®) for j = 0,1,2. In particular, this
decomposition of G(c, X) is unique modulo permutation and either all G; are in
GF(p?) or all G; are in GF(p?).

Proof. It follows from Definition [2.1] and a straightforward computation that
G(c, X) equals

X6 (P4e) XOP+(P T 4P 4e) X A= (P +24+2) X34 (P T 4P 40) X2 —(P4c) X +1.

All coefficients of G(c, X) and P(c, X) equal their own p'" power, so that G(c, X)
and P(c, X) are in GF(p)[X]. Because ]_[?:O(X2 + G;X + 1) equals

X6 + (Go +G1+ GQ)XE) + (G()Gl + GoGo + G1Go + 3)X4 + (2G0 +2G1 + 2G5

+GoG1G2) X3 + (GoG1 + GoGa 4+ G1Gy +3) X% + (G + G, + Go) X + 1,

it follows that G(c¢, X) = H?:O(X2 +G;X +1) is equivalent to Go + G1 + G2 =
—cP —c € GF(p), GoG1 + GoGa + G1Go = cPtl +cP4+c—-3 € GF(p), and
GoG1Ga = 2¢P + 2¢ — ¢®? — ¢ — 2 € GF(p). That is, Gy, G1, G2 are the roots of
P(c, X). The proof now follows from the fact that H?ZO(X —Gj)=X3>—(Go+
G+ GQ)X2 + (G(]Gl +GoGa + G1G2)X — GoG1Ga, Deﬁnitionlﬂ, and the well
known result that the roots of a third degree polynomial over GF(p) are either
in GF(p?) or in GF(p?).

Lemma 2.3 G(¢, X) = H?ZO(X2 + G, X + 1) where, depending on cases I, II,
and IIT as identified above, the following holds:

I. Gj € GF(p) for j =1,2,3.
II. Gy € GF(p) and G; € GF(p?) for j =1,2.
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III. G; € GF(p®) for j =0,1,2 and G(c, X) is irreducible over GF(p).

Proof. Immediate. For completeness we present the details. It follows from [4]
Lemmas 2.3.4.ii and 2.3.2.v] that F(cP,hY) = 0 for j = 0,1,2, so that h; for
j=0,1,2 and ¢ = 1,p are the roots of G(c¢, X), in cases I, II, and III.

In case III (i.e., F(c, X) is irreducible over GF(p?)) the h; are conjugates over

GF(p?), i.e., h; = h’;il mod 3- 1t follows that hg and its conjugates over GF(p)

are the zeros of G(c, X) so that G(c, X) is irreducible over GF(p). Furthermore,
hp?, _ hpa mod p?—p+1 5 6
J J

= hj_l = h§+1 mod 3 and h§+1 mod 3 — hj_f2 mod 3 — h? -
hj. Therefore (hj + Y, | Loas)” = hj+ R, oa s 50 that hy + A%, g €
GF(p®). With h; - h§+1 mod 3 = h;f:l mod 3 ° h?—&-l mod 3 = 1 and defining G; =
—h; — h§+1 mod 3 € GF(p?) for j =0,1,2 we find that in case III the polynomial
G(c, X) factors as H?:O(X2 + G;X +1) over GF(p?®)[X].

In case I we have for j = 0,1,2 that h; - h¥ = h;” - 1% =1 and (h; + hY)P =
h + h?z = h¥ 4 h; so that h; + h? € GF(p). Defining G; = —h; — h¥ €
GF(p) for j = 0,1,2, we find that in case I the polynomial G(c, X) factors as
[[5_o(X2+ G;X +1) over GF(p)[X].

In case II we define Go = —ho — hf, so that Gy € GF(p) as in case L.
Furthermore, we define Gj = —h;—hj_; for j = 1,2. In this case (hj+h§_j)p2 =
h§2 + hgij = hj 4+ hf_; so that G; € GF(p?) for j = 1,2. Because furthermore
hj-hg_j = h;fj~h§_j = 1 we find that G(c, X) is the product of X2+GoX +1 €
GF(p)[X] and X2+ G;X +1 € GF(p?)[X] for j = 1,2. This concludes the proof
of Lemma 2.3

Corollary 2.4 Depending on cases I, II, and III, the following holds:

1. P(c,X) has three roots in GF(p).
II. P(c, X) has one root in GF(p) and two roots in GF(p?).
III. P(c,X) has three roots in GF(p®) \ GF(p).

Corollary 2.5 F(c, X) is irreducible over GF(p?) if and only if P(c, X) is ir-
reducible over GF(p).

In the next section we show that we can determine irreducibility for P(c, X)
faster than for F'(¢, X). Note that P(c¢, X) can be computed from F(c, X) at the
cost of a small constant number of multiplications in GF(p).

3 Testing P(c, X) € GF(p)[X] for irreducibility

Let P(c, X) € GF(p)[X] as in Definition[ZT] We base our method to test P(c, X)
for irreducibility over GF(p) on Scipione del Ferro’s method, cf. [5, Algorithm
3.1]. We recall this algorithm as it applies to P(c, X) € GF(p)[X].

Algorithm 3.1 To find the roots of P(c,X) = X3 + p2X? + p1 X + py €
GF(p)[X] in a field of characteristic unequal to 2 or 3, do the following.
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1. Compute the polynomial P(c, X —p2/3) = X3 + f1X + fo € GF(p)[X] with
fi=p1—p3/3 and fo = (27po — Ipap1 + 2p3)/27.

2. Compute the discriminant A = f2 + 4f3/27 € GF(p) of the polynomial
X% 4 foX — (f1/3)%, and compute its roots 719 = (—fo = VA)/2.

3. If 1y =7y =0, then let w = v = 0. Otherwise, let r; # 0, compute a cube
root w if 1, and let v = — f1/(3u).

4. The roots of P(c, X) are u+v —pa/3, ua +va? —py /3, and ua? +va —py /3,
with a as in [4] Section 2.1].

Lemma 3.2 With cases I, II, and III as identified in Section[d and Algorithm
[51] applied to the polynomial P(c, X) € GF(p)[X], we have that case III applies
if and only if A as in Step 2 of Algorithm [31 is a quadratic non-residue in
GF(p) and v as in Step 2 of Algorithm [31lis not a cube in GF(p?).

Proof. If A as in Step 2 of Algorithm [3:1]is a quadratic residue in GF(p), then
r1 is in GF(p). From p = 2 mod 3 it follows that all elements of GF(p) are cubes,
so u as in Step 3 of Algorithm Blis in GF(p) as well. It follows that P(c, X) has
at least one root in GF(p) so that with Corollary [24] case III does not apply.

If A is a quadratic non-residue in GF(p), then r; € GF(p?)\ GF(p). If r; is a
cube in GF(p?) then P(c, X) cannot have three roots in GF(p?®) \ GF(p) so that,
with Corollary [24], case III does not apply. The proof now follows by observing
that if A is a quadratic non-residue in GF(p) and r; is not a cube in GF(p?),
then P(c, X) cannot have a root in GF(p) so that, with Corollary 4, case III
must apply.

Lemma reduces P(c, X)-irreducibility (and thus F'(c, X)-irreducibility, cf.
Corollary [2H) to the computation of a quadratic residue symbol, possibly fol-
lowed by an actual square-root computation and a cubic residuosity test. We
show that the square-root computation can be avoided by combining it with the
cubic residuosity test. We first sketch our approach.

In [B] it was shown (just before Algorithm 3.5 in [5]) that an element x of
GF(p?) is a cube if and only if z®*~1/3 = 1, i.e., if and only if (zP~1)P+D/3 = 1,
It is easily shown that for y € GF(p?) of order dividing p+1 the trace over GF(p)
of y®+1)/3 equals 2 if and only if yP+1)/3 = 1. The trace over GF(p) of y®+1)/3
can be computed at the cost of 1.81log,(p) multiplications in GF(p) if the trace
over GF(p) of y is known (cf. Algorithm [34)). In our application, y = 2P~! and
x = 7 with ry = —fo/2 + VA/2 (cf. Step 2 of Algorithm Bl) where A is a
quadratic non-residue. We show that for x of this form the trace over GF(p) of
2P~ is given by an easy expression in which v/A does not occur. Thus, the only
substantial computation that remains to be done is the computation of the trace
over GF(p) of y(P+1)/3 at the cost of 1.8logy(p) multiplications in GF(p). We
now present this method in more detail.

Lemma 3.3 Let t € GF(p) be a quadratic non-residue in GF(p) and a,b €
GF(p). Then a® — bt # 0 and
a® + bt

((a + bX)p_l + (CL + bX)l_p) mod (X2 — t) = Qm
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Proof. Because t is a quadratic non-residue we find that a? — bt # 0 and that
t(P=1)/2 = _1. The latter implies that X? = —X mod (X2 — t), so that

(a +bX)? a+bX 9 a—bX a+bX 9
d(X“—1)= d (X*—1).
< a+bX Jr(a—&-bX)P mod ( ) a—l—bXJra—bX mod ( )

The result follows with

a—bX+a+bX (a—bX)*+ (a+bX)* _a®+b2X?
a+bX a—-bX  (a+bX)(a—bX) = TaZ—b2X2’

The following algorithm is well known in the context of primality testing, more
specifically the p + 1-test for primality (cf. [I0, Section 4]).

Algorithm 3.4 To compute the trace Tr(y") € GF(p) over GF(p) of y" €
GF(p?), given an integer n > 0 and the trace Tr(y) € GF(p) over GF(p) of
some y € GF(p?) of order dividing p + 1. This algorithm takes 1.8log,(p) mul-
tiplications in GF(p) assuming a squaring in GF(p) takes 80% of the time of a
multiplication in GF(p).

1. Let n = Zf:o n;2" with n; € {0,1} and ng # 0, let v = Tr(y) € GF(p) and
compute w = (2% — 2) € GF(p).
2. Fori=k—1,k—2,...,0 in succession, do the following.
— If n; = 1, then first replace v by vw—T7(y) and next replace w by w? —2.
— If n; = 0, then first replace w by vw—Tr(y) and next replace v by v —2.
3. Return Tr(y™) = v.

Algorithm 3.5 To test P(c,X) = X? + poX? + p1 X + po € GF(p)[X] for
irreducibility over GF(p), with p unequal to 2 or 3, do the following.

1. Compute the polynomial P(c, X —p2/3) = X3+ f1X + fo € GF(p)[X] with
fi=p1—p3/3 € GF(p) and fo = (27po — Ipap1 + 2p3)/27 € GF(p).

2. Compute the discriminant A = f2 + 4f3/27 € GF(p) of the polynomial
X2+ foX — (f1/3)3.

3. Compute the Jacobi symbol of A. If A is a quadratic residue in GF(p), then
P(c, X) is not irreducible (cf. Lemma[3.2)).

4. Otherwise, if A is a quadratic non-residue in GF(p), compute the trace of
r?‘fl over GF(p) as s = 2;‘?:2 € GF(p), where 1 = —fp/2 + \/Z/Q (cf.
Lemma B3] ’

5. Apply Algorithm B4l to Tr(y) = s and n = (p + 1)/3 to compute the trace
over GF(p) of (r?~")®+1/3 Tf the result equals 2, then , is a cube in GF(p?)
and thus P(c, X) is not irreducible (cf. Lemma B2).

6. Otherwise, A is a quadratic non-residue and r; is not a cube in GF(p?) so
that P(c, X) is irreducible over GF(p) (cf. Lemma [32)).




Fast Irreducibility and Subgroup Membership Testing in XTR 79

Theorem 3.6 For ¢ € GF(p?) the irreducibility of the polynomial F(c,X) =
X3 — X%+ X — 1 over GF(p?) can be tested at the cost of m + 1.81log,(p)
multiplications in GF(p), for some small constant m.

Proof. The proof follows from Section 2] Algorithm B.5, and Algorithm [3.4]

Corollary 3.7 Finding the trace of a generator of the XTR group can be ex-
pected to take about 25 (2.7log,(p) + 8log, ((p? — p + 1)/q)) multiplications in
GF(p) (c¢f. [3, Theorem 3.7]).

Proof. Immediate from the proof of [5, Theorem 3.7] and Theorem [B.6] above.

Note that the result from Corollary 31 is only about 2.7 log,(p) multiplications
in GF(p) slower than [5] Algorithm 4.5], but more general since it applies to all
p =2 mod 3 and not only to p = 2,5 mod 9.

4 Subgroup Attacks

Many cryptographic protocols can be tricked into undesirable behavior if data
is used that does not have the properties prescribed by the protocol. For in-
stance, elements of a certain group may be exchanged, but if membership of the
proper group is not tested before the elements are operated upon, security may
be endangered. A prominent example is the following. Let G be a cyclic, multi-
plicative group of prime order ¢ (of size > 160 bits) where the discrete logarithm
problem is believed to be intractable, and let g be an element of order ¢ in G. In
practice, G is often constructed as a subgroup of an abelian supergroup H, such
that membership of H is easily verified.

For example, if H = GF(p)* for a 1024-bit prime number p and the set
{0,1,...,p — 1} is used to represent GF(p), then x € H if and only if 0 < z < p,
which can trivially be tested. Similarly, if H is the group of points (written
multiplicatively) of a properly chosen elliptic curve over a finite field, then z € H
can simply be verified by testing that the coordinates of the ‘point’ x belong to
the finite field and that x satisfies the curve equation. In both examples G may be
chosen as (g) for an element g of prime order ¢ dividing the order |H| of H. But
testing if x € G is less trivial and consists of verifying that x € H and z9 = 1.
In the first example |H|/|G| is usually very large compared to ¢, whereas in the
second example this ratio is commonly chosen to be very small.

To review why membership testing of G is crucial to maintain security we
consider the Diffie-Hellman protocol. Assume that Alice calculates vy = ¢F4 € G
where k4 is secret and sends the result to Bob. Likewise, Bob calculates and
sends vp = ¢*# € G to Alice, where kp is supposed to be secret for Alice. The
shared secret key g*4*® can then easily be computed by both Alice and Bob.
The security is based on the assumption that k4 or kg cannot be inferred from
g, va, and vg. This assumption may be incorrect if v4 or vg is replaced by an
element not in G, inadvertently or on purpose. As a first illustration, suppose
that a € H is of small order, say 2, and suppose that an active eavesdropper
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changes v4 into v4 -« in transit. It follows that in this scenario the Diffie-Hellman
protocol runs successfully if and only if vg is even (or, more in general, if the
order of « divides kpg). In other words, the eavesdropper obtains information on
kp, which is not supposed to happen.

As a second illustration, suppose that |H|/|G| is a product of small primes
(cf. [8]), and that h is an element of order |H|/|G|. If Alice somehow convinces
Bob to use gh instead of g, and receives (gh)*® instead of ¥ € G from Bob, then
Alice can easily determine h*5 and thus kg mod (|H|/|G|) by using the Pohlig-
Hellman algorithm (cf. [9]). That is, Alice obtains secret information on kg if Bob
naively uses a ‘wrong’ generator provided by Alice and does not check subgroup
membership of the results of his own computations either. Another example is the
Cramer-Shoup cryptosystem (cf. [B]) whose provable resistance against chosen
ciphertext attacks relies on subgroup membership for a substantial number of
elements that are exchanged in the course of the protocol.

In this paper, subgroup attacks refer to attacks that take advantage of the
omission to verify membership of the subgroup G: they attack the security pro-
vided by the subgroup by replacing subgroup elements by elements from the
supergroup H that do not belong to the proper subgroup. Examples of sub-
group and related attacks can be found in [I], [2], [6], and [11]. We implicitly
assume that membership of H is verified, i.e., that all alleged elements of H are
indeed elements of H, and that this verification can easily be done.

Subgroup attacks can be prevented in roughly three ways:

1. By assuring that alleged subgroup members are indeed subgroup members,
i.e., performing a membership test.

2. By ensuring that the ratio |H|/|G| is small, e.g. 2.

3. By slightly adapting protocols.

We discuss these three prevention methods in more detail.

Membership test

In most practical circumstances the supergroup H is cyclic as well (as in systems
based on the multiplicative group of a finite field), or the order ¢ of G is a prime
number such that H is not divisible by ¢ (as in elliptic curve cryptography,
when using non-cyclic curve groups). The following result states that in these
cases it suffices to do an order check, i.e., checking that x € H satisfies 2?7 = 1,
to test membership of G.

Lemma 4.1 Let G be multiplicative subgroup of prime order q of a super-
group H. If there exists an element © € H \ G for which z9 = 1, then H is
not a cyclic group and the order of H is divisible by ¢>.

Proof: Assume to the contrary that H is cyclic. Then the number of elements
of order dividing ¢ is equal to ¢q. The set G |J{z}, however, contains at least ¢+ 1
elements of order dividing ¢; it follows that H cannot be cyclic. Furthermore,
(z,g) is a subgroup of H of ¢? elements; it follows that ¢? divides |H|.

Thus, testing membership of G may entail an operation of cost comparable to
the regular operations of the protocol. To illustrate that an order check is not
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sufficient in all cases, let G be any cyclic group of order ¢ and consider the cyclic
subgroup G = ((g1, g2)) of the supergroup H = G?, where g1, go are randomly
chosen in G. In this case H is not cyclic and has order ¢2. To test membership
of G it is not sufficient to check that (hy,h2)? = (1,1), but one needs to prove
that log, (h1) = log,,(h2) which usually is computationally infeasible. This is
known as an instance of the Decision Diffie-Hellman problem which usually is
computationally infeasible. The latter example is not common in cryptographic
applications, but simply serves as an illustration. From now on we will restrict
ourselves to the situation that an order check is sufficient, i.e., H is cyclic or of
order not divisible by ¢2.

Choosing a small ratio |H|/|G]|

If one chooses the ratio r = |H|/|G| small then there exist only very few pos-
sibilities to perform subgroup based attacks. It seems widely accepted that at
most log,(r) secret bits are leaked if membership of H is checked but member-
ship of G is not. In ordinary multiplicative groups r can only be small if ¢ is
very large, thereby losing the ‘short exponents’ advantage of working in a small
subgroup. The computational overhead of full size exponents can, however, be
reduced by using exponents that are only as long as one typically would choose
the size of a subgroup of prime order g, i.e., > 160 bits (cf. [8 Lemma 2]).
Note that a small |H|/|G| ratio is common in elliptic curve cryptosystems. In
XTR the supergroup H is the order p* — p + 1 subgroup of GF(p®)*, and the
XTR group G is a subgroup of order g of H. In Section [ below it is shown
how membership of H can quickly be tested. Although the possibility of small
values for |H|/|G| = (p?> — p + 1)/q is not explicitly mentioned in [4] or [5] it
can without difficulty be used in the XTR versions of common cryptographic
protocols, thereby limiting the risk of XTR subgroup attacks. Note that the risk
of subgroup attacks against XTR is also very limited if |H|/|G] is chosen as 3¢2
for a prime number g5 of the same order of magnitude as q.

Slightly Adapting Protocols

By adding an additional step to protocols using subgroups it can be ensured
that the alleged subgroup element is retracted into the subgroup before secret
information is employed to it. We illustrate this for the Diffie-Hellman protocol,
using the notation as introduced above. Instead of using ¢*4%5 as the shared
secret key, one uses g"*4*2  where r = |H|/|G|, which is computed in the fol-
lowing way. Upon receipt of vp from Bob, Alice calculates (vf;)* instead of
UEA. Similarly, Bob calculates (v"y)*2. Note that v", is an element of G and that
vsz mod 4 can only be equal to (v7})¥? if v4 € G. That is, performing the opera-
tions successively is crucial and, since an attacker may have chosen v4 € G, it is
also crucial not to compute v’,™°% ¢ but v'; for the ‘original’ r = |H|/|G|. Since,
as we assumed, the co-factor r = |H|/|G] is relatively prime with ¢, breaking
this variant of the Diffie-Hellman protocol is as secure as the original one with
a membership test incorporated into it. Many other DL based protocols and
schemes that are susceptible to subgroup attacks, like the ElGamal scheme, can
be adapted in a similar fashion.
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Obviously, adaptation of protocols is typically a practical solution only if 7 is
smaller than the prime order g of G, because otherwise a membership test would
be more efficient. For instance, in traditional Schnorr-type subgroups systems
H is the multiplicative group of a large finite field GF(p), the subgroup G has
substantially smaller size ¢, and r is often quite large: if log,(p) = 1024 and
log,(q) = 160 then log,(r) =~ 864. If > ¢, as in this example, then the best
method we are aware of to verify subgroup membership is to check that the gth
power of the element to be tested equals one (after one has verified, of course,
that it is an element of H). Else, if r < ¢, then one may choose to slightly adapt
the protocols used.

5 Prevention of Subgroup Attacks in XTR

In this section we focus on preventing subgroup attacks for XTR. Let G denote
the XTR group and H the XTR supergroup of all elements of GF(p%)* of order
> 3 and dividing p? —p+ 1. We describe efficient ways to determine if an element
in GF(p?) is the trace of an element of H. The results from the previous section,
e.g. choosing |H|/|G| small and using short exponents, can then be used to obtain
variants of XTR that are not susceptible to subgroups attacks.

Let d be the element of GF(p?) \ GF(p) to be verified. The first method con-
sists simply of checking that F(d, X) is irreducible over GF(p?) (cf. [4, Remark
2.3.3]), which can be done at the cost of 1.8 log,(p) plus a small constant number
of multiplications in GF(p) (cf. Theorem B.G)).

Our second method is effectively free from a computational point of view
because it requires only a small constant number of operations in GF(p), but it
requires a small amount of additional communication. Let p, ¢, and Tr(g) be as
above and let d € GF(p?) be the element to be verified, i.e., the element that
is supposedly the trace of an element, say h, of the XTR group (g). Corollary
B9 below shows that if one sends Tr(h - g) along with d(= Tr(h)), then one
can efficiently verify that d corresponds to the trace of an element of the XTR
supergroup H.

Definition 5.1 Let R(X),S(X) € GF(p?)[X] be two monic third-degree poly-
nomials with non-zero constant term. If the roots of R and S are ag, a1, €
GF(p®) and B, B1, B2 € GF(p°), respectively, then the root-product R(R,S) is
defined as the monic polynomial with the nine roots oy - B; for 0 <i,j < 2.

Lemma 5.2 For R(X),S(X) € GF(p?)[X] the root-product R(R, S) is a ninth-
degree polynomial over GF(pQ) with non-zero constant term.

Proof: Fixing R(X) and varying S(X) one finds that the coefficients of the
polynomial R(R,S) are symmetric polynomials in the roots Gy, 81, 82 of S(X),
and that they can be written (cf. [7]) as linear sums of elementary symmet-
ric polynomials in By, 81, 82 with fixed coefficients depending on ag, g, as. It
also follows that these fixed coefficients are symmetric polynomials in the roots
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Qq, a1, az. The values of the elementary symmetric polynomials in aq, a1, g and
Bo, 81, 32 are in GF(p?) because R(X),S(X) € GF(p?)[X], so that the coeffi-
cients of the polynomial R(R, S) are in GF(p?). The remainder of the lemma is
straightforward.

Lemma 5.3 Let R(X),S(X) € GF(p?)[X] and let Bo, 51,52 € GF(p®) be the
roots of S(X). Then

R(R,S) = (Bo - Br - B2) R(X - 3571 - ROX- B 1) - R(X - B7).
If S(X) is irreducible over GF(p?) then

R(R,S) = B2 PO RX . 670 - R(X - 857) - R(X - 557,

Proof: The first part result is a straightforward verification and the second part
follows from the fact that the roots of S(X) are conjugate over GF(p?) if S(X)
is irreducible over GF(p?).

Note that Sy - 51 - B2 in Lemma B3l equals the constant term of S(X). The
crucial aspect of the second part of the lemma is that it describes (R, S) using
only R(X) and the conjugates of the roots of S(X). That is, if we consider the
representation of GF(p®) that follows by adjoining a root of S(X) to GF(p?),
we can efficiently determine the root-product of R(X) and S(X), assuming we
can efficiently determine the (p?)*™ and (p*)™ powers of a root of S(X) in this
representation.

In our application S(X) is F(c, X) where ¢ = Tr(g) for some element g in
the XTR supergroup H. That is, F'(c, X) is irreducible by [4, Remark 2.3.3],
and we represent GF(p%) as GF(p?)(g), i.e., by adjoining the root g of F(c, X)
to GF(p?). Since "’ = gP~! and gp4 = ¢g7? and ¢’ ! and ¢g~P easily follow
given a representation of ¢gP, in order to be able to compute the root-product
R(R, F(c, X)) it suffices to have a representation for g? in GF(p?)(g). The fol-
lowing result shows how such a representation can be obtained. We abbreviate
Tr(g) as c;.

Proposition 5.4 Let ¢ = Tr(g) for some element g € H. Given ¢p_o =
Tr(g™2), cm_1 = Tr(g™ 1), and c,, = Tr(g™), values K, L, M € GF(p?) such
that g™ = Kg? + Lg + M mod F(c, X) can be computed at the cost of a small
constant number of operations in GF(p).

Proof: By raising ¢ = Kg* + Lg + M to the (p*)* power for i = 0,2,4, and
by adding the three resulting identities, we find that c¢,, = Kco + Ley + Mcg.
Similarly, from ¢™ ! = Kg+L+Mg~ ! and g™ 2 = K+ Lg~'+Mg~? it follows
that ¢;,—1 = Kcg + Leg + Mc_q and ¢p,—2 = Kcg + Le—1 + Mc_o respectively.
This leads to the following system of equations over GF(p?):

Cm—2 C_o2C_1C M
Cm—1 = C_1 Cy C1 . L
Cm, cp €1 Co K
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Because ¢, ¢;p—1, and ¢,,,—o are given and the matrix on the right hand side is
invertible (cf. [4, Lemma 2.4.4]) the proof follows.

Corollary 5.5 Let ¢ = Tr(g) for some element g € H. Given Tr(g?~2), a
representation of g mod F'(c, X) can be computed at the cost of a small constant
number of operations in GF(p).

Proof: This follows from Proposition [5.4] and the fact that ¢, = ¢ = ¢? and
2
po1=cr=d =c=c

Theorem 5.6 Let R(X) € GF(p?)[X] be a monic third-degree polynomial with
non-zero constant term. Let ¢ = Tr(g) for some element g € H. Given Tr(gP~2),
the root-product R(R(X), F(c, X)) can be computed at the cost of a small con-
stant number of operations in GF(p).

Proof: This follows immediately from Lemma [53 and Corollary

We remark that c¢,_o = ¢pt1, as cpp1 = c-¢p — P - cp—1 + cp—2 (cf. [4, Lemma
2.34.1), ¢p = P, and ¢,—1 = c. As the value ¢,_o plays an important role it
could be pre-computed and stored. The following result states that c,_o can
quickly be recovered from a single bit.

Proposition 5.7 Let ¢ = Tr(g) for some element g € H. Then Tr(gP~2) =
cp—2 can be computed at the cost of a square-root computation in GF(p?), as-
suming one bit of information to resolve the square-root ambiguity.

Proof: Write ¢,_o = z1a0 + x902 in the representation of GF(pz) introduced
in [4, Section 2.1]. A straightforward verification shows that (c,—» — ¢ 5)* =
—3(z1 — 2)*. Combining this with the identity for (c,—o — ¢)_,)* given in [4
Lemmas 2.4.4 and 2.4.5] (and using that c¢,_o = cpy1), we find that —3(z1 —
x9)% = *PF2 4 18cPTL — 4(cPP + 3) — 27 € GF(p).

On the other hand c,—o + 0572 = —(x1 + x2). Using that ¢,—o = g2 +
gP=2P" g2t = gp=2 4 =21 4 g+l it follows that ¢, = g7P7l +
g P2 + ¢~ 1. Now,

th=c = (g+ 9" g )"+ + g7
— gp+1 +91772 +gf2p+1 Jrgfpfl +gfp+2 Jr921171 +3
= Cp—2 + 02_2 + 3.

That is, 1 + 22 = 3 — P! € GF(p). Combining the two identities involving
x1 — @2 and x1 + x2 it follows that c,_» and its conjugate over GF(p) can be
computed at the cost of a square-root calculation in GF(p?). To distinguish
Cp—2 = T100+ x9a? from its conjugate xoor + z1a? a single bit that is on if and
only if 1 > xo suffices.

Lemma 5.8 Let ¢ = Tr(g) for some element g € H and let d,d’ € GF(p?).
Given the value c,_o the correctness of the following statement can be checked

at the cost of a small, constant number of operations in GF(p): there exists an
element h € H such that d = Tr(h) and d' =Tr(h-g).
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Proof: Consider the following algorithm:

2 are roots of the polynomial

1. By a simple verification check whether 1, o or «
F(d, X). If so, then the statement is not true.

2. Otherwise, calculate the root-product R(F(d, X ), F(c, X)) and determine if
this is divisible by the polynomial F(d’, X). If so, the statement is true,
otherwise it is not.

The conclusion of the first step of the algorithm is trivial. For a proof of the
conclusion of Step 2 of the algorithm, assume that d is not equal to the trace of
an element of H. It follows from [4, Lemma 2.3.2] that the roots of F(d, X) are
in GF(p?). According to Step 1 the roots are not equal to 1, a or o, so that the
roots of F(d, X) are not members of H either, as the greatest common divisor of
p?> —p+1and p? —1is 3 and H has order > 3. It easily follows that none of the
roots of the root-product R(F(d, X), F(c, X)) lies in H. Moreover, as the roots
of F(c, X) do not lie in GF(p?), it follows that the roots of the root-product do
not lie in GF(p?) either.

Applying [4l Lemma 2.3.2] once more, the roots of the polynomial F(d', X)
are either in GF(p?) or in H. It follows that F(d’, X) cannot divide the root-
product R(F(d, X), F(c, X)). Thus if F(d', X) divides R(F(d, X), F(c, X)), then
d is equal to the trace of an element h € H. In this situation, the roots of the
root-product are equal to h?" - g?* for i, j = 0,2, 4. It follows that F(d’, h?" -g) =0
for some 4 in {0,2,4} and hence that d = Tr(h?") and d’ = Tr(h?" - g). That is,
the statement is true.

We finally observe that the algorithm requires a small constant number of
operations in GF(p?).

Corollary 5.9 Letc = Tr(g) for some element g € H and suppose that Tr(gP~2)
is known. Then accompanying the trace value of an element h € H by the trace
of its ‘successor’ h - g enables an efficient proof of membership of h in H.

Corollary 5.10 Let ¢ = T'r(g) where g is (known to be) a generator of the XTR
group, let d be the trace of an element that is (known to be) in the XTR group
{g), and let d' be some element of GF(p?). Then it can efficiently be verified
if d and d' are of the form Tr(g*), Tr(g®t1), respectively, for some integer x,
0<z<qg.

An XTR public key meant for digital signatures takes the form p, g, ¢, d, and
d’ where p and ¢ are primes satisfying the usual XTR conditions and where
c = Tr(g) for a generator g of the XTR group, d = Tr(g*) for a secret key
k, and d’" = Tr(g*¥*1) (cf. [4]). The above corollary implies that a Certificate
Authority can efficiently verify the consistency of an XTR signature public key
presented by a client, before issuing a certificate on it. More specifically, suppose
a client provides a Certificate Authority with XTR public key data containing p,
q, ¢, d, and d’ where p and ¢ are primes satisfying the usual XTR conditions and
where, supposedly, ¢ = Tr(g) for a generator g of the XTR group, d = Tr(g*)
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for a secret key k, and d’ = Tr(g**!). The Certificate Authority can easily check
that this is indeed the case, in two steps. First the Certificate Authority checks
that p and ¢ are well-formed and that ¢ and d are indeed traces of elements of the
XTR group using standard XTR arithmetic (cf. [4, Lemma 2.3.4 and Theorem
2.3.8]). Secondly, the Certificate Authority uses Corollary to verify that d
and d' are traces of consecutive (and unknown, to the Certificate Authority)
powers of the generator corresponding to c.
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Abstract. In this paper, we introduce a framework in which we can
uniformly and comprehensively discuss security notions of public-key en-
cryption schemes even for the case where some weak generator producing
seemingly random sequences is used to encrypt plaintext messages. First,
we prove that indistinguishability and semantic security are not equiv-
alent in general. On the other hand, we derive some sufficient condition
for the equivalence and show that polynomial-time pseudo-randomness
is not always necessary for the equivalence.

1 Introduction

One of the important goals in computational cryptography is to provide a public-
key encryption scheme that achieves a security level as strong as possible under
various circumstances. For this purpose, several security notions have been in-
troduced. In particular, we will discuss in this paper the notions of “semantic
security” and “indistinguishability of encryptions” introduced by Goldwasser
and Micali [12], which have shown to be equivalent [12][18]. For another major
security notion, we have “non-malleability” introduced in [§]. These notions are
defined in terms of an adversary who is given only a challenge ciphertext. This
attack model is called ciphertext only attack (abbreviated COA). Besides COA,
three major attack models have been studied in the literature. One is called
chosen plaintext attack (abbreviated CPA) model, in which the adversary can
encrypt any plaintext messages of his choice. For more stronger attack models,
chosen ciphertext attack [19] and adaptive chosen ciphertext attack [20] have
been also considered.

Although these security notions have been studied quite well (see, e.g., [1124]),
we think that there are still some important issues that have not been addressed
in the previous research. Security when used with a “pseudo-random” resource is
one of such issues. Usually, security notions are defined assuming that ideal (i.e.,
true) random resource is available. Furthermore, it has been shown that one can
safely use any “polynomial-time pseudo-random” generator for the substitute of
the true random resource; that is, most security notions do not change by using
the polynomial-time pseudo-randomness for the true randomness. Although we
have several “theoretically guaranteed” polynomial-time pseudo-random gener-
ators, they are unfortunately not fast enough for practical use, and much faster
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but less reliable pseudo-random generators have been used in many practical sit-
uations. Then the above security notions (and their relations) may be no longer
valid with such weak pseudo-randomness. In fact, it has been shown [3] that if
DSS is used with a linear congruential generator, then its secret key can be easily
detected after seeing a few signatures. (See also [7]9/1522].) Though this result
indicates that the linear congruential generator is unsuitable for cryptographic
purposes, it does not mean that the linear congruential generator is useless at
all for all cryptographic systems. It is certainly important to study more care-
fully which aspect of the randomness is indeed important for discussing several
security levels.

In this paper, we will introduce a framework in which we can uniformly and
comprehensively discuss “semantic security” and “indistinguishability” notions
even for the case where some weak generator producing seemingly random se-
quences is used. (In order to avoid confusion, we will use throughout the paper
the term “quasi-random” for referring pseudo-randomness including one without
any guarantee.) While most of corresponding notions are easily restated from
the original definitions, we have to be a bit careful for choosing right definitions
in relation to attack models. In the context of public-key encryption scheme,
CPA is equivalent to COA because once the adversary obtains the public-key,
he can compute ciphertext messages easily. This may not be true any more when
quasi-random generators are involved. In this paper, for the model corresponding
to COA, we consider the situation in which an adversary cannot access to the
quasi-random generator, it is still possible for the adversary to make use of the
encryption algorithm. On the other hand, in the model corresponding to CPA,
it may be more natural that adversary can invoke the encryption oracle which,
given a plaintext message, uses the quasi-random generator in encrypting the
message and replies with its ciphertext message. Throughout this paper, we will
discuss under this revised COA model.

Next we will study the relationships between these security notions: seman-
tic security and indistinguishability. We first prove that they are not equiva-
lent in general. On the other hand, while the well-known fact can be restated
in our framework as the polynomial-time pseudo-randomness is sufficient to
have the equivalence between semantic security and indistinguishability, the
polynomial-time pseudo-randomness is not necessary for the equivalence. It is
easy to see that “polynomial-time pseudo-randomness” has two aspects: “effi-
cient samplability” and theoretically guaranteed “pseudo-randomness.” We call
the former property samplability simply and the latter semi-randomness to dis-
tinguish from both pseudo-randomness and quasi-randomness. Then we derive
that semi-randomness or samplability is better sufficient condition for the equiv-
alence between semantic security and indistinguishability.

In Section 2, we review the definitions of security notions of public-key en-
cryption scheme. In Section 3, we introduce our new framework and reformulate
well-known security notions to fit for the new framework. In Section 4, we dis-
cuss the relation between semantic security and indistinguishability in our new
framework.
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2 Preliminaries

2.1 Notations and Conventions

We introduce some useful notations and conventions for discussing probabilistic
algorithms. If A is a probabilistic algorithm, then for any input x, the notation
A(x) refers to the probability space which assigns to the string y the probability
that A, on input z, outputs y. If S is a probability space, denote by Pre. s[e]
(or Prgle]) the probability that S associates with element e. When we consider a
finite probability space, it is convenient to consider separately the corresponding
sample set and probability distribution on the set. If S is a finite set and D is a
probability distribution on S, denote by Pre.c,s[e] the probability that element
e € S is chosen according to D. If S is a finite set, denote by Pr.ec,sle] the
probability that element e € S is chosen uniformly.

By 1™ we denote the unary representation of the integer n. A function f :
{0,1}* — {0, 1}* is polynomially-bounded if there exists a polynomial p(-) such
that |f(z)| < p(|z|) for all x € {0,1}*.

2.2 True Randomness Framework

In this paper, we will introduce a framework in which we can uniformly and com-
prehensively discuss “semantic security” and “indistinguishability” notions even
for the case where some weak generator producing seemingly random sequences
is used. (In order to avoid confusion, we will use throughout the paper the term
“quasi-random” for referring the pseudo-randomness including one without any
guarantee.) Usually any cryptographic notions are defined in the “true random-
ness framework,” where the true randomness is available. We review the notions
of semantic security and indistinguishability (in the true randomness framework)
and the relation between them. We begin with the definition of public-key en-
cryption schemes (in the true randomness framework).

Definition 1 (public-key encryption scheme). A public-key encryption
scheme is a quadruple (G, M, E, D), where the following conditions hold.

1. G, called the key generator, is a probabilistic polynomial-time algorithm
which, on input 1", outputs a pair of binary strings.

2. M = {M,}nen is a family of message spaces from which all plaintext mes-
sages are drawn. In order to make our notation simpler (but without loss of
generality), we assume that M, = {0,1}".

3. For every n, for every pair (e, d) in the support of G(1"), and for any e € M,,,
probabilistic polynomial-time (encryption) algorithm E and deterministic
polynomial-time (decryption) algorithm D satisfy
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%I‘[D(d, Ee,a)) =a] =1,

where the probability is over the internal coin tosses of the algorithm F.

The integer n serves as the security parameter of the scheme. Each (e, d) in the
range of G(1™) constitutes a pair of corresponding encryption/decryption keys.
The string E(e, ) is the encryption of the plaintext message a € {0,1}* using
the encryption key e, whereas D(d, ) is the decryption of the ciphertext message
(B using the decryption key d.

Hereafter, we write E.(«) instead of E(e,a) and Dy(5) instead of D(d, 3).
We also write E.(a;r) when we want to express explicitly the randomness r of
the encryption algorithm. Also, we let G1(1™) denote the first element in the
pair G(1™).

Since Goldwasser and Micali defined semantic security and polynomial secu-
rity (a.k.a. indistinguishability), several ways to define such notions are shown.
In this paper, we adopt a non-uniform formulation as in [10] in order to sim-
plify the exposition. We note that employing such a non-uniform formulation
(rather than a uniform one) may strengthen the definitions; yet, it does weaken
the implications proven between the definitions, since proofs make free usage of
non-uniformity.

A transformation is a uniform algorithm which, on input C,,, outputs C/,,
where C,, (resp., C7) is the representation of a circuit C,, (resp., C’,) in some
standard encoding. Without loss of generality, we identify a circuit with its
representation (in the standard encoding).

Definition 2 (semantic security). An encryption scheme (G, M, E, D) is se-
mantically secure if there exists a probabilistic polynomial-time transformation
T so that for every polynomial-size circuit family {C),},cn, for every probabil-
ity ensemble {X,,},cn satisfying that X,, is a probability distribution on M,,
for every pair of polynomially-bounded functions f,h : {0,1}* — {0,1}*, every
polynomial p(-) and sufficiently large n,

o Pr [Ca(Gr17), By am) (X). 17, h(Xa)) = £(X0)

o 1
! n n J—
< B [eneam ) = )] + o
where C!, = T(C,,) is the circuit produced by T on input C,,. (The probability
in the above terms is taken over X,, as well as over the internal coin tosses of
the algorithms G and E.)

Definition 3 (indistinguishability). An encryption scheme (G, M, E, D) has
indistinguishable encryptions if for every polynomial-size circuit family {C, }nen,
for every polynomial p(-), for all sufficiently large n, and for every x,y € M,
1

CI;TE [Cn(Gl(ln),EGl(l")(m)) = 1} — CEYE[C”(Gl(ln)7EGl(lﬂ)(y)) = 1] < m
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The probability in the above terms is taken over the internal coin tosses of the
algorithms G and E.

We have seen two notions of security for public-key encryption schemes. The
above definitions only refer to the security of a scheme that is used to encrypt
a single plaintext message (per key generated). Clearly, in reality, we want to
encrypt many massages with the same key. The corresponding definitions of se-
curity notions in the multiple message setting have been given and discussed
in [10]. Although it is important to consider the security in the multiple mes-
sage setting, we will omit to discuss them on account of space constraints. The
following theorem has been already shown [I2T8].

Theorem 1 ([12/18]). Let (G, M, E, D) be an encryption scheme. In the true
randomness framework, (G, M, E,| D) is semantically secure if and only if (G, M,
E, D) has indistinguishable encryptions.

The reductions that are used in the proof of the above theorem are random-
ized. Care must obviously be taken to confirm that the reductions still work for
the case where some quasi-random generator is used instead of the true random
resource.

3 Quasi-randomness Framework

In this section, we prepare a framework — quasi-randomness framework — in
which we can uniformly and comprehensively discuss “semantic security” and
“indistinguishability” notions even for the case where some weak quasi-random
generator producing seemingly random sequences is used.

3.1 Public-Key Encryption Scheme for Quasi-random Set Family

We begin with introducing the notion of “quasi-randomness” and some nota-
tions. In this paper, a quasi-random string is just a string (of certain length)
drawn from some subset of strings (of this length) uniformly at random. More
specifically, we consider the following family of sets of strings.

Definition 4. Let ¢(-) be a polynomial. A ¢(n)-quasi-random set family (ab-
breviated QRSF) {R,, }nen is a family of sets of strings of length g(n).

Below we usually use {R,} to denote some quasi-random set family. On the
other hand, g(n)-true-random set family (abbreviated TRSF) is just a collection
of sets T,, = {0,1}9("). We use {T},} to denote some true-random set family.

Our ultimate purpose is to give a taxonomy of quasi-random set families
from a viewpoint of the security of public-key encryption schemes. We have to
enumerate some properties over quasi-random set families to begin with.

While the well-known fact can be restated in our framework as the polynomial-
time pseudo-randomness is sufficient to have the equivalence between seman-
tic security and indistinguishability, we show that the polynomial-time pseudo-
randomness is not necessary to have the equivalence. This implies that there may
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be more usable sufficient conditions for the equivalence. It is easy to consider
separately “efficient samplability” and “pseudo-randomness” as some properties
on quasi-randomness. We call the former property samplability simply and the
latter semi-randomness to distinguish from both pseudo-randomness and quasi-
randomness. “Samplability” is quite a natural property because generators with-
out samplability is, in general, difficult to use. Especially in Monte-Carlo simula-
tion, efficient samplability is required. On the other hand, “semi-randomness” is
also one of important properties. Semi-random sequences pass many statistical
tests. Some sequences that are obtained from physical sources such as electronic
noise or the quantum effects in a semiconductor. When the sequences pass all
known statistical tests, it is often that we use the sequences as “random se-
quences.” We may consider that such sequences may have the semi-randomness
property. So, in this paper, we study these two properties on QRSF.

We begin with definition of “semi-randomness.” Semi-random sequences are
ones that are not distinguished by any polynomial-size circuit. More specifically,
we consider the following definition.

Definition 5. A ¢(n)-QRSF {R,} is said to be semi-random if for every poly-
nomial-size circuit family {C,, }nen, every polynomial p(-), all sufficiently large
n?

Pr [Cp(r)=1]— Pr [Ch(r)=1]|< —

r€UuRn r'eyTy

where {T,,} is q¢(n)-TRSF.

We note that semi-random sequences are different from output sequences by
polynomial-time pseudo-random generators. Semi-random sequences need not to
be recursive nor generated efficiently.

Next, we give a definition of “samplability.” For any samplable sequence,
there exists a (polynomial-size) generator {S, },ecn whose output is statistically
close to the samplable sequence. More specifically, we consider the following
definition.

Definition 6. A ¢(n)-QRSF {R,} is said to be samplable if there exists a
polynomial-size circuit family {S,}nen so that for every polynomial p(-) and
all sufficiently large n,

max
A

where the maximum is taken all over the subsets of {0,1}4("),

1
p(n)’

TEU{I;E}[I(") Sy(r) € A] - regl;%n [r € A ’} <

We note that the maximum value in the above definition is so called “statistical
difference” between two probability distributions: {Sn(r)},c  {0,1}a» and the
uniform distribution on R,,.

We extend the notion of public-key encryption scheme in order to cope with
QRSF instead of the true randomness.
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Definition 7 (public-key encryption scheme, revisited). A public-key en-
cryption scheme is a quadruple (G, M, E, D), where the following conditions
hold.

1. G, called the key generator, is a probabilistic polynomial-time algorithm
which, on input 1™, outputs a pair of binary strings. (Although the key
generator also uses randomness, we disregard it here in order to cast light
on roles of randomness in encrypting. So, we assume that randomness in key
generator is always ideal.)

2. M = {M,}nen is a family of message spaces from which all plaintext mes-
sages will be drawn. In order to make our notation simpler (but without loss
of generality), we will assume that M,, = {0,1}"™.

3. For every ¢(n)-QRSF {R,}, for every n, for every pair (e, d) in the support
of G(1™) and for any « € M,,, “deterministic” polynomial-time (encryption)
algorithm F and deterministic polynomial-time (decryption) algorithm D
satisfy

TGE%R Dy(E.(a;m)) = a| =1,

where the probability is over the uniform distribution on R,,.

We note that we treat the encryption algorithm as deterministic one fed with a
plaintext message and a (random) supplementary input of length g(n).

3.2 Security Notions for Quasi-random Set Family

In this subsection, we reformulate the notions of semantic security and indistin-
guishability to suit the framework of quasi-random set family.

Definition 8 (semantic security, revisited). An encryption scheme (G, M,
E, D) is semantically secure w.r.t. g(n)-quasi-random set family { R,, } if there ex-
ists a probabilistic polynomial-time transformation 7" so that every polynomial-
size circuit family {C), },en, for every probability ensemble {X,, },,en satisfying
that X, is a probability distribution on M,,, every pair of polynomially-bounded
functions f,h: {0,1}* — {0,1}*, every polynomial p(-) and all sufficiently large
n,

e BE OG0, By ) (Xai). 17 B(X) = T (X))

< P [CHGI™M) 1" h(X)) = F(Xa)| + ——

YT, An

where C!, = T(C,,).

Some explanation on the attack model is needed here. In the above defini-
tion, an adversary C, is given only an encryption key G1(1™) and a ciphertext
message Eg,(1n)(Xn;7) (and some supplementary information h(X,)). Thus, it
is considered as ciphertext only attack (COA) model. But note here that we
may consider any polynomial-size circuit C,, for the adversary; hence, we may



94 Takeshi Koshiba

assume that the encryption algorithm is also included in C,,. In the true random-
ness framework, this immediately includes the chosen plaintext attack (CPA) in
which model the adversary can encrypt any plaintext messages of his choice.
This is not true any more in the quasi-randomness framework because there
is no guarantee that some (randomized) polynomial-size circuit can generate
quasi-random strings in R,, uniformly at random.

Moreover, we consider our revised COA model. For our COA model, we
consider the situation in which an adversary cannot access to the quasi-random
generator. The situation means that those who use public-key encryption scheme
have their private quasi-random generators. In general, they do not have to
publicize their quasi-random generators which are used in public-key encryption
scheme. In addition, the case where private quasi-random generators are used is
more secure than the case where public quasi-random generators are used. Thus,
we can say that our COA model makes sense.

Definition 9 (indistinguishability, revisited). An encryption scheme (G,
M, E, D) has indistinguishable encryptions w.r.t. q(n)-quasi-random set family
{R,} if for every polynomial-size circuit family {C}, },.cn, every polynomial p(-),
all sufficiently large n and every z,y € M,

G;Tfe’an [Cn(G1(17™), Eg, (1my (7)) = 1]

1
- " n <! = —_—
G;T"PE)ERn [Cn (Gl(l )7 EG1(1 )(y, r )) 1] < p(n)

We also note that C),, in the above definition, cannot directly access to QRSF
{Rn}.

The following notion is somewhat artificial. However, it is useful to charac-
terize the notions of semantic security and indistinguishability.

Definition 10 (skew-indistinguishability). An encryption scheme (G, M, E,
D) has skew-indistinguishable encryptions w.r.t. q(n)-quasi-random set family
{R,} if for every polynomial-size circuit family {C), },.cn, every polynomial p(-),
all sufficiently large n and every z,y € M,

G;TIEDZI;RW [Cn(Gl(l )7 EGl(l'”)(w;T)) = 1}

— n e — -
G;T/I:g[‘]Tn[Cn(Gl(l )7EG1(1")(y1’r)) 1] < p(n)

where {T},} is ¢(n)-TRSF.

In this paper, we do not consider the non-malleability, However, we only give
the corresponding definition. We note that, in the definition below, “r’ € R,,” is
optional, since the definition without it is alternative.

Definition 11 (non-malleability, revisited). An encryption scheme (G, M,
E, D) is non-malleable w.r.t. g(n)-quasi-random set family {R,} if there exists
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a probabilistic polynomial-time transformation 7" so that every polynomial-size
circuit family {C}, }nen, for every relation V that is decidable by a polynomial-
size circuit family, for every probability ensemble {X,, },en satisfying that X,
is a probability distribution on M, every polynomially-bounded function h :
{0,1}* — {0,1}*, every polynomial p(-) and all sufficiently large n,

o P [Ca(G1 (1), By am) (Xai ), 17, (X)) = Bayam) (Xiir')

such that V (X, X)) = 1, X, # X}, and 1’ € R,
< Pr[CLGM), 17 A(X0)) = Bay ) (X7i1)

YTy An

1
such that V(X,,, X/) =1, X, # X/, and v’ € Rn:| 4 o

where C/, = T(Ch).

We note that, in four definitions above, any adversary does not directly access
to QRSF {R,} but gets ciphertext messages encrypted using QRSF {R,} as
challenge inputs.

4 Properties in Quasi-randomness Framework

4.1 Relations among Security Notions

In this subsection, we consider classes of pairs of QRSF and public-key encryp-
tion schemes w.r.t. the QRSF. We will especially show that semantic security
and indistinguishability (in the quasi-randomness framework) are separable from
each other.

We denote by SS, the class of pairs of encryption scheme (G, M, E, D) and
QRSF {R,} satisfying that (G, M, E, D) w.r.t. {R,} is semantically secure. We
also denote ((G,M, E,D),{R,}) € 8§S, if an encryption scheme (G, M, E, D)
which is semantically secure w.r.t. a QRSF {R,}. We denote by ZND,, the
class of pairs of encryption schemes (G, M, E, D) and QRSF {R,} satisfying
that (G, M, E,D) w.r.t. QRSF {R,} has indistinguishable encryptions. We de-
note by ZN'D,; the class of pairs of encryption scheme (G, M, E, D) and QRSF
{R,} satisfying that (G, M, E, D) w.r.t. QRSF {R,} has skew-indistinguishable
encryptions.

Theorem 2. ZNDy C SS; C INDy,.
The above theorem follows the four lemmas below.

Lemma 1. 8§, C ZNDg,.
Lemma 2. ZND, C S§S,,.

Lemma 3. TN Dy, \ 8§, # 0.
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Lemma 4. S8, \ZN Dy # 0.

Proof. (Lemma [1) We show that if an encryption scheme (G, M, E, D) w.r.t.
{R,} is semantically secure then (G, M, E, D) w.r.t. {R,} has indistinguishable
encryptions.

Now, we assume that (G, M, E, D) w.r.t. {R,} does not have indistinguish-
able encryptions; namely, there exist a polynomial-size circuit family {D, }nen
and a polynomial p(-) such that for infinitely many n, there exist x, and &,
satisfying

G;Tlgan [Dn<G1(1 )’ EGI(ln)(mn; 7")) B 1]

~ o El [Dn(G1(17), Eg, (1) (Zn; 7)) = 1]| > o

Without loss of generality, for infinitely many n, there exist x,, and Z,, satisfying

Pt [Dn(G1(1M), Egy 1y (ni ) = 1]
1
— P D 1” E ) (Tp; =1 —_—.
G;rezl;Rn[ n(G1"), Bay ) (@ni ) =1] > p(n)
Let X, be a random variable such that Pr[X, = z,] = Pr[X,, = &,] = 1/2.
Let f be a function such that f(z,) =1 and f(Z,) = 0. Now, we consider the
following circuit C,,. On input (e, E.(x;r)), the new circuit C,, feeds D,, with
input (e, E.(x;r)) and output 1 if D,, outputs 1; otherwise, C,, outputs 0. It
is left to estimate the probability that Cy(e, E.(z;7)) = f(z) when z is drawn
according to X,.

Pr ~ I:Cn(Gl(ln)7EG1(1”)(x7 T')) = f(x)]
Giz€x, {Tn,Zn}
T'EURn

= L Pr [0 ("), Boyamy(@mi)) = £(n)]

2 Gir€uRn
1 . N 3
50 o P [Cu(GI17), By i) @nir) = £(dn)]
1 n
= 5 (o P11 [PH(GL "), By i) = 1] 41
= o Pt Du(Gi(17), By (i) = 1])
>l 1
~ 2 2p(n)
In contrast, for every (randomized) circuit CJ,, Pr[C] (G1(1™)) = f(X,)] < 1/2.
This contradicts the hypothesis that the scheme is semantically secure. a

Proof. (Lemma [2) We show that if (G, M, E,D) w.rt. ¢(n)-QRSF {R,} has
skew-indistinguishable encryptions then (G, M, E, D) w.r.t. ¢(n)-QRSF {R,} is
semantically secure.
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Now, we assume that there exist a polynomial-size circuit family {C), }nen, a
polynomial p(+), and polynomially-bounded functions f, h such that for infinitely
many n,

Pr [Cn(Gl(ln),EGl(ln)(x;T), 1" h(x)) = f(x)}
TvG;a7€X-,LMrL
recy R,

!/ n n —_ €T L
_G;:EGI;;MTL [On(Gl(l )’ 1 7h(x)) - f( )] > p(n)

Now, we consider the following circuit C}, ,.. C7, . feeds C,, with input (e, E.(1";7),
1™, h(z)) and outputs a value that C,, outputs. Thus it is easy to transform C,,
to C! .. in probabilistic polynomial time. Then

n,r

Pr [Cn(G1(1”)7EGl(ln)(x;r), 1" h(x)) = f(x)]
Gix€x, My
rey R,

1

— Pr [Co(Gi(1™), Eg.amy (17 7), 17, h(2)) = .

oo P [Cu(GA"). By (1750). 17 ) = F(@)] >~
reuln

where {T},} is ¢(n)-TRSF. Let z,, be a string for which the difference above is
maximum over X,. Using this x,,, we construct a new circuit D,, as follows. On
input (e, Ee(c; 1)), Dy, feeds C,, with input (e, Ec(a;7), 1", h(x,)) and outputs
1 if C,, outputs f(z,); otherwise D,, outputs 0. Then

Pr  [Dy(Gi1(1"), Eg,(1n)(zn;7)) = 1]

Gireu Ry
1

- P D, (G1(1™), Eq,imy(1™;1)) = 1| >

G;ref]Tn[ (G1(1"), Bg,amy (1% 7)) = 1] o)

This contradicts the hypothesis that the encryption scheme has skew-indistin-
guishable encryptions. O

Proof. (Lemma [3)) Suppose that (G, M,E,D),{T,}) € SS,, where {T},} is
q(n)-TRSF. Then there exists an encryption scheme (G, M, E’, D’) such that
(G,M,E',D",{T}}) € S8S,, where {I)} is (¢(n) + 1)-TRSF, El(a;r) =
E.(a;r1)re, DY(B) = Dy(f8'), r = rira, |r2| = 1, and 3 is the prefix of 3
of length |B] — 1. Let V' be a non-BPP subset (i.e., tally set) of 1*. We con-
sider a QRSF {R,} = {{0,1}9"b}, where b = 1 if 1" € V; b = 0 otherwise.
Since the last bit of the ciphertext message is always constant of all cipher-
text messages specified by security parameter n, any distinguishing circuit can-
not use the last bit of the ciphertext message. ;From Lemma [ it follows that
(G,M,E,D),{T,}) € INDy,. Thus ((G,M,E’,D"),{R,}) € ZNDy,.

On the other hand, ((G,M,E’',D'),{R,}) ¢ SS,;. We will show this by
contradictory. We assume that ((G, M, E’, D’),{R,}) € §S4. In other words,
there exists a probabilistic polynomial transformation T such that for every
polynomial-size circuit {C), },,cn, for every probability ensemble { X, },,c n satis-
fying that X, is a probability distribution on M,,, for every pair of polynomially-
bounded functions f, h: {0,1}* — {0, 1}*, every polynomial p(-) and sufficiently
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large n,

o BE OG0, By 0y (Xair). 17 B(X) = F(Xo)

/ n n 1
< Pro (0@ (M h(Xa) = F(X)| + s

where C, = T(C,,). Here, we consider a circuit family {C,},en, probability
ensemble {X,,},cn, polynomially-bounded functions f, h satisfying the follow-
ing: C,, outputs the last bit of the ciphertext message; Pr[X,, = 1"] = 1; h is
constant; and f(X,) =11if 1" € V, f(X,,) = 0 otherwise. Then C,, always com-
putes f(X,,) correctly. We can say that there exists a probabilistic polynomial
transformation 7T such that for sufficiently large n,

1

1— Pr|T(C,)(Gy(17),17) = 1”}<—.

Pr[7(C)(G 0717 = 107)] <~
Since {C, }nen can be implemented by a (uniform) constant size circuit family,
T({Cp}nen) can be also implemented by a (uniform) probabilistic polynomial-
time algorithm B. Thus, we can say that B computes the membership of a non-
BPP tally set. This is a contradiction. Therefore ((G, M, E’, D’),{R,}) ¢ §S,.
O

Proof. (Lemma M) Suppose that (G, M, E,D),{T,}) € ZND,, where {T,}
is ¢(n)-TRSF. Then there exists an encryption scheme (G, M, E’, D") such that
(G,M,E",D"),{T}}) € INDgy, where {T,} is (¢(n) + 1)-TRSF, E.(a;r) =
Ec.(a;r1)re, DY(B) = Dg(B'), r = rire, |re| = 1, and 3’ is the prefix of § of
length || — 1. We consider a QRSF {R,,} = {{0,1}9("1}. Tt is easy to see that
(G,M,E",D"),{R,}) ¢ IN Dy because a distinguisher can use the last bit of
the ciphertext message.

On the other hand, from Lemma 2] it follows that ((G,M,E,D),{T,}) €
S8S,. Since, in the scheme (G, M, E’, D'), the last bit of the ciphertext message
gives no information on the plaintext message, ((G, M, E’,D’),{R,}) € §S,.

O

4.2 Properties of QRSF and Their Effects on the Security

In this subsection, we consider how properties of QRSF affect on the security
of encryption schemes. We will especially give a sufficient condition that seman-
tic security and indistinguishability become equivalent in the quasi-randomness
framework.

Theorem 3. Suppose that (G,M,E,D),{R,}) € INDy,. If {R,} is semi-
random, then ((G,M,E,D),{R,}) € INDy.

We note that since the true randomness is semi-random, the equivalence be-
tween semantic security and indistinguishability (w.r.t. the true randomness)
can be shown as a corollary of Lemmas [Il 2land Theorem [ The above theorem
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says that if an encryption scheme is semantically secure in the true-randomness
framework and we use “semi-random” sequence as random inputs to the en-
cryption algorithm then the encryption scheme is still semantically secure in the
quasi-randomness framework.

Proof. We show that if an encryption scheme (G, M, E, D) w.r.t. {R,} has in-
distinguishable encryptions and {R,} is semi-random, then (G, M, E, D) w.r.t.
{R,} has skew-indistinguishable encryptions.

Now, we assume that there exist a polynomial-size circuit family {D,}nen
and a polynomial p(-) such that for infinitely many n and for some x,z € M,

n ) —
G;T’P;I;JTn [Dn(Gl(l )’ EGl(ln)(x,T )) a 1]

1
—  Pr_ [Dn(Gi(1"), Bq. m (d;7)) = 1]| > ——.
G;TGLIJ‘Rn[ n( 1( ) Gi(1 )(J} T)) ] p(n)
If x = 7 then it is easy to construct a polynomial-size circuit from D,, and E, to
distinguish r” and r using the circuit. This contradicts that {R,, } is semi-random.
Thus we have only to consider the case x # Z.
Since {R,,} is semi-random, for any polynomial p’(-) such that p(n) < p’(n),

Pr [Dn(Gi(1"), Eq,an(z;7")) = 1]

Gir'eyThn
1
- o 21 [DulBa ooy (air)) = 1]| < .
Therefore, there exists a polynomial p”(-) such that
G;rlgzl;Rn [D"(Gl(l )’ EGl(l")(w;T)) = 1}
1 1 1
—  Pr_ [Dn(G1(1"), Eg, am(@:7) = 1 - .
G;reiRn[ (G1(%), Ba, ) (F7) ]‘ ” p(n)  p'(n) ~ p’(n)

This contradicts the hypothesis that the scheme has indistinguishable encryp-
tions. O

Theorem 4. Suppose that ((G,M,E,D),{R,}) € INDgyq. If {R,} is sam-
plable, then (G, M, E,D),{R,}) € §S,.

The above theorem says that if the combination of the encryption scheme and
quasi-randomness sequences as random inputs to the encryption algorithm has
indistinguishable encryptions then the combined encryption scheme is seman-
tically secure in the quasi-randomness framework. Namely, the above theorem
offers us another way to show that the encryption scheme is semantically secure
(in the quasi-randomness framework). The above theorem also says that the
property of “semi-randomness” for random inputs to the encryption algorithm
is not essential. It is open to further discussion whether or not the combined
encryption schemes are semantically secure in the quasi-randomness framework
even though the quasi-random sequences are not semi-random or even though
the quasi-random sequences have not been proved to be semi-random yet.
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Proof. We show that if (G, M, E, D) w.r.t. ¢(n)-QRSF {R,} has indistinguish-
able encryptions and {R,} is samplable then (G, M, E, D) w.r.t. ¢(n)-QRSF
{R,} is semantically secure.

Now, we assume that, for any transformation 7', there exist a polynomial-size
circuit family {C,, }, a polynomial p(-), and polynomially-bounded functions f, h
such that for infinitely many n,

Pr [Cn(Gl(ln)aEGl(ln)(x;T)»1n7h(x)) = f(l‘)]

Gix€x,, My
rcy R, 1
~ P C (G (1), 17, h(z)) = >,
T,G;xef(nJVIn[ n(G17) (@) = f@)] p(n)
re€uRn

where C], = T(C,,). Now, we consider the following circuit Cvlw“" 7’“?/ feeds C,,
with input (e, E.(1";7)) and outputs a value that C,, outputs. Since {R,} is
samplable, r € R,, is samplable in polynomial time using the truly random 7’.

Thus it is easy to transform C), to C;L’r, in probabilistic polynomial time. Then

G;xel:::;M,L [Ca(G1(1"), By (1m) (23 7), h(2)) = f()]
reuy Ry

)

1
— P CTL G ln ,E n 1”; ,h == > —
P (G, oy (17, he) = ()] >~
r'€y{0,1}2(");r—S,, (1)
where S, is the sampling circuit. Since the statistical difference between {5, (r)}
and the uniform distribution on R, is less than 1/4p(n) (actually it is less than
1/p'(n) for any polynomial p'(-)), we have,

Pr [Cn(Gl(ln)aEGl(l")(x;T)a1n7h(x)) = f(‘r)]

Gix€x,, My
rey R,

- P Chn(G1(1"), Eg,anmy(1™;7), 1™ h =
gt 1y [Cal(Gr17): By 1) (1757), 17 b)) = £ (a)]
reyRn

> p Cn(G1(1™), Eg,1n) (1% 7), 1", h(z)) =
G;xexﬁan [Cn(G1(1™), Egy(1my (175 7) (z)) = f(a)]

ey {0,1}1(") S, (v")
— Pr [Cu(Gi(1"), Eg,my(1"57), 17, h(z)) = f(2)] + ——

Gixzex,, My p n)
reuRn
1 n n n
> p(n) - ET :<G;$€P;1;Mn [Cn(Gl(l ), EG1(1")(1 ;1) 1", h(x)) = f(x)]

Prlr < S,(r")] — Prlr €y R,]

Pr[r « S, (r')] — Pr[r €y R,

)
0
:1_2.max{ !

p(n) A 2p(n)’

Let x,, be a string for which the difference above is maximum over X,,. Using
this z,, we construct a new circuit D,, as follows. On input (e, E.(a;7)), Dy,

/
r’eU{lz,rl}q(") Sp(r') € A} — TEE%H [r € A} ‘} >
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feeds C,, with input (e, E.(a;7),1™, h(x,)) and outputs 1 if C,, outputs f(x,);
otherwise D,, outputs 0. Then

Pr  [Dn(G1(1"), Eg,(1m)(an;T)) = 1]

Gir€u Ry,
1
G;reng[ (G107, Boyam(1757) = 1] 2p(n)
This contradicts the hypothesis that the scheme has indistinguishable encryp-
tions. o

As a corollary, we have the following. The below gives us a better sufficient
condition for the equivalence between semantic security and indistinguishability.

Corollary 1. Suppose that {R,} is semi-random or samplable. Then (G, M, E,
D), {Rn}) € INDy, if and only if (G, M, E,D),{R,}) € 8S,.

Theorem 5. There exists (G, M,E,D),{R,}) € IN Dy such that {R,} is not
semi-random.

Although we have a better sufficient condition for the equivalence between
semantic security and indistinguishability, the condition is not necessary for the
equivalence. The above theorem actually says that neither semi-randomness nor
polynomial-time pseudo-randomness is necessary for the equivalence.

Proof. Suppose that (G, M, E, D),{T,}) € ZND,, where {T,} is q(n)-TRSF.
Then there exists an encryption scheme (G, M, E’, D) such that ((G, M, E’, D’),
{T}) € IN Dy, where {T),} is (q(n) + 1)-TRSF, E.(o;1) = E.(a;r1), D(5) =
Dg(B), 7 = rire and |rp| = 1. We consider a QRSF {R,} = {{0,1}2(™1}. Tt
is easy to see that ((G, M, E’,D'),{R,}) € ZN Dy, because the last bit of the
supplementary random input is not used in encrypting.

On the other hand, it is easy to see that {R,} and {T),} are distinguishable.
In other words, {R,} is not semi-random. O

5 Concluding Remarks

We have introduced a framework in which we can uniformly and comprehen-
sively discuss security notions of public-key encryption schemes even for the
case where some weak generator producing seemingly random sequences is used
to encrypt plaintext messages. Since the new framework separates chosen plain-
text attack and ciphertext only attack, we consider the security under the COA
model in the framework. We have proved that indistinguishability and seman-
tic security are not equivalent in general. On the other hand, we have derived
some sufficient condition for the equivalence and shown that polynomial-time
pseudo-randomness is not always necessary for the equivalence.

The discussion has been restricted on the case of ciphertext only attack, so
we will consider the case of chosen plaintext attack and chosen ciphertext attack.
We will also consider non-malleability [8] in the new framework.
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Abstract. This paper introduces a novel class of computational prob-
lems, the gap problems, which can be considered as a dual to the class of
the decision problems. We show the relationship among inverting prob-
lems, decision problems and gap problems. These problems find a nice
and rich practical instantiation with the Diffie-Hellman problems.
Then, we see how the gap problems find natural applications in cryptog-
raphy, namely for proving the security of very efficient schemes, but also
for solving a more than 10-year old open security problem: the Chaum’s
undeniable signature.

1 Introduction

1.1 Motivation

It is very important to prove the security of a cryptographic scheme under a rea-
sonable computational assumption. A typical reasonable computational assump-
tion is the intractability of an inverting problem such as factoring a composite
number, inverting the RSA function [33], computing the discrete logarithm prob-
lem, and computing the Diffie-Hellman problem [12]. Here, an inverting problem
is, given a problem, z, and relation f, to find its solution, y, such that f(z,y) = 1.

Another type of reasonable computational assumptions is the intractability
of a decision problem such as the decision Diffie-Hellman problem. Such a deci-
sion problem is especially useful to prove the semantical security of a public-key
encryption (e.g., El Gamal and Cramer-Shoup encryption schemes [13[11]). Al-
though we have several types of decision problems, a typical decision problem
is, given (z,y) and f, to decide whether the pair (z,y) satisfies f(z,y) = 1 or
not. Another typical example of decision problems is, given x and f, to decide
a hard core bit, H(y), of  with f(z,y) = 1.

After having studied some open problems about the security of several primi-
tive cryptographic schemes in which we have not found any flaw, we have realized
that the existing computational assumptions (or primitive problems) are not suf-
ficient to prove the security of these schemes. For example, Chaum’s undeniable
signature scheme [97] based on the discrete logarithm is the most typical scheme
to realize an undeniable signature scheme and is often used for cryptographic

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 104-[I18 2001.
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protocols (e.g., Brands’ restrictive blind signatures [6lJ5]), however, we cannot
prove the security of Chaum’s undeniable signature scheme under any existing
computational assumption. That is, we have realized that a new family of com-
putational assumptions (or problems) are necessary to prove several important
cryptographic schemes.

1.2 Achievement

To prove the security of these primitive cryptographic schemes, this paper intro-
duces a new family of problems we called the gap problems. Intuitively speaking,
a gap problem is to solve an inverting problem with the help of the oracle of a
related decision problem. For example, a gap problem of f is, given problem x
and relation f, to find y satisfying f(x,y) = 1, with the help of the oracle of,
given question (2',y’), answering whether f(z’,y’) = 1 or not.

Indeed, in some situations, an adversary has to break a specific computational
problem to make fail the security, while having a natural access to an oracle
which answers a yes/no query, and therefore leaking one bit. For example, in
an undeniable signature, an adversary tries to forge a signature (i.e., solve an
inverting problem) with being allowed to ask a signer (i.e., oracle) of whether a
pair of signature s and message m is valid or not.

We show that the class of gap problems is dual to the class of decision prob-
lems. We then prove Chaum’s undeniable scheme is secure under the assumption
of the related gap problem. Here note that it has been open for more than 10
years to prove the security of Chaum’s undeniable scheme.

1.3 Outline of the Paper

This paper has the following organization. First, we formally define this new
family of gap-problems, in a general setting and for the particular situation of
the random self-reducible problems. Then, we present some interesting examples,
derived from the classical problems used in cryptography. Finally, we prove that
the security of some very old protocols (undeniable signatures and designated
confirmer signatures) is equivalent to some gap problems, while it has been an
open problem for a long time.

2 Gap Problems

This section is devoted to the presentation of this new class of problems which
can be seen as the dual to the decisional problems. Some theoretical results are
proposed together with some practical examples.

2.1 Definitions

Let f:{0,1}* x {0,1}* — {0,1} be any relation. The inverting problem of f is
the classical computational version, while we introduce a generalization of the
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decision problem, by the R-decision problem of f, for any relation
R:{0,1}7 x{0,1}" < {0,1}" — {0, 1},

— the inverting problem of f is, given x, to compute any y such as f(z,y) =1
if it exists, or to answer Fail.

— the R-decision problem of f is, given (x,y), to decide whether R(f,z,y) =1
or not. Here y may be the null string, 1.

Let us see some examples for the relation, Ry, Ry, R3, Ry:

— Ri(f,z,y) = 1 iff f(x,y) = 1, which formalizes the classical version of
decision problems (cf. the Decision Diffie-Hellman problem [4[26]).

— Ro(f,z, L) = 1 iff there exists any z such that f(x,z) = 1, which simply
answers whether the inverting problem has a solution or not.

— Rs(f,z, L) = 1iff z is even, when z such that f(z, z) = 1 is uniquely defined.
This latter example models the least-significant bit of the pre-image, which

is used in many hard-core bit problems [1/T4].
— Ry(f,z, L) =1iff all the z such that f(z,z) =1 are even.

It is often the case that the inverting problem is strictly stronger than the R-
decision problem, namely for all the classical examples we have for cryptographic
purpose. However, it is not always the case, and the R-decision problem can even
be strictly stronger than the inverting one (the latter R4-relation above gives the
taste of such an example). In this section, we define the R-gap problem which
deals with the gap of difficulty between these problems.

Definition 1 (Gap Problem). The R-gap problem of f is to solve the in-
verting problem of f with the help of the oracle of the R-decision problem of

1.

2.2 Winning Probabilities

For a computational problem (the inverting or the gap problem), the winning
probability is the probability of finding the correct solution on input an instance
I and a random tape r. While for a decision problem, the winning probability
expresses the advantage the algorithm has in guessing the output bit of the
relation R above flipping a coin, on input an instance I and a random tape r.

Computational Problems. For an algorithm A against a computational prob-
lem P, we define winning probabilities as follows:

for any instance I € P, Win% (I) = Pr,.[A(I;r) wins],

in general, Win’{ = Pr; . [A(I;7) wins].

Decision Problems. For an algorithm A against a decision problem P, we de-
fine winning probabilities as follows, which consider the advantage an adversary
gains above flipping a coin:

for any instance I € P, Win%(I) = 2 x Pr,.[A(I;7) wins] — 1,
in general, Win%y = 2 x Pr; . [A(I;7) wins] — 1.
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2.3 Tractability

Let us now define some specific notions of tractability which will be of great
interest in the following:

— aproblem P is tractable if there exists a probabilistic polynomial time Turing
machine A which can win with non-negligible probability, over the instances
and the internal coins of A.

JA, Wini is non-negligible.

— a problem P is strongly tractable if there exists a probabilistic polynomial
time Turing machine A which can win, for any instance I, with overwhelming
probability, over the internal coins of A.

3A,VI € P,Win%(I) is overwhelming.
Therefore, we have the negation:

— a problem P is intractable if it is not tractable
— a problem P is weakly intractable if it is not strongly tractable.

Finally, to compare the difficulty of problems, we use the notion of polynomial
time reductions:

— a problem P is reducible to problem P’ if there exists a probabilistic poly-
nomial time oracle Turing machine AP’ (with an oracle of the problem P’)
that wins P with non-negligible probability.

— a problem P is strongly reducible to problem P’ if there exists a probabilistic
polynomial time oracle Turing machine A" (with an oracle of the problem
P’) that wins any instance I of P with overwhelming probability.

We can easily obtain the following proposition,
Proposition 2. Let f and R be any relations.

— If the R-gap problem of f is tractable (resp. strongly tractable), the inverting
problem of f is reducible (resp. strongly reducible) to the R-decision problem
of f.

— If the R-decision problem of f is strongly tractable, the inverting problem of
f is reducible to the R-gap problem of f.

Proof. The first claim directly comes from the definition of the gap problem and
the definitions of tractability and reducibility. Let us consider the second claim,
with a probabilistic polynomial time Turing machine B that solves the R-decision
problem of f, with overwhelming probability. Let us also assume that we have a
probabilistic polynomial time oracle Turing machine AP that solves the inverting
problem of f with the help of a R-decision oracle D. Since B solves any instance
of the R-decision problem with overwhelming probability, it perfectly simulates
the D oracle, after polynomially many queries, with non-negligible probability.
For this non-negligible fraction of cases, the machine A can invert f. But one
has to remark that after polynomially many calls to B, the success probability
cannot be proven more than non-negligible, hence the classical reducibility, and
not the strong one. O
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This proposition implies a duality between the gap and the decision problems.

2.4 The Random Self-Reducible Problems

Definition 3 (Random Self-Reducibility). A problem P : P +— S, where P
defines the set of the instances and S the set of the possible solutions (S = {0,1}
for a decision problem) is said random self-reducible (see figure[d) if there exist
two probabilistic polynomial time Turing machines A : P — P and B: S +— S,
with random tape w € (2, such that

— for any I € P, A(I;w) is uniformly distributed in P while w is randomly
drawn from 2,

— for any s’ € S, B(s';w) is uniformly distributed in S while w is randomly
drawn from 2.

— for any instance I € P and any random tape w € 2, if I' = A(I;w) and s’
is a solution to I', then s = B(s';w) is a solution to I.

For such problems, the weak intractability is equivalent to the classical in-
tractability.

Proposition 4. Let P be any random self-reducible problem:

— this problem P is strongly tractable if and only if it is tractable;
— this problem P is intractable if and only if it is weakly intractable.

Proof. 1t is clear that both claims are equivalent, and furthermore in each, one
of the directions is trivial, since any strongly tractable problem is a fortiori
tractable. For the remaining direction, one can simply use Shoup’s construc-
tion [35] to obtain the result. O

Corollary 5. Let f and R be any relations. Let us assume that both the inverting
problem of f and the R-decision problem of f are random self-reducible.

— If the R-gap problem of f is tractable, the inverting problem of f is reducible
to the R-decision problem of f.

— If the R-decision problem of f is tractable, the inverting problem of f is
reducible to the R-gap problem of f.

A(Tw)

IeP I'eP

For any w € {2,

B(s';w)

seS ses

Fig. 1. Random Self-Reducible Problems
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Proof. To complete the proof, one just has to remark that if the inverting prob-
lem is random self-reducible, then the gap problem is so too. a

Remark 6. Almost all the classical problems used in cryptography are random
self-reducible: RSA [33] for fixed modulus n and exponent e, the discrete loga-
rithm and the Diffie-Hellman problems [12] for a fixed basis of prime order, or
even over the bases if the underlying group is a cyclic group of prime order, etc.

3 Examples of Gap Problems

Let us review some of these classical problems, with their gap variations. Let us
begin with the most famous problem used in cryptography, the RSA problem.

3.1 The RSA Problems

Let us consider n = pq and e relatively prime with ¢(n), the totient function of
n. We have the classical Inverting RSA problem: given y, find the e-th root of
y modulo n. This corresponds to the relation

2

fly,2) & (y = 2 mod n) ,

which is a polynomially computable function. Therefore, the default decision
problem, R(f,y,z) =1 iff f(y,x) =1, is trivial.
A more interesting relation is the least-significant bit of the e-th root of y:

Definition 7 (The 1sb-D-RSA(n,e) Problem). Given y, decide whether the
least-significant bit of the e-th root of y, x = y'/¢ mod n, is 0 or 1:

R(f,y) &ef Isb(z such that f(y,z) = 1) = Isb(y*/¢ mod n).

Then, one can define the related gap problem, the 1sb-G-RSA(n, e) problem. And
therefore, with the results about hard-core bits of RSA [Il[14], we know that the
Isb-D-RSA is equivalent to the RSA problem, therefore the Isb-G-RSA problem
is tractable (and even strongly tractable because of the random self-reducibility
of the inverting problem).

3.2 The Diffie-Hellman Problems

The most famous family of problems is definitely the Diffie-Hellman problems [12].
Indeed, it already provides multiple variations (decision and computational ver-
sions) as well as interesting environments. Then let us consider any group G of
prime order q. We define three problems as follows:

— The Inverting Diffie-Hellman Problem (C-DH) (a.k.a. the Computational
Diffie-Hellman problem): given a triple of G elements (g, g%,g%), find the
element C' = g,
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— The Decision Diffie-Hellman Problem (D-DH): given a quadruple of G ele-
ments (g, g%, g°, g¢), decide whether ¢ = ab mod ¢ or not.

— The Gap-Diffie-Hellman Problem (G-DH): given a triple (g, g%, g*), find the
element C' = g% with the help of a Decision Diffie-Hellman Oracle (which
answers whether a given quadruple is a Diffie-Hellman quadruple or not).

Note that the decision problem is the default one, when the relation f is
defined by

def

fl(g,A,B),C) = <loggC < log, A x log, B mod q) ,

which is a priori not a polynomially computable function.
There also exist many possible variations of those problems where the first
component, and possibly the second one are fixed:

*-DHy(-) = x-DH(g, -) and x-DHg 1 (-) = »-DH(g, h, ).

About the inverting problem, it is believed intractable in many groups (prime
subgroups of the multiplicative groups Z;, or Zy [18123], prime subgroups of some
elliptic curves [20], or of some Jacobians of hyper-elliptic curves [21]122]). The de-
cision problem is also believed so in many cases. For example, in generic groups,
where only generic algorithms [28] can be used, because of a non-manageable
numeration, the discrete logarithm, the inverting Diffie-Hellman and the deci-
sion Diffie-Hellman problems have been proven to require the same amount of
computation [35]. However, no polynomial time reduction has ever been pro-
posed, excepted in groups with a smooth order [2425]26]. Therefore, in all these
groups used in cryptography, intractability of the gap problem is a reasonable
assumption.

However, because of some dual properties in Abelian varieties, the decision
Diffie-Hellman problem is easy over the Jacobians of some (hyper)-elliptic curves:
namely, in [16], it has been stated the following result

Proposition 8. Let m be an integer relatively prime to q, and let p,,(F,) be
the group of roots of unity in F, whose order divides m. We furthermore assume
that the Jacobian J(F,) contains a point of order m. Then there is a surjective
pairing

Om I (Fg) x J(Fg)/mJ(Fq) = pm(Fq)
which is furthermore computable in O(logq) (where J,,,(Fq) is the group of m-
torsion points).

This pairing, the so-called Tate-pairing, can be used to relate the discrete loga-
rithm in the group J,,(F,) to the discrete logarithm in 7, if ¢ — 1 is divisible
by m. A particular application [I5] is over an elliptic curve, with a trace of the
Frobenius endomorphism congruent to 2 modulo m. Indeed, for example, with
an elliptic curve J(Fy) = E of tracet =2 and m=#E=q+1—-t=¢—1, we
have J,,(Fy) = J(Fy)/mJ(Fy) = E and p,,,(Fy) = F;. Then,

¢:ExE —F;.
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Let us consider a Diffie-Hellman quadruple, P, A=a-P, B=5b-Pand C =¢- P,
(A, B) = ¢(a- P,b- P) = $(P, P)* = ¢(P,ab- P) = ¢(P,C).
And the latter equality only holds with the correct candidate C'.

3.3 The Rabin Problems
Let us consider n = pq. We define three problems as follows:

— The Inverting Rabin Problem (a.k.a. the Factoring Problem): given y, find
x = y'/2 mod n if & exists. This corresponds to the relation

fly,x) def (9:2 - y mod n) .

— The Decision Rabin Problem (a.k.a the Quadratic Residuosity Problem):
given y, decide whether = exists or not.

— The Gap-Rabin Problem: given a pair y, find 2 = y'/2 mod n if z exists,
with the help of a Decision Rabin Oracle.

Note that these decision and gap problems correspond to the R relation

R(f,v) «f (3x such that f(y,x) =1).

Since no polynomial time reduction is known from the Factorization to the
Quadratic-Residuosity problem, the Gap—Rabin assumption seems as reasonable
as the Quadratic-Residuosity assumption.

It is worth remarking that like in the RSA case, the lsb-G-Rabin problem
would be tractable because of hard-core bit result about the least-significant
bit [1U14].

4 Application to Cryptography

This notion of gap-problem is eventually not new because it is involved in many
practical situations. This section deals with undeniable signatures and desig-
nated confirmer signatures. More precisely we show that the security of some
old and efficient such schemes is equivalent to a gap-problem, whereas it was
just known weaker than the computational version.

4.1 Signatures

An important tool in cryptography is the authentication of messages. It is pro-
vided using digital signatures [I7]. The basic property of a signature scheme,
from the verifier point of view, is the easy verification of the relation between
a message and the signature, whereas it should be intractable for anybody, ex-
cepted the legitimate signer, to produce a valid signature for a new message: the
relation f(m, o), with input a message m and a signature o, must be computable,
while providing an intractable inverting problem. Therefore, an intractable gap-
problem is required, with an easy decision problem.
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4.2 Undeniable Signatures

In undeniable signatures [9[7], contrarily to plain signatures, the verification
process must be intractable without the help of the signer (or a confirmer [g]).
And therefore, the confirmer (which can be the signer himself) can be seen as a
decision oracle.

Let us study the first example of undeniable signatures [97] whose security
proof has been an open problem for more than 10 years. We will prove that the
full-domain hash [3] variant of this scheme is secure under the Gap-DH problem,
in the random oracle model [2].

Definition. First, we just define informally an undeniable signature scheme. For
more details, the reader is referred to the original papers [9/7]. An undeniable
signature scheme consists of 3 algorithms/protocols:

— key generation algorithm, which on input a security parameter produces a
pair of secret/public keys (sk, pk) for the signer.

— signature protocol. It is a, possibly interactive, protocol in which, on input
a message m and a signer secret key skg, the verifier gets a certificate s on
m for which he is convinced of the validity, without being able to transfer
this conviction to anybody.

— confirmation/disavowal protocol. It is a, possibly interactive, protocol in
which, on input a message m and an alleged certificate s, the signer con-
vinces the verifier whether the certificate s is actually related to m and pk
or not, using his secret key sk (in a non-transferable way).

The security notions are similar to the plain signature setting [I7]. One wants
to prevent existential forgeries under chosen-message attacks. Then, an existen-
tial forgery is a certificate that the signer cannot repudiate whereas he did not
produce it. But in such a context, the verification protocol can be called many
times, on any message-certificate pair chosen by the adversary. We have to take
care about this kind of oracle access, hence the gap-problems.

Description. The first proposal was a very nice and efficient protocol. It con-
sists of a non-interactive signature process and an interactive confirmation pro-
tocol.

— Setting: g is a generator of a group G of prime order g. The secret key of the
signer is a random element x € Z, while his public key is y = ¢g*.

— Signature of m: in order to sign a message m, the signer computes and
returns s = m”.

— Confirmation/Disavowal of (m,s): an interactive proof is used to convince
the verifier whether

log, y = log,, s mod q.

In the first paper [9], this proof was not zero-knowledge, but it has been
quickly improved in [7].
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But we further slightly modify this scheme to prevent existential forgeries, namely
by ruling out the basic multiplicative attacks: one uses the classical full-domain
hash technique [3JL10]. If this hash function is furthermore assumed to behave
like a random oracle [2], this scheme can be proven secure. Moreover, to make
the analysis easier, we replace the zero-knowledge interactive proof by a non-
interactive but non-transferable proof. There are well-known techniques using
trapdoor commitments [19] which are perfectly simulatable in the random ora-
cle model [31].
Therefore, we analyze the following variant.

— Setting: g is a generator of a group G of prime order q. The secret key of
the signer is a random element x € Z, while his public key is y = g”. We
furthermore need a hash function H which outputs random elements in the
whole group G.

— Signature of m: in order to sign a message m, the signer computes h = H(m)
and returns s = h”.

— Confirmation/Disavowal of (m,s): the signer uses non-transferable NIZK
proofs of either the equality or inequality between

log, y and log;, s mod ¢, where h = H(m).

Thus, the confirmation proof answers positively to the D-DH(g, y, h, s) prob-
lem whereas the disavowal proof answers negatively.

Security Analysis. Before providing such an analysis, one can state the fol-
lowing theorem:

Theorem 9. An existential forgery under adaptively chosen-message attacks is
equivalent to the Gap Diffie-Hellman problem.

Proof. For this equivalence, one can easily see that if one can break the C-DH, ,,
problem, possibly with access to a D-DH, ,, oracle (which means that the two first
components are fixed to g and y), then one can forge a signature in a universal
way: first, a D-DH, , oracle is simulated (with overwhelming probability) by
the confirmation/disavowal protocols. Then, for any message m, one computes
h = H(m) as well as C-DH, ,(m). Therefore, the security of this undeniable
signature scheme is weaker than the G-DH, , problem.

In the opposite way, one can use the same techniques as in [3[10] for the
security of the full-domain hash signature. Let us consider an adversary that is
able to produce an existential forgery with probability & within time ¢ after gy
queries to the signing oracle, where g is the basis of G and y the public key of
the signer. Then, we will use it to break the G-DH, , problem. Given o € G,
one tries to extract § = C-DH, (o) = C-DH(g, y, ). For that, we simulate any
interaction with the adversary in an indistinguishable setting from a real attack:

— confirmation/disavowal queries are perfectly simulated by simulating the ap-
propriate proof, correctly chosen thanks to the D-DH, ,, oracle.
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— any hash query m is answered in a probabilistic way. More precisely, one
chooses a random exponent r € Z, and then, with probability p, H(m) is
answered by a”, otherwise it is answered by g¢".

— any signing query m (assumed to has already been asked to H) is answered
as follows: if H(m) has been defined as ¢g", then s = y" is a valid signature
for m since s = y" = ¢*" = H(m)?%, for x satisfying y = g*. Otherwise, the
simulation aborts.

Finally, the adversary outputs a forgery s for a new message m (also assumed
to have already been asked to H). If H(m) has been defined as " then s =
H(m)® = a™. Consequently, s'/" = C-DH(g, y, @) = C-DH, ,(a).

The success probability is exactly the same as for the full-domain hash tech-
nique [10]

1
e =e(l—p)p>exp(—1) x i, while simply choosing p = .
qn qn +1

4.3 Designated Confirmer Signatures

In 1994, Chaum [8] proposed a new kind of undeniable signatures where the
signer is not required to confirm the signature, but a designated confirmer,
who owns a secret. Furthermore, he proposed a candidate. The same year,
Okamoto [29] proved that the existence of such schemes is equivalent to the
existence of public-key encryption schemes. He furthermore gave an example,
based on the Diffie-Hellman problem [12] (on which relies the security of the
El Gamal encryption scheme [13]).

Let us first give a quick definition of this new cryptographic object together
with the security notions. Then we study the Okamoto’s example, using the
Schnorr signature [34], in the random oracle model.

Definition. As for undeniable signatures, we just give an informal definition of
designated confirmer signatures. For more details, the reader is referred to [g].
A designated confirmer signature scheme consists of 3 algorithms/protocols:

— key generation algorithm, which on input a security parameter produces two
pairs of secret/public keys, the pair (skg, pk,) for the signer and the pair
(ske, pk,) for the confirmer.

— signature protocol. It is a, possibly interactive, protocol in which, on input
a message m, a signer secret key sk, and a confirmer public key pk., the
verifier gets a certificate s on m for which he is convinced of the validity,
without being able to transfer this conviction.

— confirmation/disavowal protocol. It is a, possibly interactive, protocol in
which, on input a message m and an alleged certificate s, the confirmer
convinces the verifier whether the certificate s is actually related to m and
pk, or not, using his secret key sk. (in a non-transferable way).
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The security notions are the same as for undeniable signatures, excepted that
the confirmer may be a privileged adversary: an existential forgery is a certificate
that the confirmer cannot repudiate, whereas the signer never produced it. Once
again, the confirmation protocol can be called many times, on any message-
certificate pair chosen by the adversary. However this kind of oracle is of no help
for the confirmer, in forging a certificate.

Description. Let us describe the original Okamoto’s example [29], using the
Schnorr signature [34]. Because of a flaw remarked by Michels and Stadler [27],
one cannot prove the security of this scheme against attacks performed by the
confirmer. Then we focus on standard adversaries.

— Setting: g is a generator of a group G of prime order ¢q. The secret key of
the signer is a random element x € Z, while his public key is y = g. We
furthermore need a hash function H which outputs elements in G (still full-
domain hash). The confirmer also owns a secret key a € Z, associated to the
public key b = ¢g*.

— Signature of m: in order to sign a message m, the signer chooses random
r,w € Zg, computes

d=g",t=g",e=b"-H(m,t) and s = w — ex mod ¢

and returns (d, e, s). The signer can furthermore prove the validity of this sig-
nature by proving, in a non-interactive and non-transferable zero-knowledge
way, the equality between

log, d and log;, 2 mod ¢, where z = e/H(m, g°y°).

— Confirmation/Disavowal of (m, (d, e, s)): the verifier and the confirmer, both
compute z = e/H(m, g°y¢) and the confirmer uses non-interactive and non-
transferable zero-knowledge proofs of either the equality or inequality be-
tween

log, b and log, 2 modulo g.

Thus, the confirmation proof by the signer answers positively to D-DH(g, d, b, 2),
and the confirmation proof by the confirmer answers positively to D-DH(g, b, d, z)
whereas the disavowal proof answers negatively.

Therefore, one can get the answer of D-DH(g, b, d, z), which is indeed equiva-
lent to D-DH(b, g, z, d), for any (d, z) of his choice, which looks like to a D-DHy 4
oracle.

Security Analysis. Once again, one can state the following theorem:

Theorem 10. An existential forgery under adaptively chosen-message attacks,
for a standard adversary (not the confirmer), is equivalent to the Gap Diffie-
Hellman problem.
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Proof. First, if one can break the C-DH, 4 problem, possibly with access to a
D-DHy 4, oracle, then one can forge a signature in a universal way: indeed, a
D-DHy 4 oracle is simulated, as already seen, by the confirmation/disavowal pro-
tocols. Then, for any message m, one chooses random s and e, computes t = g°y°
and z = e/H(m,t). Then one gets d = C-DH(b, g, z) = C-DH; 4(z) which com-
pletes a valid signature (d, e, s). Therefore, the security of this designated con-
firmer signature scheme is weaker than the G-DH, 4 problem.

In the opposite way, one can use a replay technique [32]. Let us consider an
adversary that is able to produce an existential forgery with probability & within
time ¢ after g5 queries to the signing oracle and g, queries to the random oracle
H, where g is the basis of G and b the public key of the confirmer.

Remark 11. We furthermore need to assume that the bit-length & of the notation
of G-elements is not too large comparatively to ¢: /2% must be non-negligible.

Then, we will use it to break the G-DH; 4 problem. Given o € G, one tries to
extract 8 = C-DHy 4(a) = C-DH(b, g, ). For that, we simulate any interaction
with the adversary in an indistinguishable setting from a real attack:

— for setting up the system, we furthermore choose a random z € Z, and define
y = g* to be the public key of the signer.

— confirmation/disavowal queries are perfectly simulated by simulating the ap-
propriate proof, correctly chosen thanks to the D-DH, 4 oracle.

— any new hash query is answered by a random element in G.

— any signing query m is perfectly simulated thanks to the secret key x of the
signer.

Finally, the adversary outputs a forgery (d, e, s) for a new message m. One
computes t = g°y°, stores h = H(m,t) (which has been defined) and replays the
adversary with the same random tape, a new random oracle H' which outputs the
same answers than H did until the query (m,t) appears. But this latter query
is that time answered by e/a* for a randomly chosen w. With non-negligible
probability, the adversary outputs a new forgery (d’,€’,s’) based on the same
query (m,t) to the random oracle H. Since t = g°y° = gslye/

— either s’ = s mod ¢ and ¢/ = e mod ¢
— or the adversary can be used to break the discrete logarithm problem (indeed,
the signing answers could be simulated without the secret key z, thanks to

the random oracle which makes the non-interaction proof simulatable [32]).

Therefore, one may assume that s’ = s mod q and ¢/ = e mod q. Since the
answer to (m,t) given by the new random oracle H’ is totally independent of
e, we furthermore have ¢/ = e in the group G, with probability ¢/2*, which has
been assumed non-negligible. Thus,

2 =¢/H (m,g"y) = e/H (m,t) = a.
Consequently,

d' = C-DH(b,g,7'), and thus, 3 = d'*/* = C-DH(b, ¢, ).
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5 Conclusion

This paper introduced a novel class of computational problems, the gap problems,
which is considered to be dual to the class of the decision problems. We have
shown how the gap problems find natural applications in cryptography, namely
for proving the security of some primitive schemes like Chaum’s undeniable
signatures and designated confirmer signatures.

But there are still other clear applications. For example, they appear while
considering a new kind of attacks, the plaintext-checking attacks, against public-
key encryption scheme. And they help us to provide REACT, a Rapid Enhanced-
security Asymmetric Cryptosystem Transform [30], which makes into a chosen-
ciphertext secure cryptosystem any weakly secure scheme.

Other applications will certainly appear. Anyway, it is worth noting that it
had been open for more than 10 years to prove the security of Chaum’s undeni-
able signatures.
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A Generalisation, a Simplification and Some
Applications of Paillier’s Probabilistic
Public-Key System

Ivan Damgard and Mads Jurik

University of Aarhus, BRICS*

Abstract. We propose a generalisation of Paillier’s probabilistic public
key system, in which the expansion factor is reduced and which allows
to adjust the block length of the scheme even after the public key has
been fixed, without loosing the homomorphic property. We show that
the generalisation is as secure as Paillier’s original system.

We construct a threshold variant of the generalised scheme as well as
zero-knowledge protocols to show that a given ciphertext encrypts one
of a set of given plaintexts, and protocols to verify multiplicative relations
on plaintexts.

We then show how these building blocks can be used for applying the
scheme to efficient electronic voting. This reduces dramatically the work
needed to compute the final result of an election, compared to the previ-
ously best known schemes. We show how the basic scheme for a yes/no
vote can be easily adapted to casting a vote for up to ¢t out of L can-
didates. The same basic building blocks can also be adapted to pro-
vide receipt-free elections, under appropriate physical assumptions. The
scheme for 1 out of L elections can be optimised such that for a certain
range of parameter values, a ballot has size only O(log L) bits.

1 Introduction

In [9], Paillier proposes a new probabilistic encryption scheme based on compu-
tations in the group Z7%,, where n is an RSA modulus. This scheme has some
very attractive properties, in that it is homomorphic, allows encryption of many
bits in one operation with a constant expansion factor, and allows efficient de-
cryption. In this paper we propose a generalisation of Paillier’s scheme using
computations modulo n¥*!, for any s > 1. We also show that the system can
be simplified (without degrading security) such that the public key can consist
of only the modulus n. This allows instantiating the system such that the block
length for the encryption can be chosen freely for each encryption, independently
of the size of the public key, and without loosing the homomorphic property. The
generalisation also allows reducing the expansion factor from 2 for Paillier’s orig-
inal system to almost 1. We prove that the generalisation is as secure as Paillier’s
original scheme.
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We propose a threshold variant of the generalised system, allowing a number
of servers to share knowledge of the secret key, such that any large enough
subset of them can decrypt a ciphertext, while smaller subsets have no useful
information. We prove in the random oracle model that the scheme is as secure
as a standard centralised implementation.

We also propose a zero-knowledge proof of knowledge allowing a prover to
show that a given ciphertext encodes a given plaintext. From this we derive
other tools, such as a protocol showing that a ciphertext encodes one out of a
number of given plaintexts. Finally, we propose a protocol that allows verifica-
tion of multiplicative relations among encrypted values without revealing extra
information.

We look at applications of this to electronic voting schemes. A large number
of such schemes is known, but the most efficient one, at least in terms of the
work needed from voters, is by Cramer, Gennaro and Schoenmakers [4]. This
protocol provides in fact a general framework that allows usage of any proba-
bilistic encryption scheme for encryption of votes, if the encryption scheme has
a set of “nice” properties, in particular it must be homomorphic. The basic idea
of this is straightforward: each voter broadcasts an encryption of his vote (by
sending it to a bulletin board) together with a proof that the vote is valid. All
the valid votes are then combined to produce an encryption of the result, using
the homomorphic property of the encryption scheme. Finally, a set of trustees
(who share the secret key of the scheme in a threshold fashion) can decrypt and
publish the result.

Paillier pointed out already in [9] that since his encryption scheme is homo-
morphic, it may be applicable to electronic voting. In order to apply it in the
framework of [4], however, some important building blocks are missing: one needs
an efficient proof of validity of a vote, and also an efficient threshold variant of
the scheme, so that the result can be decrypted without allowing a single entity
the possibility of learning how single voters voted.

These building blocks are precisely what we provide here. Thus we immedi-
ately get a voting protocol. In this protocol, the work needed from the voters
is of the same order as in the original version of [4]. However, the work needed
to produce the result is reduced dramatically, as we now explain. With the El
Gamal encryption used in [4], the decryption process after a yes/no election pro-
duces ¢ mod p, where p is prime, g is a generator and R is the desired result.
Thus one needs to solve a discrete log problem in order to find the result. Since
R is bounded by the number of voters M, this is feasible for moderate size M’s.
But it requires £2(v/M) exponentiations, and may certainly be something one
wants to avoid for large scale elections. The problem becomes worse, if we con-
sider an election where we choose between L candidates, L > 2. The method
given for this in [4] is exponential in L in that it requires time £2(v/M Lil), and
so is prohibitively expensive for elections with large L.

In the scheme we propose below, this work can be removed completely. Our
decryption process produces the desired result directly. We also give ways to
implement efficiently constraints on voting that occur in real elections, such as
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allowing to vote for precisely ¢ out of the L candidates, or to vote for up to ¢ of
them. In each of these schemes, the size of a single ballot is O(k- L), where k is the
bit length of the modulus used]. We propose a variant using a different technique
where ballots have size O(max(k, Llog M) - log L). Thus for k > Llog M, this
is much more efficient, and even optimal up to a constant factor, since with less
than log L bits one cannot distinguish between the L candidates. Furthermore
this scheme requires only 1 decryption operation, even when L > 2.

2 Related Work

In work independent from, but earlier than ours, Fouque, Poupard and Stern
[6] proposed the first threshold version of Paillier’s original scheme. Like our
threshold scheme, [6] uses an adaptation of Shoup’s threshold RSA scheme [10],
but beyond this the techniques are somewhat different, in particular because
we construct a threshold version for our generalised crypto system (and not
only Paillier’s original scheme). In [6] voting was also pointed out as a potential
application, however, no suggestion was made there for protocols to prove that
an encrypted vote is correctly formed, something that is of course necessary for
a secure election in practice.

In work done concurrently with and independent from ours, Baudron, Fou-
que, Pointcheval, Poupard and Stern [I] propose a voting scheme somewhat
similar to ours. Their work can be seen as being complementary to ours in
the sense that their proposal is more oriented towards the system architectural
aspects of a large scale election, and less towards optimisation of the building
blocks. To compare to their scheme, we first note that there the modulus length &
must be chosen such that k£ > Llog M. The scheme produces ballots of size O(k -
L). An estimate with explicit constants is given in [I] in which the dominating
term in our notation is 9k L.

Because our voting scheme uses the generalised Paillier crypto system, k can
be chosen freely, and the voting scheme can still accommodate any values of
L, M. If we choose k as in [1]), i.e. K > Llog M, then the ballots we produce have
size O(k-log L). Working out the concrete constants involved, one finds that our
complexity is dominated by the term 11klog L. So for large scale elections we
have gained a significant factor in complexity compared to [I].

In [R], Hirt and Sako propose a general method for building receipt-free elec-
tion schemes, i.e. protocols where vote-buying or -coercing is not possible because
voters cannot prove to others how they voted. Their method can be applied to
make a receipt-free version of the scheme from [4]. It can also be applied to our
scheme, with the same efficiency gain as in the non-receipt free case.

L All complexities given here assume that the length of challenges for the zero-
knowledge proofs is at most k. Also, strictly speaking, this complexity only holds if
k > log M, however, since k > 1000 is needed for security anyway, this will always
be satisfied in practice.
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3 A Generalisation of Paillier’s Probabilistic Encryption
Scheme

The public-key crypto-system we describe here uses computations modulo n*+!
where n is an RSA modulus and s is a natural number. It contains Paillier’s
scheme [9] as a special case by setting s = 1.

We start from the observation that if n = pq, p,q odd primes, then Z. .,
as a multiplicative group is a direct product G x H, where G is cyclic of order
n® and H is isomorphic to Z;, which follows directly from elementary number
theory. Thus, the factor group G = Z*..1/H is also cyclic of order n°. For an
arbitrary element a € Z*.,,, we let @ = aH denote the element represented by
a in the factor group G.

Lemma 1. For any s < p,q, the element n + 1 has order n® in Z* ...

§=0
n**! for some 4 if and only if 3%, (;) n/~1 is 0 modulo n®. Clearly, this is the
case if 1 = n®, so it follows that the order of 1 4+ n is a divisor in n®, i.e., it
is a number of form p®¢?®, where a, 3 < s. Set a = p*¢®, and consider a term
(‘;)n] ~1in the sum > i1 (‘;) n/~1. We claim that each such term is divisible by
a: this is trivial if j > s, and for j < s, it follows because j! can then not have
p or q as prime factors, and so a must divide (‘;) Now assume for contradiction

Proof. Consider the integer (1 + n)’ = 3. (;)n] . This number is 1 modulo

that a = p®¢”® < n*. Without loss of generality, we can assume that this means
a < s. We know that n® divides Z?:l (‘;)nj_l. Dividing both numbers by a,
we see that p must divide the number Z;Zl (?)nJ ~1/a. However, the first term
in this sum after division by a is 1, and all the rest are divisible by p, so the
number is in fact 1 modulo p, and we have a contradiction.

Since the order of H is relatively prime to n*® this implies immediately that

the element T+ n := (1 +n)H € G is a generator of G, except possibly for
s > p,q. So the cosets of H in Z".., are

H,(14+n)H,(1+n)?H,...,(1+n)" "*H,

which leads to a natural numbering of these cosets.

The final technical observation we need is that it is easy to compute ¢ from
(1 +n)* mod n**1. We now show how to do this. If we define the function L()
by L(b) = (b —1)/n then clearly we have

L((1 +n)* mod n**1) = (i + <;>n + .t (;) n*~1) mod n®

We now describe an algorithm for computing i from this number.

The general idea of the algorithm is to extract the value part by part, so
that we first extract i; = ¢ mod n, then i, = 4 mod n? and so forth. It is easy
to extract iy = L((1 4+ n)? mod n?) = i mod n. Now we can extract the rest by
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the following induction step: In the j’th step we know ¢;_;. This means that
ij =1ij—1+k=*n/! for some 0 < k < n. If we use this in

L((1 4+ n)" mod n/ ™) = (i; + (g)n +..+ <?)nj_1) mod n’

We can notice that each term (tfﬁl)nt for j > t > 0 satisfies that (tifl)nt =

(’tg;ll)nt mod n?. This is because the contributions from k % n/~! vanish modulo

nd after multiplication by n. This means that we get:

L((1+n)  mod n™) = (i;_1 + k*n?~t + (Zj;l)n +..+

(ijl) n?~1) mod n’
J

Then we just rewrite that to get what we wanted

. i—1
ij =451+ kxn’

=i;_1+ L((1 +n)" mod /) — (i;_1 + (zjzl)n

+..+ (Zj_1>nj_1) mod n’
J

= L((1 +n)" mod n/*t) — ((Zgl)n +...+ <ij1>nj1) mod n’
J

This equation leads to the following algorithm:

i :=0;
for j;=1tos do
begin
t1 := L(a mod n/*1);
ty 1= 1;
for k:= 2 to j do
begin
i i=1—1;

to := to % i mod n’;
ty =t — 7'52*2,“1 mod n;
end '
1= t1;
end

We are now ready to describe our cryptosystem. In fact, for each natural
number s, we can build a cryptosystem CSj, as follows:
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Key Generation. On input the security parameter k, choose an RSA modulus
n = pq of length k bitdd. Also choose an element g € Z.. such that
g = (1 4+ n)/z mod n**! for a known j relatively prime to n and z € H.
This can be done, e.g., by choosing j,x at random first and computing g;
some alternatives are described later. Let A be the least common multiple
of p—1 and g — 1. By the Chinese Remainder Theorem, choose d such that
dmodn € Z} and d = 0mod A. Any such choice of d will work in the
following. In Paillier’s original scheme d = A was used, which is the smallest
possible value. However, when making a threshold variant, other choices are
better - we expand on this in the following section.
Now the public key is n, g while the secret key is d.

Encryption. The plaintext set is Z,s. Given a plaintext i, choose a random
r € Z". 1, and let the ciphertext be E(i,r) = g'r™ mod nst!,

Decryption. Given a ciphertext c, first compute c¢? mod n**!. Clearly, if ¢ =
E(v,r), we get

cd _ (girns)d _ ((1 + n)jimirns)d _ (1 + ,n‘)jiclmodnS (ajirns)dmod/\

— (1 + n)jidmodns

Now apply the above algorithm to compute jid mod n®. Applying the same
method with ¢ replaced by g clearly produces the value jd mod n?, so this
can either be computed on the fly or be saved as part of the secret key. In
any case we obtain the cleartext by (jid) - (jd)~! =i mod n®.

Clearly, this system is additively homomorphic over Z,,s, that is, the product
of encryptions of messages 4,4’ is an encryption of ¢ + 7’ mod n®.

The security of the system is based on the following assumption, introduced
by Paillier in [9] the decisional composite residuosity assumption (DCRA):

Conjecture 1. Let A be any probabilistic polynomial time algorithm, and assume
A gets n,x as input. Here n has k bits, and is chosen as described above, and x
is either random in Z, or it is a random n’th power in Z*, (that is, a random
element in the subgroup H defined earlier). A outputs a bit b. Let po(A, k) be
the probability that b = 1 if x is random in Z*, and p;(A, k) the probability
that b =1 if z is a random n’th power. Then | po(A, k) — p1(A4, k) | is negligible
in k.

Here, “negligible in k” as usual means smaller than 1/ f(k) for any polynomial
f() and all large enough k.

We now discuss the semantic security of C'Ss. There are several equivalent
formulations of semantic security. We will use the following:

Definition 1. An adversary A against a public-key cryptosystem gets the pub-
lic key pk generated from secuity parameter k as input and oulputs a mes-
sage m. Then A is given an encryption under pk of either m or a message

2 Strictly speaking, we also need that s < p, ¢, but this is insignificant since s is a
constant.
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chosen uniformly in the message space, and outputs a bit. Let po(A, k), re-
spectively p1(A, k) be the probability that A outputs 1 when given an encryp-
tion of m, respectively a random encryption. Define the advantage of A to be
Adv(A, k) = |po(A, k) —p1(A, k)|. The cryptosystem is semantically secure if for
any probabilistic polynomial time adversary A, Adv(A, k) is negligible in k.

In [9], Paillier showed that semantic security of his cryptosystem (which is
the same as our C'Sy) is equivalent to DCRA. This equivalence holds for any
choice of g, and follows easily from the fact that given a ciphertext c that is
either random or encrypts a message i, cg~* mod n? is either random in Z*, or
a random n’th power. In particular one may choose g = n + 1 always without
degrading security. We do this in the following for simplicity, so that a public
key consists only of the modulus n. We now show that in fact security of C'S; is
equivalent to DCRA:

Theorem 1. For any s, the cryptosystem C'Ss is semantically secure if and only
if the DCRA assumption is true.

Proof. From a ciphertext in C'S,, one can obtain a ciphertext in C'S; by reducing
modulo n?, this implicitly reduces the message modulo n. It is therefore clear
that if DCRA fails, then C'Ss cannot be secure for any s. For the converse, we
show by induction on s that security of C'S; follows from DCRA. For s = 1, this
is exact.ly Paillier’s result. So take any s > 1 and assume that C'S; for any ¢ < s
is secure.

The message space of C'Sy is Z,,s. Thus any message m can be written in
n-adic notation as an s-tuple (mg, mgs—_1,...,m1), where each m; € Z,, and m =
Zf;ol mip1nt. Let D, (ms, ...,m1) be the distribution obtained by encrypting the
message (ms,...,mq) under public key n. If one or more of the m; are replaced
by *’s, this means that the corresponding position in the message is chosen
uniformly in Z,, before encrypting.

Now, assume for contradiction that C'S, is insecure, thus there is an adversary
A, such that for infinitely many k, Adv(A, k) > 1/f(k) for some polynomial f().
Take such a k. Without loss of generality, assume we have po(A4, k) —p1(4, k) >
1/f(k). Suppose we make a public key n from security parameter k, show it to A,
get a message (my, ...,m1) from A and show A a sample of D,,(*,ms_1,...,m1).
Let ¢(A, k) be the probability that A now outputs 1. Of course, we must have

1 1
Qf(k‘) or Q(A7k) 7p1(A,k) Z T(k)

(*) pO(Av k) - Q(Av k) >

for infinitely many k.

In the first case in (%), we can make a successful adversary against C'S7, as
follows: we get the public key n, show it to A, get (ms, ..., m1), and return my as
output. We will get a ciphertext ¢ that either encrypts ms in C'Sy, or is a random
ciphertext, i.e., a random element from Z,. If we consider ¢ as an element in
Z" .11, we know it is an encryption of some plaintext, which must have either m;

. . . . .. s—1 .
or a random element in its least significant position. Hence ¢” ~ mod n**! is
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an encryption of (mg,0,...,0) or (x,0,...,0). We then make a random encryption
d of (0,ms_1,...,m1), give ¢ dmod n**! to A and return the bit A outputs.
Now, if ¢ encrypts mg, we have shown to A a sample of D, (ms,...,m1), and
otherwise a sample of D,,(*,ms_1,...,m1). So by assumption on A, this breaks
C'Sy with an advantage of 1/2f(k), and so contradicts the induction assumption.

In the second case of (), we can make an adversary against C'Ss_1, as fol-
lows: we get the public key n, show it to A, and get a message (ms, ..., my). We
output (ms_1,...,m1) and get back a ciphertext ¢ that encrypts in C'Ss_; either
(ms_1,...,mq) or something random. If we consider ¢ as a number modulo n**?,
we know that the corresponding plaintext in C'Ss has either (ms_1,...,m1) or
random elements in the least significant s — 1 positions - and something un-
known in the top position. We make a random encryption d of (x,0,...,0), show
cd mod n*T1 to A and return the bit A outputs. If ¢ encrypted (ms_1,...,my),
we have shown A a sample from D, (%, ms_1,....,m1), and otherwise a sample
from D, (%, ...,%). So by asumption on A, this breaks C'S;_; with an advantage
of 1/2f(k) and again contradicts the induction assumption.

3.1 Adjusting the Block Length

To facilitate comparison with Paillier’s original system, we have kept the above
system description as close as possible to that of Paillier. In particular, the
description allows choosing ¢ in a variety of ways. However, as mentioned, we
may choose g = n + 1 always without loosing security, and the public key may
then consist only of the modulus n. This means that we can let the receiver
decide on s when he encrypts a message. More concretely, the system will work
as follows:

Key Generation. Choose an RSA modulus n = pg. Now the public key is n
while the secret key is A, the least common multiple of (p — 1) and (¢ — 1).

Encryption. Given a plaintext i € Z,s, choose a random r € Z*..,, and let
the ciphertext be E(i,r) = (1 +n)r™ mod n**1.

Decryption. Given a ciphertext ¢, first compute, by the Chinese Remainder
Theorem d, such that d = 1 mod n® and d = 0 mod X (note that the length of
the ciphertext allows to decide on the right value of s, except with negligible
probability). Then compute ¢? mod n**!. Clearly, if c = E(i,r), we get

Cd — ((1 + n)irns)d _ (1 + n)idmodns (mirns)dmod/\ —_ (1 + n)i mod ns+1

Now apply the above algorithm to compute ¢ mod n?.

4 Some Building Blocks

4.1 A Threshold Variant of the Scheme

What we are after in this section is a way to distribute the secret key to a set of
servers, such that any subset of at least ¢ of them can do decryption efficiently,
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while less than ¢ have no useful information. Of course this must be done without
degrading the security of the system.

In [10], Shoup proposes an efficient threshold variant of RSA signatures. The
main part of this is a protocol that allows a set of servers to collectively and
efficiently raise an input number to a secret exponent modulo an RSA modulus
n. A little more precisely: on input a, each server returns a share of the result,
together with a proof of correctness. Given sufficiently many correct shares, these
can be efficiently combined to compute a? mod n, where d is the secret exponent.

As we explain below it is quite simple to transplant this method to our case,
thus allowing the servers to raise an input number to our secret exponent d
modulo n*t!. So we can solve our problem by first letting the servers help us
compute E(i,7)% mod n**!. Then if we use g = n + 1 and choose d such that
d =1 mod n® and d = 0 mod A, the remaining part of the decryption is easy to
do without knowledge of d.

We warn the reader that this is only secure for the particular choice of d we
have made, for instance, if we had used Paillier’s original choice d = A, then
seeing the value E(i,7)% mod n*T! would allow an adversary to compute A and
break the system completely. However, in our case, the exponentiation result can
safely be made public, since it contains no trace of the secret .

A more concrete description: Compared to [10] we still have a secret exponent
d, but there is no public exponent e, so we will have to do some things slightly
differently. We will assume that there are [ decryption servers, and a minimum
of k < n/2 of these are needed to make a correct decryption.

Key generation

Key generation starts out as in [I0]: we find 2 primes p and ¢, that satisfies
p=2p +1and g =2¢ +1, where p’ and ¢’ are primes and different from p and
q. We set n = pq and m = p’q’. We decide on some s > 0, thus the plaintext
space will be Z,,s. We pick d to satisfy d = 0 mod m and d = 1 mod n®. Now we
make the polynomial f(X) = Zf;ol a; X* mod n*m, by picking a; (for 0 < i < k)
as random values from {0,--- ,n° xm — 1} and ag = d. The secret share of the
’th authority will be s; = f(¢) for 1 < ¢ <[ and the public key will be n. For
verification of the actions of the decryption servers, we need the following fixed
public values: v, generating the cyclic group of squares in Z?.., and for each
decryption server a verification key v; = v2% mod n**!, where A = 1!.

Encryption
To encrypt a message M, a random r € Z*.,, is picked and the cipher text is
computed as ¢ = ¢Mr™" mod nst!.

Share decryption

The i’th authority will compute ¢; = ¢24%, where ¢ is the ciphertext. Along with
this will be a zero-knowledge proof that log.(c?) = log, (v;), which will convince
us, that he has indeed raised to his secret exponent s;

3 A non interactive zero-knowledge proof for this using the Fiat-Shamir heuristic is
easy to derive from the corresponding one in [10].
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Share combining
If we have the required k (or more) number of shares with a correct proof, we
can combine them into the result by taking a subset S of k shares and combine
them to
s »
d = H cf)\o‘i mod n*t' where A§, = A | H ?ZZ/ €z
€S i/e€S\i
The value of ¢ will have the form ¢ = #4°f(0) = 44 Noting that 4A%d =
0 mod A and 4A2d = 4A2 mod n®, we can conclude that ¢/ = (1 4 n)*4*M mod
n*+1 where M is the desired plaintext, so this means we can compute M by ap-
plying the algorithm from Section 3 and multiplying the result by (4A2)~! mod
n’.

Compared to the scheme proposed in [6], there are some technical differences,
apart from the fact that [6] only works for the original Paillier version modulo
n?: in [6], an extra random value related to the public element g is part of the
public key and is used in the Share combining algorithm. This is avoided in our
scheme by the way we choose d, and thus we get a slightly shorter public key
and a slightly simpler decryption algorithm.

The system as described requires a trusted party to set up the keys. This
may be acceptable as this is a once and for all operation, and the trusted party
can delete all secret information as soon as the keys have been distributed.
However, using multi-party computation techniques it is also possible to do the
key generation without a trusted party.

Note that the key generation phase requires that a value of the parameter s
is fixed. This means that the system will be able to handle messages encrypted
modulo ns/“, for any s’ < s, simply because the exponent d satisfies d =
1 mod n*’, for any s’ < s. But it will not work if s’ > s. If a completely general
decryption procedure is needed, this can be done as well: If we assume that A is
secret-shared in the key set-up phase, the servers can compute a suitable d by
running a secure protocol that first inverts A modulo n® to get some x as result,
and then computes the product d = x A (over the integers). This does not require
generic multi-party computation techniques, but can be done quite efficiently
using techniques from [5]. Note that, while this does require communication
between servers, it is not needed for every decryption, but only once for every
value of s that is used.

We can now show in the random oracle model that this threshold version is
as secure as a centralised scheme where one trusted player does the decryptior@,
in particular the threshold version is secure relative to the same complexity
assumption as the basic scheme. This can be done in a model where a static
adversary corrupts up to k — 1 players from the start. Concretely, we have:

Theorem 2. Assume the random oracle model and a static adversary that cor-
rupts up to k — 1 players from the beginning. Then we have: Given any cipher-
4 In fact the random oracle will be needed only to ensure that the non-interactive

proofs of correctness of shares will work. Doing these proofs interactively instead
would allow us to dispense with the random oracle.
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text, the decryption protocol outputs the correct plaintext, except with negligible
probability. Given an oracle that on input a ciphertext returns the correspond-
ing plaintext, the adversary’s view of the decryption protocol can be efficiently
stmulated with a statistically indistinguishable distribution.

The full proof will be included in the final version of this paper. Here we only
give the basic ideas: correctness of the scheme is immediate assuming that the
adversary can contribute bad values for the ¢;’s with only negligible probability.
This, in turn, is ensured by soundness of the zero-knowledge proofs given for
each c¢;.

For the simulation, we start from the public key n. Then we can simulate the
shares s;,, ..., s;,_, of the bad players by choosing them as random numbers in
an appropriate interval. Since d is fixed by the choice of n, this means that the
shares of uncorrupted players and the polynomial f are now fixed as well, but
are not easy for the simulator to compute.

However, if we choose v as a ciphertext with known plaintext mg, we can also
compute what v/(°) would be, namely v/} = v¢ mod n**t' = (1 + n)™° mod
n**t1. Then by doing Lagrange interpolation “in the exponent” as in [10], we can
compute correct values of v; = v2% for the uncorrupted players. When we get
a ciphertext ¢ as input, we ask the oracle for the plaintext m. This allows us
to compute ¢ = (1 4+ n)™ mod n*~!. Again this means we can interpolate and
compute the contributions ¢; from the uncorrupted players. Finally, the zero-
knowledge property is invoked to simulate the proofs that these ¢; are correct.

4.2 Some Auxiliary Protocols

Suppose a prover P presents a sceptical verifier V' with a ciphertext ¢ and claims
that it encodes plaintext i. A trivial way to convince V would be to reveal also
the random choice r, then V can verify himself that ¢ = E(i,r). However, for
use in the following, we need a solution where no extra useful information is
revealed.

It is easy to see that that this is equivalent to convincing V that cg~* mod
nt! is an n®’th power. So we now propose a protocol for this which is a simple
generalisation of the one from [7]. We note that this and the following protocols
are not zero-knowledge as they stand, only honest verifier zero-knowledge. How-
ever, first zero-knowledge protocols for the same problems can be constructed
from them using standard methods and secondly, in our applications, we will
always be using them in a non-interactive variant based on the Fiat-Shamir
heuristic, which means that we cannot obtain zero-knowledge, we can, however,
obtain security in the random oracle model. As for soundness, we prove that the
protocols satisfy so called special soundness (see [2]), which in particular implies
that they satisfy standard knowledge soundness.

Protocol for n*’th powers
Input: n,u
Private Input for P: v, such that u = v mod n**?
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1. P chooses r at random mod n°t! and sends a = ™" mod n**t! to V

2. V chooses e, a random k bit number, and sends e to P.

3. P sends z = rv® mod n*t! to V, and V checks that 2" = au® mod nt!,
and accepts if and only if this is the case.

It is now simple to show

Lemma 2. The above protocol is complete, honest verifier zero-knowledge, and
satisfies that from any pair of accepting conversations (between V and any
prover) of form (a,e, z),(a,e',2") with e # €', one can efficiently compute an
n°’th root of u, provided 2! is smaller than the smallest prime factor of n.

Proof. Completeness is obvious from inspection of the protocol. For honest ver-
ifier simulation, the simulator chooses a random z € Z*,,,, a random e, sets
a = 2" u~° mod n*t! and outputs (a, e, z). This is easily seen to be a perfect
simulation.

For the last claim, observe that since the conversations are accepting, we

s s /
have 2" = au® mod n**! and 2" = au® mod n**t!, so we get

(z/2)" = u® mod n*t!

Since e — €’ is prime to n by the assumption on 2!, choose o, 3 such that an® +
B(e —e€') = 1. Then let v = u®(z/z')” mod n*T!. We then get

s

v = uomS (Z/z/)nsﬁ _ uomsuﬁ(e—e') — wmod nst!
so that v is indeed the desired n®’th root of u

In our application of this protocol, the modulus n will be chosen by a trusted
party, or by a multi-party computation such that n has two prime factors of
roughly the same size. Hence, if k is the bit length of n, we can set t = k/2 and
be assured that a cheating prover can make the verifier accept with probability
<27t

The lemma immediately implies, using the techniques from [2], that we can
build an efficient proof that an encryption contains one of two given values,
without revealing which one it is: given the encryption C' and the two candi-
date plaintexts 41,142, prover and verifier compute u; = C/gi1 mod n*tt uy =
C/g™ mod n**1, and the prover shows that either u; or us is an n®’th power.
This can be done using the following protocol, where we assume without loss
of generality that the prover knows an n®’th root w1, and where M denotes the
honest-verifier simulator for the n°-power protocol above:

Protocol 1-out-of-2 n*’th power
Input: n, uq, us
Private Input for P: vy, such that u; = vfs mod nst!

1. P chooses 7 at random mod n**T'. He invokes M on input n,us to get a
. s
conversation as, ea, zo. He sends a3 = r}* mod n*t as to V
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2. V chooses s, a random ¢ bit number, and sends s to P.

3. P computes e; = s — ez mod 2! and z; = 10" mod n**1. He then sends
€1,%21,€2,%22 to V.

4. V checks that s = e; + ez mod 2!, 27" = a1u$' mod n**t! and 25" = aqu$?
mod n°t!, and accepts if and only if this is the case.

The proof techniques from [2] and Lemma [ immediately imply

Lemma 3. Protocol 1-out-of-2 n®th power is complete, honest verifier zero-
knowledge, and satisfies that from any pair of accepting conversations (between
V and any prover) of form (ay,as, s, ey, z1,ea,22), (a1,as,s', €}, 2], €5, 25) with
s # s, one can efficiently compute an n®’th root of u1, and an n®’th root of us,
provided 2t is less than the smallest prime factor of n.

Our final building block allows a prover to convince a verifier that three
encryptions contain values a,b and c¢ such that ab = ¢ mod n®. For this, we
propose a protocol inspired by a similar construction found in [3].

Protocol Multiplication-mod-n®

Input: n, g, eq, €y, €c

Private Input for P: a,b,c,74,7p, 7. such that ab = ¢ mod n and e, = E(a,r,),
ey = E(b,1p), ec = E(c,re)

1. P chooses a random value d € Z,s and sends to V encryptions e; =

E(d, Td), Edp = E(db, Tdb)-

V' chooses e, a random ¢-bit number, and sends it to P.

3. P opens the encryption efeq = E(ea + d,rSry mod n*T1) by sending f =
ea + dmod n® and z; = rry mod n*t1. Finally, P opens the encryption

1

N

ebf(edbeﬁ)_l = E(0, r{: (rapr¢) ™1 mod n**1) by sending zp = rl{(rdbrﬁ)_ mod

nstL,
4. V verifies that the openings of encryptions in the previous step were correct,
and accepts if and only if this was the case.

Lemma 4. Protocol Multiplication-mod-n® is complete, honest verifier zero-
knowledge, and satisfies that from any pair of accepting conversations (between
V' and any prover) of form (eq, eap, €, f, 21, 22), (€a,€ap, €, f', 21, 2) with e # €,
one can efficiently compute the plaintext a,b,c corresponding to ey, ep,e. such
that ab = ¢ mod n®, provided 2t is smaller than the smallest prime factor in n.

Proof. Completeness is clear by inspection of the protocol. For honest verifier
zero-knowledge, observe that the equations checked by V are efeq = E(f,21)
mod n*+! and ef (egpet)™! = E(0, 22) mod n*T1. From this it is clear that we
can generate a conversation by choosing first f, 2z, 20,e at random, and then
computing eg, eq, that will satisfy the equations. This only requires inversion
modulo 71!, and generates the right distribution because the values f,z1, 22, e
are also independent and random in the real conversation. For the last claim,
note first that since encryptions uniquely determine plaintexts, there are fixed
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values a, b, c,d contained in e4,ep, €., eq, and a value x contained in eg,. The
fact that the conversations given are accepting implies that f = ea 4+ d mod n®,
f'=¢a+dmod n®, fb—x—ecc=0= f'b—x—¢c'c mod n®. Putting this together,
we obtain (f — f')b = (e — €’)cmod n® or (e — €’')ab = (e — €¢’)c mod n®. Now,
since (e — €’) is invertible modulo n® by assumption on 2¢, we can conclude that
¢ =ab mod n® (and also compute a,b and c).

The protocols from this section can be made non-interactive using the stan-
dard Fiat-Shamir heuristic of computing the challenge from the first message
using a hash function. This can be proved secure in the random oracle model.

5 Efficient Electronic Voting

In [4], a general model for elections was used, which we briefly recall here: we have
a set of voters Vi, ..., Vi, a bulletin board B, and a set of tallying authorities
Ay, ...; A,. The bulletin board is assumed to function as follows: every player
can write to B, and a message cannot be deleted once it is written. All players
can access all messages written, and can identify which player each message
comes from. This can all be implemented in a secure way using an already
existing public key infrastructure and server replication to prevent denial of
service attacks. We assume that the purpose of the vote is to elect a winner
among L candidates, and that each voter is allowed to vote for ¢ < L candidates.

In the following, h will denote a fixed hash function used to make non-
interactive proofs according to the Fiat-Shamir heuristic. Also, we will assume
throughout that an instance of threshold version of Paillier’s scheme with public
key n, g has been set up, with the A;’s acting as decryption servers. We will
assume that n® > M, which can always be made true by choosing s or n large
enough.

The notation Proofp(S), where S is some logical statement will denote a bit
string created by player P as follows: P selects the appropriate protocol from
the previous section that can be used to interactively prove S. He computes the
first message a in this protocol, computes e = h(a, S, ID(P)) where I D(P) is his
user identity in the system and, taking the result of this as the challenge from
the verifier, computes the answer z. Then Proofp(S) = (e, z). The inclusion of
ID(P) in the input to h is done in order to prevent vote duplication. To check
such a proof, note that all the auxiliary protocols are such that from S, z, ¢ one
can easily compute what a should have been, had the proof been correct. For
instance, for the protocol for n® powers, the statement consists of a single number
u modulo n*t1, and the verifier checks that z® = au® mod n*t!, so we have
a = 2" u"° mod n**!. Once a is computed, one checks that e = h(a, S, ID(P)).

A protocol for the case L = 2 is now simple to describe. This is equivalent
to a yes/no vote and so each vote can thought of as a number equal to 0 for no
and 1 for yes:

1. Each voter V; decides on his vote v;, he calculates F; = E(v;,r;), where r;
is randomly chosen. He also creates
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Proofy,(E; or E;/g is an n*’th power modulo n®*!)
based on the 1-out-of-2 n®’th power protocol. He writes the encrypted vote
and proof to B.

2. Each A; does the following: first set £ = 1. Then for all 7: check the proof
written by V; on B and if is it valid, then E := E - E; mod n®™!. Finally, 4;
executes his part of the threshold decryption protocol, using E as the input
ciphertext, and writes his result to B.

3. From the messages written by the A;’s, anyone can now reconstruct the
plaintext corresponding to E (possibly after discarding invalid messages).
Assuming for simplicity that all votes are valid, it is evident that F =
[, E(vi,r;) = E(X, vi mod n®,[], r; mod n®!). So the decryption result
is Y, v; mod n® which is ), v; since n® > M.

Security of this protocol (in the random oracle model) follows easily from
security of the sub-protocols used, and semantic security of Paillier’s encryption
scheme. Proofs will be included in the final version of this paper.

There are several ways to generalise this to L > 2. Probably the simplest way
is to hold L parallel yes/no votes as above. A voter votes 1 for the candidates
he wants, and 0 for the others. This means that V; will send L votes of form

(j=1,.,L)

E;; =E(vij,7i;),

Proofy,(E;j or E;j/g is an n*’th power modulo n**!)

To prove that he voted for exactly ¢t candidates, he also writes to B the num-
ber []; r;; mod nstL. This allows the talliers to verify that [I; E(vij,ri;) is an
encryption of ¢. This check is sufficient, since all individual votes are proved to
be 0 or 1. It is immediate that decryption of the L results will immediately give
the number of votes each candidate received.

We note that his easily generalises to cases where voters are allowed to vote
for up to t candidates: one simply introduces ¢ “dummy candidates” in addition
to the actual L. We then execute the protocol as before, but with ¢+ L candidates.
Each voter places the votes he does not want to use on dummy candidates.

The size of a vote in this protocol is seen to be O(Lk), where k is the bit length
of n, by simple inspection of the protocol. The protocol requires L decryption
operations. As a numeric example, suppose we have k = 1000, M = 64000, L =
64, s = 1 and we use challenges of 80 bits in the proofs. Then a vote in the above
system has size about 50 Kbyte.

If the parameters are such that Llog, M < k- s and t = 1, then we can do
significantly better. These conditions will be satisfied in many realistic situations,
such as for instance in the numeric example above.

The basic idea is the following: a vote for candidate j, where 0 < 57 < L is
defined to be an encryption of the number M7. Each voter will create such an en-
cryption and prove its correctness as detailed below. When all these encryptions
are multiplied we get an encryption of a number of form a = Zf:o a; M7 mod n®,
where a; is the number of votes cast for candidate j. Since Llog, M < k- s, this
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relation also holds over the integers, so decrypting and writing a in M-ary no-
tation will directly produce all the a;’s.

It remains to describe how to produce encryption hiding a number of form
M7, for some 0 < j < L, and prove it was correctly formed. Let by, ..., b; be the
bits in the binary representation of j, i.e. j = bg2° 4+ b2 +...+b;2". Then clearly
we have M7 = (Mzo)b0 Cee (M2l)bl. Each factor in this product is either 1 or
a power of M. This is used in the following algorithm for producing the desired
proof (where P denotes the prover):

1. P computes encryptions ey, ..., e; of (M2f])b0,..., (M2l)bl. For each i = 0...1

he also computes Proofp(e;/g or ei/gMy is an n®’th power).
2. Let F; = (M2°)b0 . .. (M2")¥ for i = 0...I. P computes an encryption f; of
F;, for i = 1..I. We set fy = eg. Now, for i = 1...[, P computes

Proofp(Plaintexts corr. to f;_1,€;, f; satisfy
Fi—l . (M2l)b’ = Fz mod n? ),

based on the multiplication-mod-n?® protocol. The encryption f; is the desired
encryption, it can be verified from the e;, f; and all the proofs computed.

It is straightforward to see that a vote in this system will have length
O(klog L) bits (still assuming, of course, that Llog, M < k - s).

With parameter values as in the numeric example before, a vote will have
size about 8.5 Kbyte, a factor of more than 5 better than the previous system.
Moreover, we need only 1 decryption operation as opposed to L before.

6 Efficiency and Implementation Aspects

An implementation of some of the teqniques discussed in this paper can be found
at http://www.brics.dk/~jurik/research.html.

Key Generation. The primes p and ¢ are made using the usual techniques, so
that n will be as difficult as possible to factor. Since there is no difference in
choosing a general g and (n + 1) as generator, we can just use (n + 1) and save
some work for finding a suitable g.

Encryption. As mentioned in Paillier we can choose g = 2 (provided it satisfies
the contraints) to get a speed-up in encryption. But since we can use (n + 1)
as generator we can make it even more efficient since calculating (n + 1)* is the
same as calculating:

1+in+ <;>n2 + ...+ (Z>ns mod n*t!
s

this means raising (n + 1) to ¢’th power takes about 5s multiplications. We can
precompute the factors k!~'n* mod n®t! which reduces the number of multi-
plications to 2s. We can’t get rid of the exponentiation 7" mod n*t!, but the
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random value can be choosen in advance and the exponentiation calculated in
advance. If 7" mod n®t! is calculated in advance an encryption will take 2s
multiplications which is approximately as efficient as RSA for small s.

Decryption. Decryption can be speeded up by calculating the different powers
of n, and the k!~ mod n? for 2 < k < j < s. All this can be calculated modp’
and modg’ instead of modn/ by using

-1 -1
Ly(x) = Ip and Ly(z) = = p

instead of the normal L. The decryption algorithm is then executed 2 times, once
modp’’s instead of modn’ and with L, instead of L and once with modg¢’ and
Lg. Then after the 2 parts have been calculated they are combined using Chinese
remaindering.

Performance Evaluations. We give here a comparison between the schemes
presented in this paper, Paillier’s original scheme, RSA with public exponent
216 11 and El-Gamal. There are 3 versions of our scheme, namely one without
precomputation, one with, and one with s = 1 (and no precomputation), since
this is equivalent to Paillier’s scheme. It is assumed that all numbers has about
the same number of 1’s and 0’s in their binary representation. In figure [T we
compare the different scheme using the same security parameter. It should be
noted that it compares the number of multiplications, but these multiplications
are made using different modulus size. It should be also be noted that the 2 first
columns encrypt sk bits of plaintext instead of & bits in the other columns. The
last 2 rows of the table shows the number of bits that are encrypted for each
multiplication made. It only makes sense to compare the numbers in these 2 rows
if the modulus size is the same and thus the security parameter k is different.

Scheme General Scheme Scheme

No Precomp.| Precomp. | s =1 |Paillier|RSA |El-Gamal
n/p Size (k) k k k k k k
Modulus Size (s+ 1)k (s+ 1)k 2k 2k k k
Plaintext Size sk sk k k k k
Multiplications
for Encryption %sk + 5s 2s %k +5(3k+1| 17 3k+1
Multiplications | (s + 1)k+ [3(s + 1)k+
for Decryption 2s(s+1) s(s+1) |5k+8| 2k [3k+3| 3k+1
Multiplications
per bit encrypted = % % % 3 % 3
Multiplications
per bit decrypted & g = % 5 3 % %

Fig. 1. Comparison with equal security parameter k
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Abstract. Electronic payment systems based on anonymous coins have
been invented as a digital equivalent to physical banknotes. However,
von Solms and Naccache discovered that such anonymous coins are also
very well suited to support criminals in blackmailing.

In this paper we present a payment system, which has an efficient trac-
ing and revocation mechanism for blackmailed coins. The used tracing
method is based on the idea of marking coins similar to marking ban-
knotes with an invisible color. In contrast to previous solutions our pay-
ment system is unconditionally anonymous and thus protects the privacy
of the users.

1 Introduction

Blind signature based anonymous payment systems [Cha83] have been invented
for privacy protecting payments over the internet. However, it was discovered by
von Solms and Naccache [vSN92| that unconditional anonymity may be misused
by criminals: A blackmailer can exploit the properties of the used blind signa-
ture to receive blackmailed money from his victim so that neither the victim
nor the bank are able to recognize the blackmailed coins later. Furthermore, the
blackmailed coins can be transferred anonymously via an unobservable broad-
cast channel (e.g. a newsgroup). This attack is called the perfect crime, as it is
impossible to identify or trace the blackmailer.

To solve anonymity related problems as blackmailing, money laundering, or
illegal purchases, payment systems with revokable anonymity have been proposed
[CMS96TYI6IETYI6)TYI7]. In these payment systems trusted third parties are
able to revoke the anonymity of the users at any time.

In our opinion blackmailing is the most serious drawback of the known pay-
ment systems offering unconditional anonymity. Attacks like money laundering
and illegal purchases aren’t a major problem in anonymous electronic payment
systems, as these problems are even worse with physical cash [Ero96], because
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the PhD program (Graduiertenkolleg) “Enabling Technologies for Electronic Com-
merce” at Darmstadt University of Technology.
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in anonymous electronic payment systems the bank always knows how much a
customer withdraws and how much a person deposits. Thus the bank is able to
detect either the initiator or the recipient of a suspicious transaction.

In this paper we will show how to fight blackmailing without restricting the
anonymity of users as it is done in systems with revokable anonymity. We present
a new online payment scheme, which offers unconditional anonymity, but does
not suffer from the blackmailing attack described above.

We stress that our proposed payment system is very practical as no trusted
third parties are needed, and it is especially well suited for payments over the
internet and for mobile payments using cellular phones. In our opinion, it is not
a drawback that our system is an online system, as these systems minimize the
risk of fraud and losses that may be caused by e.g. overspending.

The remainder is structured as follows: A new technique, which we call mark-
ing, is introduced in the next section. In Section Blwe show how marking is used
in several scenarios to fight blackmailing. The implementation of a payment
system using the marking technique is presented in section[d. The security and
anonymity aspects are discussed in section Bl Furthermore, we sketch several im-
provements of the payment system in section[6] and we discuss how our approach
relates to systems with revokable anonymity in section [7. Finally we conclude
the paper with some open issues for further research.

2 Marking: A New Approach Against Blackmailing

Physical cash, particularly banknotes have two important features, which can
be used to fight blackmailing:

— The serial numbers of the banknotes can be annotated.
— The banknotes can be marked, e.g. with a special invisible color.

The goal of both approaches is to support the investigation of blackmailings by
enabling recognition of blackmailed banknotes after they are spent or discov-
ered somewhere. As precondition for this method of investigation the victim of
a blackmailing has to inform the bank and the police about the blackmailing
before delivering the money.

Using the idea of annotating serial numbers for electronic payments results in
payment systems with revokable anonymity, where a hint is kept in a database,
which enables a trusted third party to recover the serial number. However, the
knowledge of the serial numbers may be misused to trace users even if no black-
mailing occurred.

As annotating serial numbers of electronic coins may violate anonymity, we
base our approach for an anonymous payment system on the idea of marking
coirjlys. No electronic payment system with a similar mechanism has been proposed
yet

L' Note that the notion of marking with an invisible color should not be confused with
magic ink signatures introduced in [JY97], which uses the approach of annotating
serial numbers.
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2.1 Marking of Electronic Coins

Our anonymous payment system implements a reliable marking mechanism for
electronic coins and has the following properties:

— For every blackmailing the bank may issue coins with a different marking.

— Only the bank can determine whether a coin is marked or not. For every
other person marked coins are indistinguishable from unmarked coins.

— At withdrawal the bank has to prove that a coin is unmarked. This proof
cannot be used to convince anybody except the owner of the bank account.

— At deposit the bank can accept or reject marked coins, depending on the
choice of the blackmailed person.

It follows directly that the anonymity of a customer is protected, as he always
detects unsolicited marking. In case of blackmailing, a customer requests marked
coins from the bank, and every spending of marked coins will immediately be
noticed by the bank.

Compared to physical cash, our marking mechanism has several advantages:

— All unspent marked coins can be invalidated and refunded to the customer,
after he instructs the bank to reject all marked coins. Thus the customer
looses only the amount of the already spent marked coins.

— All spent marked coins can efficiently be detected at deposit. This enables
tracing of the blackmailer.

— Marking cannot be misused to trace honest users.

2.2 A New Payment System Based on Undeniable Signatures

The typical approach for unconditional anonymous payment systems is based
on blind signatures [Cha83]. However, in these systems it is hard to embed an
undetectable mark in a coin, because the bank would have to generate a modified
signature at the withdrawal, and as the validity of a coin’s signature is publicly
verifiable, such a modification of a blind signature is easy to detect.

Due to this shortcomings our aim is to restrict the verifiability of coins. We
basically suggest the use of blind undeniable signatures [CvA89[Cha90(] instead
of blind signatures so that the verification of a signature can only be done by
interacting with the bank in non-transferable zero-knowledge protocols:

Confirmation protocol: This protocol is used by the signer to prove the va-
lidity of an undeniable signature to another party.

Disavowal protocol: This protocol is used by the signer to prove the invalidity
of an undeniable signature to another party.

The main idea of our payment system is that the bank issues coins consisting of
undeniable signatures. This has the following consequences:

— At withdrawal, the bank must prove validity of a blindly withdrawn coin
with a confirmation protocol. Without the confirmation protocol the bank
may issue invalid or marked coins.
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— At deposit, if the bank rejects a coin, it must prove the invalidity of this coin
with a disavowal protocol. For an accepted coin the bank never proves the
validity. Therefore, the bank may accept detected marked coins, but cannot
deny a valid coin.

It is not a drawback in an online payment system that a coin cannot be verified
without the issuing bank, because due to possible overspendings the validity of
coins can only be checked by the bank.

2.3 Implementing Marking in Our Payment System

The bank can issue marked coins by using a different private key (we will also call
this a marking key) instead of the normal private key to generate the undeniable
signature. When the bank receives a coin, which was not generated with the
normal private key, the bank has to check whether the coin has been created
with a marking key.

Basically, we have to distinguish three different types of coins:

Valid coins: These coins are created with the normal private key of the bank.
The bank always proves the validity of this type of coins with the confirma-
tion protocol at withdrawal.

Marked coins: These coins are only issued in case of blackmailing and are
created with a different marking key for each blackmailing. The confirmation
protocol always fails for marked coins.

Invalid coins: These coins were neither generated with the normal private key
nor with any of the marking keys. In other words, they were not generated
by the bank. At deposit those coins are always rejected by the bank, which
proves the invalidity with the disavowal protocol.

Some problems arise with these three types of coins, as a blackmailer must not
be able to distinguish between marked and valid coins. The obvious way to test
a coin to be valid, is to execute the confirmation protocol. Thus, we restrict the
use of the confirmation protocol only to the withdrawal and we guarantee that
for a specific coin the confirmation protocol is executed exactly once.

3 Cheating a Blackmailer to Accept Marked Coins

In this section we show how the customer and the bank together can cheat a
blackmailer in the confirmation protocol to accept marked coins as valid coins.
Depending on the power of the blackmailer, we have to distinguish three scenar-
ios:

Perfect crime: The blackmailer contacts the victim via an anonymous channel
and threatens him to withdraw some coins which are chosen and blinded by
the blackmailer. The blackmailer communicates only with the victim but
cannot observe the victim’s communication with the bank.
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Impersonation: The blackmailer gains access to the victim’s bank account and
withdraws coins by himself. The blackmailer communicates directly with the
bank but cannot observe the victim’s communication with the bank.

Kidnapping: The blackmailer has physical control over the blackmailed victim
and withdraws the coins similar to the impersonation scenario. The black-
mailer communicates directly with the bank and prevents the victim from
communicating with the bank.

In all these scenarios the blackmailer hides his identity by using anonymous com-
munication channels (e.g. remailer, broadcast communication or an anonymous
communication endpoint).

We assume that the customer always tries to inform the bank about a black-
mailing. If the customer notifies the bank about a blackmailing, the bank will
issue marked coins in future withdrawals of the customer. Furthermore, we as-
sume that the blackmailer is not able to observe the actions of the bank. The
bank strictly follows the defined protocols for withdrawal and deposit and never
cooperates with a blackmailer.

Next, we describe the different scenarios and their problems in detail and
discuss our countermeasures when blackmailing occurs.

3.1 Perfect Crime

In this scenario the blackmailer threatens the victim to withdraw some coins
which are chosen and blinded by the blackmailer. The victim contacts his bank
and instructs it to mark these blinded coins during the withdrawal. The vic-
tim sends the marked coins back to the blackmailer, who unblinds the coins.
In the subsequent confirmation protocol the blackmailer can choose the secret
parameters and thus the challenge for the bank. Then the blackmailer instructs
the customer to execute the confirmation protocol with this challenge to prove
whether the coins are valid or marked/invalid.

Basically, we face the problem that the confirmation protocol is necessary to
protect the customer from a cheating bank, but it also enables the blackmailer
to detect marked coins. We solve this problem with a designated verifier proof
[JSI96] in the confirmation protocol. Such a proof for the validity of the coins
convinces only the designated verifier, who is in our case the owner of the bank
account.

In the following we describe our generic confirmation protocol (see figure [,
which uses public key encryption as a trapdoor to extract the secret parameters
of the challenge:

1. The customer generates a challenge from the coin and secretly chosen pa-
rameters. These parameters are encrypted with his own public key and sent
together with the challenge to the bank.

2. For the given challenge the bank commits to a zero-knowledge proof for the
validity of the coin and sends the committed proof to the customer.

3. The customer has to reveal his secret parameters to the bank. Then the bank
checks, if the customer’s challenge was built correctly.
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4. Only then the bank opens the committed proof, which convinces the cus-
tomer of the validity of the withdrawn coin.

Bank Customer

choose parameters P
e = Epk.(P)

p = proof(c) ©.C ¢ = challenge(P, coin)
u = commit(p) _u
check if: 3 P
?
€ ? Epr.(P)
¢ = challenge(P, coin)
_ P - checkif:

1 = commit (p)

testproof(P, coin, p) ~ true

Fig. 1. This confirmation protocol convinces only the designated verifier of the validity
of a coin.

In the case of a blackmailing the customer receives the challenge from the
blackmailer. But as the customer can decrypt the secret parameters of the chal-
lenge, he can generate the answer that the blackmailer expects for an unmarked
coin although the bank has issued a marked coin. Because the blackmailer can-
not distinguish between the simulated and a real transcript of the confirmation
protocol, he will always accept the proof.

A different solution for a designated verifier confirmation protocol, which is
based on trapdoor commitments, is given in [JSI96]. In contrast to our solution
the customer can open the commitment so that the revealed value is the correct
answer for an unmarked coin. In the following we will focus on our solution, as
it is more generic.

3.2 Impersonation of the Customer

In addition to the perfect crime scenario the blackmailer may even force the
victim to reveal any private information including the information to access the
victim’s bank account. The blackmailer contacts the bank and pretends to be the
owner of the victim’s account. Thus the blackmailer can withdraw an arbitrary
number of coins without the help of the victim.

However, the victim may communicate with the bank, as this is unobservable
for the blackmailer. The customer gives his decryption key to the bank, who



Marking: A Privacy Protecting Approach Against Blackmailing 143

can cheat the blackmailer as described in the perfect crime scenario. Note that
transferring the decryption key to the bank will only enable the bank to mark
coins in the future. Previously withdrawn coins are not affected and the privacy
of the customer remains untouched. Alternatively, the customer can decrypt the
parameters for the bank and keep his decryption key secret.

3.3 Kidnapping the Customer

In addition to the impersonation scenario the blackmailer has now physical con-
trol over the blackmailed victim. Thus the victim can only communicate with
the blackmailer so that the victim is neither able to directly instruct the bank
to issue marked coins nor to generate a faked confirmation protocol.

In this scenario a covert channel is needed to inform the bank about the kid-
napping. For implementing such a covert channel we adopt the idea of a distress
cash system [DFTY97]. Furthermore, we must enable the bank to generate a
faked confirmation protocol by utilizing the trapdoor in the confirmation proto-
col, which is only possible, if the bank knows the private key for the decryption
of the secret parameters.

A simple solution is to use secure hardware for the authentication at the
beginning of the withdrawal. The main idea is that the hardware offers two
different PINs, where one can be used to indicate a blackmailing. In this case
the secure hardware informs the bank about the blackmailing and delivers the
decryption key, which enables the bank to utilize the trapdoor to cheat the
blackmailer. Due to the use of secure hardware, communication with the bank
is encrypted and can be assumed to be unobservable. This means that it is
impossible for the blackmailer to detect that his victim used the PIN, which
enables the bank to issue marked coins.

A solution that does not depend on secure hardware is more complicated.
For simplicity we assume that we use the same key pair for encryption of the
challenge and for authentication of the customer. A covert channel is imple-
mented by providing at least two different authentication key pairs. The first
key pair should be used for ordinary withdrawals. All other key pairs are used
only in the case of blackmailing, where both the public and the private key are
already known to the bank, which enables it to decrypt the challenge given by
the blackmailer in the confirmation protocol.

We suggest to generate all authentication key pairs dynamically from pass-
phrases. Then it is impossible for the blackmailer to detect that his victim used
a passphrase which instructs and enables the bank to issue marked coins.

4 Implementation of Our Payment System

In the following we will assume an attacker trying to commit the perfect crime,
as the solution for this scenario can easily be transferred to the impersonation
and the kidnapping scenario.

For the implementation of our payment system there are still some problems,
which we will solve:
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Comparing: A blackmailer can withdraw some coins in a regular withdrawal
and the same coins in a blackmailing. For the regular withdrawal he knows
that the coins are valid. If the blackmailed coins are marked, he will deter-
mine a difference between the blackmailed coins and the regularly withdrawn
coins.

Transforming: A blackmailer must not be able to destroy marking. It cannot
be assumed that a blackmailer follows the withdrawal protocol (e.g. he may
use a different kind of blinding), but it must be guaranteed that marked
coins cannot be transformed to invalid coins, while valid coins remain valid.

4.1 The Main Idea of Our Construction

To prevent the comparing attack we have to ensure that withdrawing the same
coin two or more times always results in different signatures. This can be achieved
with a randomized signature scheme.

We developed a new construction for a randomized undeniable signature,
which uses the Okamoto-Schnorr blind signature scheme [Oka92l[PS96] combined
with the Chaum-van Antwerpen undeniable signature scheme [CvA89]. The main
idea is to sign a random value with an undeniable signature, where the random
value is a part of the blind signature. However, signing the commitment of a
randomized blind signature does not work, as it is susceptible to the transforming
attack. Instead we choose a system parameter of the blind signature randomly
and sign it with the undeniable signature.

4.2 System Setup

In our payment system the system parameters are prime numbers p and ¢ with
q|(p — 1) and elements g1, g2 and g3 of (Z/pZ)* of order q. The bank chooses a
key pair

SKg = (s1,82) €r (Z/qZ)?

S1 52

PKp:=v = g{'gs> mod p
for the blind signature and a key pair

SKy :=x €rZ/qZ
PKy :=y=g¢5 modp

for the undeniable signature scheme. Then it publishes the public keys PKp and
PKy.

4.3 The Withdrawal Protocol

The withdrawal protocol is shown in figure 2l For every new coin the bank creates
a new random generator o = g5 mod p and sends this value to the customer.
Then the bank and the customer interact in a blind Okamoto-Schnorr signature
protocol, where the bank uses the generators ¢g; and «. The customer transforms



Marking: A Privacy Protecting Approach Against Blackmailing 145

p and ¢ are prime numbers such that ¢|(p — 1)
g1, g2 and g3 are some elements of (Z/pZ)* of order ¢

s1,82 €r Z/qZ is the blind signature private key of the bank

S1 52

v = g{'g5> mod p is the blind signature public key of the bank

x €g Z/qZ is the undeniable signature private key of the bank
y = g5 mod p is the undeniable signature public key of the bank

Bank Customer

random blinding factors:

rer (Z/qZ)* 0 €r (Z/qZ)*

k17k2 €R Z/qZ ﬂl?ﬁQ)’Y €R Z/qZ

a = g5 mod p a,a o' = o’ mod p
a=g"ak mod p al = a'glﬁla’ﬁ%ﬂ mod p

' =H(m,d d)

c=c —ymodgq

S1 = k1 —csy mod g S1 =51 4 f1 mod ¢
Sh = 67153 + 3, mod ¢

0

S1,592),w
So = ko — csor~ !t mod ¢ %

w = o® mod p w' =w’ = o'" mod p

? 8, 48L&
a’ = g;{'a’”?0v° mod p

/

Signature: (¢/, S, 5%, o/, w')

Fig. 2. Withdrawal of coins based on Okamoto-Schnorr blind signatures combined
with Chaum-van Antwerpen undeniable signatures.

this signature to a signature based on the generators g; and o/ = af mod p
using a randomly chosen § € (Z/qZ)*. This transformation is needed, because
otherwise the bank could recognize coins at deposit on behalf of the generator
.

Finally the bank issues an undeniable signature w = o mod p as a certificate
for . Again, the certificate has to be transformed to w' = w® = o/ mod
p by the customer to circumvent recognition by the bank and to be a valid
undeniable signature for o’. Note that for this transformation we have to omit
the hashfunction on «. The impact on the security will be discussed in section

At the end of the withdrawal protocol the customer possesses a valid coin (m,
d, 81,85, o' w'), and the validity of the undeniable signature w has to be proven
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in a confirmation protocol. Our confirmation protocol (see figure [3)) is a desig-
nated verifier variant of the protocols described in [CvA89ICha90]. If the cus-
tomer follows the withdrawal protocol correctly, then the given proof is also valid
for w'.

Bank Customer

wants a proof for w = a® mod p

choose a,b €r Z/pZ

e = EPKC (a, b)
. — &f  f=wi’modp
t=f* modp
u = commit(t) _u -
check if: 3 aWw
?
[§ :? EPKC (a, b)
= w%® mod
f Y P ¢ = check if:

? .
u =commit (t)
t < a0 g% mod p

Fig. 3. This confirmation protocol proves the validity of the withdrawn coin only to
the designated verifier.

4.4 Marking Blackmailed Coins

In the case of blackmailing marked coins are issued using a different private
key SKy,, := xam to generate the undeniable signature. In order to recognize
marked coins the bank has to maintain lists of all used marking keys:

1. The list M4 contains all marking keys for which the corresponding coins
should be accepted.

2. The list Mg contains all marking keys for which the corresponding coins
should be rejected.

When the customer instructs the bank to reject all his marked coins, the bank
moves the corresponding marking key to My and refunds the amount of all
unspent marked coins to the customer.

Our confirmation protocol for the Chaum-van Antwerpen undeniable signa-
ture used in the case of blackmailing is shown in figure [d. As the customer is
able to decrypt the committed secret parameters a and b, he can give the correct
answer t = a®g4 mod p, which the blackmailer expects for an unmarked coin.
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Customer Blackmailer

choose a,b €r Z/qZ

e = FEpg.(a,b)
6 M f =wy® mod p
a, b= DSKC (6)
check if f = w?y® mod p
t = a%g} mod p — b L Checkift = a®gb mod p

Fig. 4. In case of blackmailing the customer can even prove the validity of a marked
coin.

4.5 Spending and Depositing Coins

When a customer spends a coin (m,c’, S, S5, o', w’), the merchant is not able
to check the validity of this coin alone, because he cannot verify the undeniable
signature and cannot check for double spending. Thus he immediately has to
deposit this coin at the bank.

For every coin to be deposited the bank first checks for double spending and
then verifies the Okamoto-Schnorr signature and the corresponding Chaum-van
Antwerpen undeniable signature.

Verification of the Okamoto-Schnorr signature: The bank verifies the signature
by computing @’ = glslo/s"’vcl mod p and checking ¢ ~ H(m,a',a’). If this test
fails, the coin is rejected.

Verification of the Chaum-van Antwerpen undeniable signature: The bank ver-

ifies the undeniable signature by checking w’ < &/ mod p. If this test also suc-
ceeds, then the coin is valid and will be accepted. If the test fails, the bank
checks all previously used marking keys.

Checking the marking keys: The bank checks the marking keys z g € M4 UMp
by testing w’ L &/"M mod p. If one of the marking keys fulfills this equation,
the bank knows to which blackmailing this coin belongs and whether it has to
accept or reject this coin. If the test fails for all marking keys, the coin is invalid

and will be rejected.

Disavowal protocol: If the bank rejects a coin because of the undeniable signa-
ture, it has to prove that the undeniable signature was not generated with x. In
our payment system we use Chaum’s disavowal protocol [Cha90| for this proof.



148 Dennis Kiigler and Holger Vogt

5 Discussion of Security and Anonymity

In this section we discuss some aspects of security and anonymity of our payment
system.

Unforgability of coins: It is sufficient to show that the blind signature is un-
forgeable, as this implies the unforgability of coins. Obviously, the security of
the blind signature is not affected even if marking keys are published.

Our Okamoto-Schnorr blind signature differs from the original blind signature
[Oka92l[PS96], as it is possible to modify one generator by computing o' =
a® mod p. However, even if an attacker enforces this generator to be o/ = 1
by choosing § = 0 the signature remains witness-indistinguishable [ES90], as
kiand ko are always hidden in a. The security of witness-indistinguishable blind
signatures is shown in [PS96]. Also note that no valid signature can be created

with § = 0, as § has to be invertible.

Undetectability of marking for blackmailers: Blinding of the undeniable signature
is only possible as we omit the hashfunction on «, which makes the undeniable
signature susceptible to the transforming attack described at the beginning of
section[l The goal of such a transformation is that marked coins are transformed
to invalid coins, while valid coins remain valid. In this attack the undeniable
signature (a,w) may be transformed to (o/,w’) = (a’h mod p, w’h® mod p)
using a value h for which an undeniable signature h” mod p is available. In the

4 / . .
%20 mod p) the value o/ is raised

verification of the blind signature (o’ = gfia
to the power of S. However, hS2 mod p was not known at the time when a’ was
computed and thus the verification equation can only be fulfilled, if an attacker
knows the discrete logarithm of A to the base of g; or gs. As no undeniable
signature of g1 or g, is available to an attacker, no suitable h can be constructed.
Thus h always has to be 1, which means that blackmailers cannot apply this

attack to destroy marking.

Anonymity of customers: A unique property of our payment system is that the
decision whether a coin is traceable or not has to be made at withdrawal and is
unalterable afterwards.

If the customer receives unmarked coins at withdrawal, the views of the
customer and the bank on the coins are unlinkable due to the blind signature.
This means that payments with unmarked coins are unconditional anonymous
for the customer.

The only way to degrade the anonymity of customers is to mark their coins.
However, a polynominal time bounded bank has only a negligible chance to suc-
ceed in the confirmation protocol with a marked coin. If the bank is not poly-
nominal time bounded, it may cheat the customer in the confirmation protocol
by decrypting his challenge.
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6 Improvements and Enhancements

After we described the basic version of our payment system, we now sketch
several ideas how the system can be further improved.

— The efficiency of the withdrawal can be improved, if the bank uses the same
random « and the same certificate w for all coins of a withdrawal session.
This improvement has no impact on the linkability of the coins from one
session, as long as the customer uses a different § for every coin.

— As long as no marked coins are issued by the bank, the bank only needs to
verify the blind signature. If this signature is correct, then it must have been
issued by the bank, and thus the coin can be accepted without checking the
undeniable signature.

— If the bank detects a coin generated with a marking key zp; € Mpg at
deposit, the bank may simply publish the key x instead of interacting in
a disavowal protocol.

— When a blackmailer has been caught, the marking key used for this black-
mailing can be removed from M4 or Mg. If a coin with such a marking is
deposited later, it is always rejected as invalid.

— There also exist other, less efficient implementations of our payment scheme,
e.g. an Okamoto-Guillou-Quisquater blind signature [Oka92l[PS96] combined
with an undeniable RSA signature [GKR97].

7 A Comparison to Systems with Revocable Anonymity

In this section we compare our payment system to systems with revocable
anonymity (e.g. [DETY97UTY96ICMS96/TY97]), which are another well known
solution to blackmailing attacks. In contrast to our solution these systems are
based on trusted third parties.

The advantage of a system with revocable anonymity is that tracing is pos-
sible at any time after the withdrawal. This makes it always possible to trace
blackmailed coins. In our system the customer has to decide at withdrawal,
whether the coins should be traceable or not. But due to this restriction of our
scheme, we do not suffer from illegal tracing, which may be possible in systems
with revokable anonymity due to the following reasons:

— If the trusted third party illegally cooperates with the bank, they can trace
the customer.

— Even if the trusted third party is honest, there is the danger that the bank
gains access to the private data of the trusted third party and is able to trace
the customer on its own. Vice versa, a dishonest trusted third party might
get access to the bank’s database and trace customers.

— Even if the private data of an honest trusted third party is protected care-
fully, the bank may be able to trace the customer alone: If anonymity revo-
cation is implemented by trusted third party decryption (this applies to all
offline trusted third parties, e.g. [CMS96/DFTY97]) and the cryptosystem is
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broken, then the bank can trace any payment by computing the decryption
key of the trusted third party.

In all of these cases illegal tracing is a serious threat for the privacy of a customer,
as he has no possibility to detect illegal tracing. Moreover, it is always hard to
prove that illegal tracing has happened.

In our payment system illegal tracing is impossible. Even if the cryptosystem
used for the encryption in the confirmation protocol can be broken, the bank
will not be able to trace previous payments. As long as the customer uses a
secure encryption scheme at withdrawal the probability of illegal marking is
negligible. Furthermore, any unmarked coin remains unconditionally anonymous
in the future.

Last but not least we’d like to mention that most arguments against key es-
crow [AABT98] (e.g. risk, complexity, costs) also apply for revocable anonymity.

8 Conclusions

We have sketched a novel anonymous payment system offering unconditional
anonymity. In contrast to systems with revocable anonymity our approach does
not rely on a trusted third party. In general a trusted third party causes addi-
tional costs, which the customer may not be willing to pay for. As the trusted
third party manages sensitive personal data, it has to be protected carefully.
However, the more secure the trusted third party is, the more expensive is the
service of the trusted third party.

Our payment system protects private users against blackmailing attacks, by
offering a marking mechanism similar to the well known marking of banknotes.
Our marking mechanism is even more effective, because every transaction with
a marked coin is immediately recognized by the bank. At deposit a detected
marked coin may be accepted or rejected, depending on the choice of the cus-
tomer.

As coins may only be marked in agreement with the customer, the bank
cannot misuse marking to degrade anonymity. Nevertheless marked coins are
undetectable for a blackmailer. This enables tracing of blackmailers and allows
revocation of marked coins, without sacrificing anonymity.

An open question about our system is how it can be extended to other
blackmailing scenarios (e.g. when the bank is blackmailed). Another question
is whether the marking mechanism can also be applied to fight money launder-
ing.
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Abstract. The application of sparse polynomials in cryptography has
been studied recently. A public key encryption scheme EnRoot [4] and
an identification scheme SPIFI [I] based on sparse polynomials were
proposed. In this paper, we show that both of them are insecure.

The designers of SPIFI proposed the modified SPIFI [2] after Schnorr
pointed out some weakness in its initial version. Unfortunately, the mod-
ified SPIFT is still insecure. The same holds for the generalization of
EnRoot proposed in [2].

1 Introduction

The commonly used public key cryptosystems today are based on either the fac-
torisation problem or the discrete logarithm [3[7[§]. Some public key cryptosys-
tems based on polynomials have been developed recently, such as the NTRU [6]
and PASS [5]. EnRoot [4] and SPIFI [I] are two public key cryptosystems based
on so-called sparse polynomials. The sparse polynomials used in EnRoot and
SPIFI are of very high degree (as large as 23! — 2) while most of the terms are
with zero coefficients.

EnRoot is a public key encryption scheme and is based on the difficulty of
finding a solution to a given system of sparse polynomial equations over certain
large rings. SPIFI is an identification scheme and is based on the difficulty of
finding a sparse polynomial with specified values at some given points.

In this paper, we break EnRoot and SPIFI. Without dealing with the em-
bedded hard problems, both cryptosytems could be broken easily: the plaintext
of the original EnRoot could be recovered (without knowing the private key)
faster than the decryption algorithm; the private key of the original SPIFT could
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be determined faster than the key generation process. We also break the modi-
fied SPIFI [2] in this paper. The modified SPIFI was proposed to eliminate the
weakness of the original SPIFI pointed out by Schnorr.

This paper is organized as follows. Section 2 introduces the identification
scheme SPIFI and the modified version. Section 3 gives the cryptanalysis of
the original SPIFI and the modified version. Section 4 describes the public key
encryption scheme EnRoot. The attack against EnRoot is given in Section 5.
This attack also covers the generalized EnRoot system described in [2]. Section 6
concludes this paper.

2 Description of the Identification Scheme

The original SPIFI [1] (Secure Polynomial IdentiFIcation) and the modified ver-
sion [2] are introduced in Subsections 2.1 and 2.2, respectively.

2.1 The Original SPIFI

We begin with the introduction of some terminology concerning polynomials.

Definitions. Given a finite field F; and a set S C F,, we use the following
terminology:

S-polynomial: a polynomial G(X) € F,[X] is an S-polynomial if every
coefficient of G belongs to S.

Essentially S-polynomial: a polynomial G(X) € F,[X] is an essentially
S-polynomial if G(X) — G(0) is an S-polynomial.

T-sparse: a polynomial G(X) € F,[X] is 7-sparse if it has at most 7
non-zero coefficients.

The system parameters of SPIFI include

F,: a large finite field (where ¢ is a large prime integer);
k: a small positive integer;
r, s, t: three small positive integers.

Key Generation. The key generation process consists of the following steps:

1. Randomly select k elements a; (i =0,1,... ,k — 1), where ecach a; € F,.

2. Randomly select a t-sparse {0,1}-polynomial ¢(X) € F, of degree at most

q—1.

Compute A = —p(ap), and let f(X) = p(X) + A.

Compute C; = f(a;) fori=1,2,...  k—1.

5. The private key is the polynomial f, and the public key consists of the values
A, apg, a1y ... ,Ak—1 and Cl, 02, ce 7Ck—1-

-

Verification Protocol. It consists of the following steps:

1. The verifier selects at random an s-sparse essentially {0,1}-polynomial h(X)
from F,[X] with h(0) = B and sends h(X) to the prover.
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2. The prover randomly selects an r-sparse {0,1}-polynomial g(X) € F4[X] of
degree at most ¢ — 1 with g(0) = 1.
3. The prover computes F(X) and D; (i =1,2,... ,k—1) as

F(X) = f(X)g(X)h(X) mod (X~ X)

Dj:g(ai) izl,...,k—l

Then F(X) and D; (i =1,... ,k— 1) are sent to the verifier.
4. The verifier computes

E; = h(a;), i=12 ... k-1
and verifies that F'(X) is an rst-sparse {0,1,A,B,AB}-polynomial that satis-
fies F(0) = AB, and
F(a;) = C;D,;E;,  j=0,1,... . k—1
where Dy = Ey = 1,Cy = 0.
Eligibility of F

There is a negligible chance that the constructed polynomial F(X) is not a
{0,1, A, B, AB}-polynomial. However, if rst is substantially smaller than ¢, this
chance is extremely small. The sparser the polynomials are, the smaller is the
chance.

Recommended Parameters

It is claimed in [T] that parameters ¢ = 23! — 1, r = s =t =5, and k = 3
guarantee a security level of 29 and a fast signature.

Hard Problem

It is claimed that the identification protocol is based on the following hard
problem.

Given 2m arbitrary elements o, ... , Gy Y1, .. ,Ym and a set S CFy of
small cardinality, it is unfeasible to find a T-sparse S-polynomial G(X) €
F,[X] of degree deg(G) < q — 1 such that G(a;) =y forj=1,... ,m,
provided that q is of “medium” size relative to the choice of m > 1 and
T > 3.

This hard problem ensures that it is hard to compute the private key f(X) from
the public key (the values of f(X) at some given points).

2.2 The Modified SPIFI

We introduce only the modified SPIFI over the finite field F,. The general mod-
ified SPIFI can be found in [2]. The modified SPIFI differs from the original one
only at the key generation process and the first step of the verification protocol.

Modified Key Generation. The key generation process consists of the follow-
ing steps:
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1. Randomly select k elements a; (¢ =0,1,... ,k — 1), where each a; € Fy.

2. Randomly select a -sparse {0,1}-polynomial fi(X) € Fy[X] of degree at
most ¢ — 1, f1(0) = 1.

3. Randomly select a %—sparse {0,1}-polynomial f2(X) € Fy[X] of degree at
most ¢ — 1, f2(0) =0, fa(ao) # 0 and f2(ao) # —f1(ao).

4. Compute A = —fa(ag)fi(ag)™t, and let f(X) = Afi(X) + f2(X). Then
f(X) is a t-sparse {0, 1, A}-polynomial with f(0) = A and f(ag) = 0.

5. Compute C; = f(a;) for i =1,2,... k— 1.

6. The private key is the polynomial f, and the public key consists of the values
A, ag, a1y ... A1 and Cl, CQ, NN ,Ckfl.

Only the first step of the verification protocol is modified. It is modified as:

The verifier selects at random an s-sparse {0, 1, B}-polynomial h(X) €
F,[X] with h(0) = B and sends h(X) to the prover.

Recommended Parameters

It is claimed in [2] that the parameters ¢ = 23 —1,r = s =t =25, and k = 3
guarantee a security level of 2°°. These recommended parameters are the same
as those in the original SPIFI.

3 Cryptanalysis of the Original SPIFI

We give two attacks to break the original SPIFI. One attack is to recover the
private key f(X) from F(X) (part of the identification transcript), another one
is to forge the identification transcript without knowing the secret key. They are
illustrated in Subsection 3.1 and 3.2. We show that the modified SPIFT is still
insecure in Subsection 3.3.

3.1 Recover the Private Key

In this subsection, we give an attack to recover the private key f(X) from the
identification transcript F(X). Our attack involves only computations over F,.
The direct computation over Fy[X] is too heavy for extremely large values of ¢
and is thus not used in our attack.

The attack begins with recovering the polynomial f(X)g(X) from F(X). Let
the polynomial h'(X) = h(X) — B, i.e., h'(X) is a {0,1}-polynomial. Then the
following relationship holds:

=
=
I
=
>
g
s
=
s
i

FX)g(X)N'(X) + f(X)g(X) - B.

Clearly, the product f(X)g(X)h'(X)is a {0,1,A}-polynomial while f(X)g(X)-B
is a {0,B,AB}-polynomial. It is thus straight forward to separate Bf(X)g(X)
from F(X). The product f(X)g(X) is obtained subsequently.
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After knowing f(X)g(X), we tend to recover g(X). Denote the polynomial
f(X) = f(X)— A. Then

F(X)g(X) = F(X)g(X) + Ag(X).

f(X)g(X) is a {0,1}-polynomial while Ag(x) is a {0,A}-polynomial. The poly-
nomial g(X) could thus be obtained easily from f(X)g(X).

We proceed to recover f(X) from f(X)g(X). Denote the set of all the non-
zero-coefficient degrees of f/(X) as U = {uq,us,...,us}. Denote the set of all
the non-zero-coefficient degrees of f(X)g(X) as V = {v1,va,...,v.¢}. Let two
non-zero-coefficient degrees of g(X) be w; and wy. Then X ™1 f(X) and X™2 f(X)
are both in f(X)g(X). Denote U’ = U + w; as

U' = {w; +up,w; +ug,... ,wi +u}

where w; + u; is set as (w; +u; — ¢+ 1) if w; +u; > ¢q. And let U” =U + w,.
It is obvious that U’ C V and U” C V,ie, U C (V —wy) and U C (V — ws),
where v; — w; is set as (v; —w; + ¢ — 1) if v; — w; < 0. Due to the sparse
nature of the problem, it is not difficult to show that U = (V —w1) N (V — wo)
holds with large probability. f/(X) is thus determined and so is the private key
F(X) = f/(X) + A,

The amount of computation needed in the attack to recover the private key
is less than that required by the SPIFI key generation process.

3.2 Forge the Identification Transcript without the Private Key

The identification transcript of the SPIFI [I] could be forged without knowing
the private key. Let Catherine be an attacker who does not know the prover’s
private key. She forges the identification transcript as follows:

1. Catherine receives an s-sparse essentially {0,1}-polynomial h(X) (h(0) = B)
from the verifier.

2. Catherine gives an rt-sparse essentially {0,1,A}-polynomial e(X) € F,[X]
such that e(0) = A and e(ag) = 0. (The detail will be discussed later in this
subsection.)

3. Catherine computes F(X) = e(X)h(X) mod (X7 — X), sets D; = 1;521])
(Ej = h(a;)) for j=1,... ,k—1, and sends F(X) and D1,... ,Di_1 to the
verifier.

4. The verifier checks that F(X) is an rst-sparse {0,1, A, B, AB}-polynomial
with F/(0) = AB, and F(a;) = C;D;E; for j=1,... ,k—1 and F(ag) = 0.

5. Catherine successfully impersonates the prover.

In Step 2, Catherine needs to compute an rt¢-sparse essentially {0,1}-polynomial
e(X) € Fy[X] satistying e(0) = A and e(ag) = 0. This problem is easy to solve
as long as the value of ¢ is not very large, such as the recommended ¢ = 23! — 1.
Choose randomly an (rt — 2)-sparse essentially {0,1}-polynomial e’(X). The
required e(X) is given as

e(X) = X((X) + X¥) + A
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where

1 A+ ape’(ag)
w = log,, <_ao> .
It is easy to compute the value of w over F, for ¢ = 23! — 1.

If the value of ¢ is too large, the attack in this subsection could not be ap-
plied. However, in that case, the SPIFI cryptosystem is based on the well-known
discrete logarithm, instead of the hard problem related to the sparse polynomi-
als. It is irrelevant for the attack how A and B appear in the polynomials. The
attack applies to S-polynomials for any S.

3.3 Cryptanalysis of the Modified SPIFI

The SPIFT is modified to resist the attack in Subsection 3.1, i.e., to prevent the
private key from being recovered from the identification transcript. However, our
attack given in Subsection 3.2 could be applied (with only slight modification)
to break the modified SPIFI, i.e., to forge the identification transcript without
the private key (the details to forge the identification transcripts are ignored in
this paper). Furthermore, we developed a new attack to recover the private key
of the modified SPIFI. Details of this new attack are given in the following.

Recover the Private Key

The modified SPIFT still fails to hide the private key in a secure way. An
extremely simple attack to recover the private key is given below.

Suppose now we obtained two identification transcripts. Denote these two
polynomials in the transcripts as F'(X) and F”(X), where

F'(X) = f(X)g' (X)W (X) mod (X9 — X) and

F'(X) = f(X)g"(X)h"(X) mod (X7 - X).

Let ¢’, ', ¢g",h"” be randomly chosen sparse polynomials, f(X) would be the
only common terms of F’ and F” (with different coefficients). Thus f(X) is
recovered with negligible amount of computation. The probability of success of
this attack would be very close to one due to the sparse nature of the involved
polynomials.

Remarks.

1. To prevent the verifier from gaining the private key information by choosing
certain special polynomials h, the SPIFI designers suggest to use two equiv-
alent private keys alternatively [2]. This approach has little effect on our
attack above. With at most three identification transcripts, we can recover
one of the equivalent private keys and thus break the system. Generally, if r
equivalent private keys are used, one of the keys could be determined with
at most r + 1 identification transcripts.

2. The attack above can be applied directly to recover the private key in the
original SPIFI. However, the attack in Subsection 3.1 requires only one iden-
tification transcript while the attack in this subsection requires two.
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4 Description of the Encryption Scheme EnRoot

The sparse polynomial public key encryption scheme proposed in [4] is called
EnRoot. A generalized version of EnRoot is also considered in [2]. As the gen-
eralized system can be attacked in the same as the original one proposed in [4],
in the sequel we restrict our attention to the original system.

The system parameters of EnRoot include

F,: a large finite field (where ¢ is a large prime integer);

k: a small positive interger;

t: t = (t1,ta,... ,t;) where each ¢; is a small positive integer;
s: 8 =(81,82,...,8,) where each s; is a small positive integer.

Key Generation. The key generation process consists of the following steps:

1. Randomly choose k integers e; € Z/(¢ — 1)Z (i =1,2,... ,k).

2. Choose a random element ¥ € . Let a; = 9% fori=1,2,... k.

3. Select k random polynomials h; € Fg[X1,Xo,... , Xi] (i = 1,2,... k) of
degree at most ¢ — 1. Each h; contains at most ¢; — 1 monomials.

4. For i =1,2,... ,k compute

fi(Xl,Xg,... 7Xk:) = hi(Xl,Xg,. .. ,Xk) — hi<a1,a2,... ,ak) (1)

5. The secret key is a = (a1, as, ... ,ax). The public key is f = (f1, f2,- -, fx)-
Encryption. To encrypt a message m € F,

1. Select k random polynomials g; € Fy[X1, Xo,...,Xi] (i=1,2,... k). Each
g; contains at most s; monomials and has a non-zero constant coefficient.

2. Compute the reduction ¥ of the polynomial fi1g1 + fogs + ...+ frgr modulo
the ideal generated by (X{ — X1,..., X — X3).
3. The message m is encrypted as the polynomial @ = m + V.

Decryption. To decrypt the message, compute m = @(ay,as, ... ,ax).

Recommended Parameters. It is claimed in [4] that the parameter values
q=2%—1,k=23,s=t=(4,4,4) guarantee a security level of 27°.

Moreover, it is claimed in [4] that EnRoot is based on the following hard problem:

Given a system of sparse polynomial equations of high degree over certain
large rings, it is hard to find a solution to this system.

This means that the secret key a = (a1, aq, ... ,ar) cannot be recovered from the
public key f = (f1, f2,..., fx), where a is a common root of those polynomials
fi (i =1,2,... k). However, as is shown in the next section, EnRoot can be

broken without knowing the private key.
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5 Decryption without Secret Key

First we note, that for decrypting a ciphertext

k
c=m+2fi-gi mod (X{ — X1,..., X! — Xy)
i=1
it is sufficient to reconstruct the constant coefficients g;(0) of Bob’s polynomials
gi: The absolute coefficient of ¢ is

k

c(0) =m+>_ fi(0)- gi(0),

=0

because of all non-constant monomials in the expression Zle fi - g; remaining
non-constant after reduction modulo (X{ — X1,... , X — X}). Hence, knowing
both Alice’s public polynomials f; and the constant coefficients g;(0) we can
reveal the plaintext m via

k

m = c(0) — Zfi(o) - 9i(0).

=0

How can we find the constant coefficients g;(0)? As there are ¢* — 1 different
non-constant terms (monic monomials) which are of degree < ¢ in each variable,
with high probability the public polynomials f; of Alice satisfy the condition

Terms(f;) ¢ () Terms(f;) (1 <i<k) (2)
i
(here Terms( f;) denotes the set of terms occuring in f; with non-zero coefficient).
In other words, for each f; we can find a term

k
XHi = H X ;" e Terms(f;)
j=1
such that X** does not occur in any polynomial f; with j # 4. Now let ¢ €
{1,...,k} be arbitrary but fixed, and denote by a,, the (non-zero) coefficient of
X*#iin f;. Then the coefficient of the term X*i in the ciphertext ¢ = Zle fi-gi
is with high probability equal to g;(0) - a,,: If this coefficient were different from
a,, we had
X*. XP=X" mod (X{ - Xy,..., X — Xy)

for some (X*, X?) € Terms(f;) x Terms(g;) with j € {1,...,k}. However, the
non-constant terms of the (sparse) polynomials f;, g; were chosen at random,
and as there are ¢* — 1 possible non-zero exponent vectors the chance of this to
happen is negligible. So in practice we can reveal g;(0) by simply reading off the
coefficient of X** in the ciphertext, followed by dividing this coeflicient by a,,.

To illustrate this astonishingly simple attack let us consider an example with
the parameters ¢ = 23! — 1 (a prime number), k = 3,81 =t; = ... = s3 = t3 = 4
considered in [4]:
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Example 1. By means of the randpoly function of the computer algebra system
Maple V Realease 4 we derive the following public polynomials for Alice—the
secret common zero is

(21,22, 23) = (723264497, 1295378210, 230009212) :

fl = 349502340 - X1809446137 . X2956143141 . X§'600225079 +
313871617 - X'1779070143 . X2727160601 . X31344053701 4
1715097824 - X11172854581 . X2559420076 . X§39722691 4
116222600

f2 = 200180663 - X11823184387 . X21504204554 . X§L72267093 +
1678471703 - X1759656320 . X2273015567 . X31022563056 +
10188499 - X?2552998 A X21050663882 . X§71683973 =+
1218489385

f3 — 942412531 - X11346986246 . X21330841188 . X§657353576 +
539695881 - Xf32026853 . X2273278370 . X§260893325 +
1786359577 - Xfl)00024634 5 X2592601620 . X§82312333 +
931260911

For our attack we use the following terms (any other combination is possible as
well):

XM o.— X§09446137 . X§56143141 . X§600225079
XH2 .— X1823184387 . X1504204554 . X472267093
T 1 2 3
[ 2% S— 1346986246 1330841188 | 1657353576
Xt = X X! X!

Next, we encrypt the plaintext message 1234567890 € Fa31_; with the poly-
nomials g; below (these were also created by means of Maple V’s randpoly
function):

g1 = THT504042 - X 1902769822 1021006850 , x'1121824348
1024142914 - X 522845576 . x 176006881 _X§459236022 +
1452872129 - X 227645716 x'24530405 'X§104197961 +
1655562558

go = 109017912 - X 2009878524 500749267 . x'1358354210
394475909 - X 337441105 915805516 -X§71137190 +
497731252 . X 538044316 | 641808520 X§5031460 +
1158943955

g3 = 1552167047 - X1765919171 .X22067090688 . X§623699208 4
140676907 - X11867678520 ~X2717664997 A Xg03320394 4
478601450 - X?Q?OSSSO .X2707867631 . X§O47224198 +
1010407045
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The constant coefficient of the resulting ciphertext ¢ is ¢(0) = 1881347037. Fur-
ther on, ¢ contains—among others—the monomials 1290226445- X#!, 463293963 -
X*#2and 1216948431 - X#3. Using these monomials we can reveal the constant
coefficients of the secret polynomials g; as described above:

g1(0) = 1290226445 - 349502340~ ! = 1655562558
g2(0) = 463293963 - 2001806631 = 1158943955
93(0) 1216948431 - 942412531~1 = 1010407045

Consequently, the plaintext m computes to

m = ¢(0) — f1(0) - g1(0) — f2(0) - g2(0) — f3(0) - g5(0) = 1234567890.

5.1 Modifying EnRoot

Grant et al. also mention the following modification of their public key cryp-
tosystem: instead of choosing the polynomials h; at random in the key generation
phase, each h; is chosen as an [ -linear combination

z
hi = i, X"
=1

of a fixed set of (w.l. o.g. non-constant) terms X**,...  X"=. The other parts
of the cryptosystem, in particular the encryption and decryption phase, remain
unaltered.

In this setting the above attack does not immediately apply, because we
cannot assume condition (@) to be fulfilled. However, the next section shows
that this modified scheme is insecure, too.

5.2 Decryption without Secret Key in the Modified System

W.L o.g. we may assume that the public polynomials f, ..., fi are linearly in-
dependent over F,.—In the contrary, it is sufficient to apply the attack described
subsequently to a maximal linearly independent subset of {fi,..., fx}, because
such a subset is in particular a generating set of the ideal (f1,..., fi) IF,[X].

As Bob chooses the polynomials g; at random, analogously as in Section
we see that the coefficient Cy, of X% (1 < j < z) in the ciphertext ¢ equals

Zle aiy; - gi(0) with high probability. In other words, we obtain the following
system of linear equations for the constant coefficients g;(0):

a’llll L) ak:lll gl (O) CVl
: : =1 : 3)
a1y, --. Qky, gr(0) Cu,
(From f1,. .., fi being linearly independent we can conclude that also hq, ... , kg

are linearly independent (cf. the defining equations ([II)). Therefore the coefficient
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matrix on the left-hand side of Equation (B) is of rank k, and applying Gauf’
algorithm to this equation yields a unique solution for g;(0), ... , gx(0). Finally,
as in our attack on the original EnRoot cryptosystem the plaintext computes to

k

m = c(0) = > fi(0) - g:(0).

=0

Remarks.

1. One of the referees brought up the idea that the system might be resistent

to our attack, if Bob chooses the random polynomials so that some of the
resulting monomials of the ciphertext have an identical exponent vector, say
Bob chooses one term X? of his polynomials in such a way that X# =
X. XP where X* and X are terms of Alice’s public key.
In this case obviously we cannot reconstruct the plaintext with the above
mentioned procedure. But it is easy to detect the number of such “collisions”
of monomials just by counting the number of monomials in the ciphertext.
Thus in this case one of the randomly chosen terms has to be of the form
XP = X#~*mod (X{ — Xi,..., X} — X},) for some terms X", X of the
public key. Such a term X? can easily be disclosed, as (with high probability)
it is a term of the ciphertext, too. With the knowledge of the coefficient of
X# the above attack can be adapted appropriately and works again.

2. The secret k polynomials used in the encryption process could also be recov-
ered easily. The attack is similar to that in Section Bl The details of this
attack are ignored here.

6 Conclusions

In this paper we showed that the sparse polynomial based SPIFI (together with
the modified SPIFI) and EnRoot (as well as its generalization) are insecure.
Whether secure sparse polynomial based public key cryptosystems exist or not
is still an open problem.
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Abstract. Quite recently, in [4], a new time-memory tradeoff algorithm
was presented. The original goal of this algorithm was to count the num-
ber of points on an elliptic curve, however, the authors claimed that
their approach could be applied to other problems. In this paper, we de-
scribe such an application and show a new way to attack the Permuted
Kernel Problem. This new method is faster than any previously known
technique but still requires exponential time. In practice, we find that
attacking PKP for the original size proposed by Shamir in [6] could be
done on a single PC in 125 years.

1 Introduction

The Permuted Kernel Problem was introduced in cryptography by Shamir at
Crypto 1989 [6]. This N P—complete problem can be stated as follows:

— Given a m X n matrix, a n vector V and a prime p
— Find a permutation 7 such that the permuted vector V; is in the kernel of
the matrix modulo p.

Any instance of the problem with this choice of parameters will be denoted as a
PKP,(m,n) problem. Without loss of generality, the left part of m x n matrix
can be turned into the identity sub-matrix, as explained in [6].

In [6], it was shown that this problem possesses a nice zero-knowledge proof
and can thus be turned into an authentification scheme. Moreover, when used in
practice the scheme offers a good level of security using only simple computations
which can be efficiently implemented, even in small portable devices. Since PKP
is so simple, and uses only basic linear algebra, it is extremely tempting to search
for it’s weaknesses. This led to many papers [3[1J2J5], which all concluded that
the original dimension proposed par Shamir are a bit too small, but the scheme
still resists all known attacks. All the proposed attacks combine exhaustive search
with some form of time-memory tradeoff. However, none of the classical time-
memory tradeoff techniques seems to apply to this problem, and thus specific
methods had to be developed in the previous papers. In this paper, we apply a
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new time-memory tradeoff from [4] to the permuted kernel problem. This new
technique was originally designed to replace the final baby-step/giant-step when
counting points on elliptic curves using the Schoof-Elkies-Atkies algorithm.

2 General Description of the Algorithm

In this section, we reformulate the algorithm from [4] in a general setting, without
any reference to the specific problem of point counting on elliptic curve. In our
general setting, we want to solve the following problem:

— Given a n vector P whose entries are primes, four sets S1, Sz, S3 and Sy of
n vectors, and n sets Dy, ..., D,

— Find ’U(l) S Sl ’U(Q) S SQ U(g) S Sg ’U(4) S 54, di €Dy, ...,d,1 € D,_1
and d,, € D,, such that:

Vie[l---n]: vgl) + vz@ + vz@) + 1)1(4) =d; (mod F))

Clearly, this problem, which we note 4SET, can be solved by exhaustively
trying the N1 No N3Ny possible values of v, v v(3) and v* | where N; denotes
the cardinality of S;. We propose here a time-memory tradeoff that allows to
solve this problem faster than exhaustive search. Without loss of generality, we

assume that:
Dy _|Do| _ Dyl

P =P — =B
D

where | D;| denotes the size of D;. Then, let o; = !
smaller than n and let

, choose k a positive integer

k k
V=][aiand®=]] P
=1 1=1

The algorithm then consists of a precomputation phase and of a main loop
containing two enumeration phases, one involving v(*) and v(®), the A-phase,
and one involving v and v(*), the B-phase.

Algorithm for solving /SET

— Precomputation step: Sort the two sets Sy and Sy, according to the lex-
icographical order on the vector coordinates.
In the sequel, this will permit to quickly find vectors in one of these sets
given its first k coordinates.
— Main loop:
For My €[0---P,—1], My €[0--- Py —1],... M €[0--- P, — 1] do:
e A phase:
x For each @ € D X --- x Dy,

x For v € S and v@ € S, such that the first & coordinateﬂ vf )
vZ@) match ©; — M; modulo P;,

! Thanks to the precomputation step, such v® can be accessed quickly by computing
6, —M,; — vgl) (mod P;) before searching the matching entries in the sorted set Sa.
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x For all £ > k compute and store the following set:

H@,u(l),v<2),€ = {9 — ”Uél) - v§2)|9 € Dg}.

e B phase:
* For each v® € S5 and v € 8, such that the first k coordinates
1)1(3) + 054) match M;,

s If there exists © € Dy x --- x Dy, v € §; and v? € S, such that

for every ¢ > k, vég) + vé4) (mod P) is in Hg 1) 42 4,

x Then vgl) + 0@ 4 vz@ + v® is a solution of the 4SET problem.

Terminate

2.1 Practical Considerations

In practice, building the sets Hg ,a) ,) , in the A-phase and checking their
intersections in the B-phase can be done very efficiently. Indeed, all these sets
can be stored in a single array of bits. This array has >, _, 41 P lines and one
column for each pair (v}, v(?). Each line of this array can also be seen as a bit
string By, where 7 € {0, ..., P, — 1}. During the A-phase, we store a 1 in By ,
in the position corresponding to (v(M),v(?)) if 7 € Hg ,) y2 ¢ and a 0 otherwise.
Note that all strings B, . have the same length, however this length may vary
from one round of the main loop to the next. On average, this length is ¥ N1 N,.

During the B-phase, to check whether 7, = vé?’) + v§4) (mod P) is in
Hg ) 42 ¢ for every £ and some pair (v, v@), we simply perform a logi-
cal AND between the strings By 7,. If the resulting string is non-nil we have a
solution, since any bit equal to 1 in this string corresponds to a pair (v(l)7 0(2))
such that v + 0@ + B3 + @ is a solution of the 4SET problem.

Note that, when the expected number of solutions of a 4SET problem is
much smaller than 1, it is worthwhile not to test the last conditions. Indeed,
in that case, one can simply remove the useless components and build a similar
problem with fewer conditions. In fact, this approach was implicitly used in [4]
since some of the conditions found by the SEA algorithm where discarded for
the final step. On the contrary, PKP problems are usually built in such a way
that all conditions are useful and cannot be discarded (see section [I).

2.2 Analysis of the Algorithm

— Precomputation step : The number of operations required to sort Ss is
O(Nzlog(N2)) and to sort Sy it is O(Nglog(Ny)). Thus the time needed
is O(max(Na, Ny)log(max(Nz, N4))). The total memory required in this
precomputation step is O(max (N1, Na, N3, Na) Y. log(F;)) because S; and
S3 must also be stored, and because each vector can be represented with

> log(F;) bits.
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— Phase A : Clearly, the average number of pairs (v(!),v(?)) constructed in
each execution of phase A is WN1N,. To do this construction, we enumerate
all possible values of @ and v(!) and search for matching values of v(?). This
requires O(N; log(N2)¥®) operations. Then for each valid pair (v(V),v(?)),
n — k bits are to be set, the total number of operations for this step is
O((n — k)W N1N5). All in all, the number of operations required is:

O(max(Nl log(Ng)LPQP, (n — k)!leNg))

The total memory needed to store all the sets is O(WN1 Ny > i, P;).

— Phase B : In each execution of phase B, N3N,/® pairs (v®, 0v®) are
constructed. This construction requires O(N3log(Ny)) operations. Then for
each pair the logical AND of n — k of the strings constructed in phase A is
computed. Since on average the length of the strings is ¥ N1 N5 the number
of operations is O((n — k)@ N1 Na N3Ny /P). All in all, each iteration of phase
B costs :

O(max(N3zlog(Na), (n — k)U N1 No N3Ny /D).

In term of memory complexity, phase B does not require any memory not
already used in the precomputation or in phase A.

When the choice of parameters is reasonable, the time complexity is domi-
nated by phase B and can be expressed as :

O((TL — k)WN1N2N3N4)

Without going too far into the analysis of the parameters, let say that a choice
is reasonable if all the N; are of the same order N, if ¥ ~ 1/N and if ¢ does not
become too large. Moreover, in that case the memory needed is:

Note: With the algorithm as presented here ¢ should not become larger than
N3/2. However, if we slightly modify it be transferring half of © from phase A
to phase B, @ can grow up to N2. Moreover, this transformation reduces the
amount of memory needed, by shortening the sets stored during phase A. Since
we still need to store the sets, the memory requirement becomes:

O(N' " log(P).
i=1

3 Application to PKP

In order to apply the algorithm of the previous section to PKP, we need to build
sets Sy, So, S3, S4 and Dy, Do, ..., D, from a PKP instance. Before doing
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that, we will slightly transform the PKP instance. Following [3], we can add one
more linear equation to the PKP instance. This new equation stems from the
simple fact that the sum o of the coordinates of the solution vector does not
depend on the permutation 7. Applying Gaussian elimination to the extended
linear system, we find that the solution vector V. must verify:

g

0
(Ag Lya1) V- |°
O04m+1) Vo =] |

0
where Ag is a (m+1)x (n—m—1) matrix and I, is the (m+1) x (m+1) identity
matrix. Clearly, in order to find a solution to the permuted kernel problem
thus written, it suffices to try all the possible values of the components of V
that enters Ag, to find the remaining components by Gaussian elimination and
to check that the vector found is indeed a permutation of V. This algorithm
requires n!/(n —m — 1)! trials. In the sequel, we will refer to it as being the
exhaustive search technique for PKP, and we will completely forget the simple

minded search where one tries all possible values for «, which requires n! trials.
We can now divide Ag into four roughly equal parts, and we find:

g

(A1 Ao A3 Ay Iy 1) V- |° |

0

o O

where A; is a (m + 1) X n; matrix and ny +ng +ng +ng =n—m — 1.

We then build the sets S; by computing the product of A; by all possible
choices of the corresponding n; bits. Clearly, the size of S; is N; = n!/(n — n;)L.
Once these sets are constructed, we can apply the algorithm from section [2.

Note: In fact, the algorithm from section [2 can be further refined in the
case of PKP. The idea is that while merging together an element of S; and an
element of Sy in phase A or an element of S3 and an element of Sy in phase B, one
should check their compatibility, i.e. verify that put together they form a correct
subset of V', which is true if and only if they have no nontrivial intersection
(assuming that V' contains no double). This reduces the term Ny No and N3Ny
in the complexities respectively to n!/(n —ny — n2)! and n!/(n — ng — ng)!.

4 Asymptotical Analysis

In order to make an asymptotical analysis of our algorithm, we first need to
describe an asymptotical version of PKP. For defining this version, we will follow
the two following criteria:
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— Building a strong instance of PKP, should be easy. More precisely, this means
that for any random matrix, finding a kernel vector with distinct coordinates
should be easy. Since kernel vectors are chosen at random when building a
PKP problem, this implies that the probability of a random kernel vector to
have all distinct coordinates should not be too low. Taking in account the
birthday paradox, this means that n should be no larger that O(,/p).

— As explained in [6], the expected number of solutions of a PKP instance
should be as near to 1 as possible. This leads to the condition p™ ~ n!.

Following these criteria let p = O(n?), then:

m &~ nlogn/logp
~n/2

Using these two criteria, we propose PKP,(n, |n/2]) as a reasonable asymp-
totic choice, where p is a prime near n?. With this choice of parameters, an
exhaustive search attack on PKP takes roughly n!/m! = O((2n/e)"/?) trials.
For the attack described in section [3, we need to choose the parameter k and
thus the value of ¥. A particularly interesting choice is to use the same amount
of storage for the sets S; and the strings. Assuming that Ny = No = N3 = Ny,
this leads to ¥ ~ 1/N;. Since N; = O((((8/7)7)(n/e))"/®), we find that the time
complexity of the algorithm is

O((((8/7)7)(n/e))**/%+%)

and the space complexity is

O((((8/7)")(nfe))"/3+%).
The value € in the exponent offers a simple replacement for the non exponential
terms that should appear in these two formulas, and permits a simpler expres-
sion.
In fact, if we further take into account the note at the end of section Bl we
can somewhat reduce the constant (8/7)7 appearing in the time complexity.

5 Practical Results

In practice, it turns out that the previous ideas lead to a faster attack against
PKP, than all previously known techniques. The best previous theoretical at-
tacks against PKP are those from [2] and an implementation of these attacks is
described in [5]. In the rest of this section we compare the available data for this
attack with our results.

In [2], the following results are found:

Results from [2]| Time needed|Memory needed (in tuples)
PK Py5,(16, 32) 251 217 6—tuples

252 224 10-tuples
PK Pys1(37,64)] 2128 227

2119 252

9116 965
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In order to make the same kind of evaluation for our algorithm, we first need
to compute the size of the sets Sy, Sa, S5, S4. Starting with PK P(16,32), we
take ny = ng = ngy = 4 and ng = 3, we find Ny = Ny = Ny = 863040 and
N3 = 29760. In order to have ¥ ~ 1/N;, we take k = 6 and find ¥ = (24/251).
With these choice, the space needed is dominated by the storage of the four
sets S;, and 32 x (Ny + Ny + N3 + N,) ~ 226 bytes are needed. This may
seem larger than the 224 in the above table, however this size was not in bytes
but in 10-tuples, and thus both sizes are equivalent. The basic time estimate
is WN1NoN3N, ~ 2°%. However, recalling the note from section [ it becomes
Unl?/((n — n1 — na)l(n — n3 — nyg)!) ~ 252, Once again, this does not seem
better than the value 252 in the above table. However, remember than our basic
operation is a bit operation and that on most computers we can pack 32 or even
64 bit operations in a single word operation, thus lowering the complexity to
246,

As the size increases, the advantage of the new algorithm becomes much
clearer. Indeed, for PK P(37,64), we can take n; = ng = 6, ng = ng = 7 and
k = 17. Then ¥ = (48/251)%, the space needed becomes 2% and the time
needed 2!%¢. However, while better that the estimates from [2], these values are
completely unreachable. The following table shows the results of the new attack
for various dimensions of PKP.

New Results |k |Time needed|Memory needed
PK Py51(16,32)| 6 216 276 bytes
PK Py5,(15,32)[ 6 251 227 bytes
PK Py51(24,48)[12 285 235 bytes
PK Py5,(37,64)[17 2106 2785 hytes

In [B], the attack described in [2] was truly implemented, and experiments
were made. At that time, a single workstation would have taken 2000 years
for PK P(16,32). In a private communication, the author from [5] told us than
on current machines, experiment showed that this estimate was lowered to 700
years. The ratio between the two figures is much worse than expected because all
these computations heavily rely on memory usage. Since the speed of memory
access did not increase as quickly as the speed of processors, this accounts for the
low ratio. By comparison, on the same machine (Pentium II, 400MHz), the new
attack would take 125 years (at most) to find the secret key of PK P(16,32).
Quite strangely, in a practical implementation, phase A takes proportionally
much longer then phase B because in the former case we make random memory
access (on single bits) while in the latter we read the memory in sequential
order. Consequently, phase B is cache friendly while phase A isn’t. Moreover, we
cannot use the theoretically optimal choice for k, because the code that controls
the loop then becomes predominant. Thus our practical choices were ny = 3,
ng =4, ng = 3, ng = 5 and k = 4. With these choices, each iteration of the main
loop took just under a second, and the total memory needed was 250 megabytes.
Since 251 iterations of the main loop are needed, a total running time of 125
years is expected.
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6 Conclusion

In this paper, we showed that the time-memory tradeoff technique for [4] could
be applied to the PKP problem. Very curiously, this leads to an algorithm
which presents similarities with the algorithm from [2]. In practice, this new
algorithm can attack PKP(16,32) about five times faster than all previous at-
tacks. However, this attack would still require 125 years on a 450MHz PC. Since
the algorithm is straightforward to parallelized, this computation is feasible
and PKP(16,32) can no longer be considered as secure. Moreover, PKP(15,32)
which takes about 24 times as long, is potentially endangered and should no
longer be used for long-term applications. However, slightly larger problems such
PKP(24,48) or PKP(37,64) are completely out of reach.
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Abstract. At ISW’99, Nishioka, Hanaoka and Imai proposed a digital
signature scheme on ID-based key-sharing infrastructures. That signa-
ture scheme is claimed to be secure if the discrete logarithm problem is
hard to solve. Two schemes (the ID-type and the random-type schemes)
based on the linear scheme for the Key Predistribution Systems (KPS)
and the discrete logarithm problem (DLP) were given.

In this paper we show that those two schemes fail to meet the non-
repudiation requirement: with negligible amount of computation, a sig-
nature could be forged. For the ID-type signature scheme, any verifier
could forge a signature to raise repudiation between that verifier and
the signer. The random type signature scheme has the same weakness.
Furthermore, for the random-type signature scheme, once a signer issued
a signature, anyone (not only the user in the scheme) could forge that
signer’s signature for a n arbitrary message.

1 Introduction

Digital signature plays an important role in authenticating digital documents.
The commonly used digital signature schemes [5|11I13] are all belong to the
public key cryptosystem (PKC). There is a kind of digital signature scheme
that is based on the ID-Based cryptosystem [14] instead of on PKC. The first
such digital signature scheme was proposed by Shamir [14]. Some other digital
signature schemes [3I10IT2] are based on the Key Predistribution Systems (KPS).
The KPS is a kind of ID-based cryptosystem and it solves the key distribution
problem with simple calculation [T2[4J6I7/8/9].

Nishioka, Hanaoka and Imai recently proposed a new signature scheme [12]
on the KPS infrastructure. This scheme is to satisfy the main signature require-
ments: authenticity, unforgeability, and non-repudiation [12]. Two examples were
given and they are claimed to be secure if the discrete logarithm problem is hard
to solve. As will be shown in this paper, those two examples are insecure: a sig-
nature could be easily forged with negligible amount of computation.

Nishioka, Hanaoka and Imai also claimed that if an ID-based key sharing
system exists, an ID-based digital signature system could be easily implemented
[12]. By breaking their proposed concrete signature schemes, it is shown that
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the implementation of secure ID-based digital signature system might not be as
easy as claimed in [12].

This paper is organised as follows. Section 2 introduces the KPS and the
linear KPS scheme. Section 3 introduces the KPS based signature scheme. The
attacks against the ID-type signature scheme and the random-type signature
scheme are given in Section 4 and Section 5, respectively. Section 6 concludes
this paper.

2 KPS and the Linear KPS Scheme

2.1 KPS

The KPS Key Predistribution System [9] consists of one centre and a number of
users. The KPS centre keeps in secret a bi-symmetric “center-algorithm” G(-, ).
The centre computes each user’s secret algorithm as X;(-) = G(ID;, ), where
1D; is the identifier of the user U; and is publicly authenticated. The algorithm
X is pre-distributed to the user U; secretly and confidentially. The user U; could
establish a secret common key k;; with the user U; by computing k;; = X;(ID;)
(the user U; computes it as X;(ID;)).

2.2 The Linear KPS Scheme

The linear KPS scheme is one of the basic schemes of the KPS. In this scheme

the symmetric centre algorithm is represented as 2nd degree covariant tensor

G where each element G;;(i,j = 0,---,m — 1) is in GF(g). A public func-

tion f transforms each ID into an m-dimension vector x on GF(q) as x; =
1

fUD;), where z; = (m?,xi,~~~,x;”_1)T. The user U;’s secret algorithm is an

m-dimension vector X; over GF(q) and is generated as
Xi = G X
The common key k;; established between U; and Uj is computed by U; as

K3

or computed by U; as
k‘ij = XJT X

As long as the number of users is less than m, this linear KPS scheme is secure
since no user(s) could recover the centre algorithm G.

3 The KPS-Based Signature Scheme

In [12], two examples based on the linear scheme for the KPS and the discrete
logarithm problem (DLP) are given. These two signature schemes are introduced
in this section. In the rest of this paper, H denotes an ideal hash function.
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3.1 The ID-Type Scheme
Choose two sufficiently large primes p and ¢ such that p = 2¢ + 1.

Signature Generation. The user U; signs a message M as follows.

1. Compute h = H(M||ID;) mod p
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2. The signature S is an m-dimension vector on GF(p) computed as S = h¥¢,

ie., Sz:th mod p for £=0,1,---,;m — 1.
Verification. The user U; verifies the signature as follows:

m—1

1. Compute V; = H (Sz)mﬁ mod p
=0

2. Compute Vo = h¥F4 mod p where k;i; is the common key shared by U; and

U;

3. f Vi =V, or Vi = Vo - h? mod p, the signature is accepted; otherwise, it is

rejected.

Remarks. In the signature verification process,

m—1

Vi = H (S¢)* mod p
£=0
= hZ;ﬂ:;l X[ @) mod p—1 mod p
_ h¥ii mod p if Eij <q
h¥ii . h9 mod p otherwise

m—1

where Eij = Z Xf J;f mod p—1. Thus for a signature generated by U;, V1 =

£=0
or Vi = V5 - h? mod p.

3.2 The Random-Type Scheme

Va

Choose two sufficiently large primes p and ¢ satisfying ¢|p — 1. Pick up g with

order g on the multiplicative group Z,.

Signature Generation. The user U; signs the message M as follows:

1. Generate m random numbers zp € Z, ({ =0,1,---,m — 1).
m—1

2. Let z = Z z¢p mod ¢, and 7y = g** mod p.
£=0

. Compute sy = (H(M) -z + X!) - 27! mod q.

=~

. The signature of the message M is given as (rg,s¢) (( =0,1,---,m —1).
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Verification. The user U; verifies the signature as follows:

m—1 m—1 Py
1. Let s = Zs[-xﬁ mod ¢, and r = H rzj mod p.
£=0 £=0

m—1
2. Let k;; = Z Xf -2 mod q.
£=0

3. Compute V; = pH®)s™"

- gkias™" mod p.

N

m—1
. Compute V5 = H r¢ mod p.
£=0
5. The user U; accepts the signature only if Vi = V5.

Remarks. It is not difficult to verify that for a signature generated by Uj,
V1=V,

4 Cryptanalysis of the ID-type Signature Scheme

In this section, we show that it is easy for a verifier to forge a signature. This
signature could pass this verifier’s verification process while it could not pass
the verification processes of the other verifiers. However it is sufficient to cause
repudiation between the signer and the verifier since the signer, on the other
hand, can also forge such a signature to cheat that verifier.

Suppose now the signer is U; and the verifier is U;. With only the knowledge
of k;;, either the user U; (signer) or U; (verifier) could forge the signature as
follows:

1. Compute h = H(M||ID;) and Vo = h¥i mod p.

2. Solve for a; (¢ =0,1,---,m — 1) from the following equation:
m—1 . m—1 .
Vo = H h*®i mod p, or Vo-h? = H h*®i mod p
=0 £=0

3. Let S; = h% mod p. Sé ((=0,1,---,m — 1) are the forged signature.

In step 2, one of the equation is always solvable. And the amount of computation
used in this attack is negligible. Thus either the verifier or signer could forge the
signature easily.

The attack above deals with only one verifier. In the following, we consider the
case in which all the verifiers are involved. All the verifiers may collude to forge
a signature that could pass every verifier’s verification. And the signer can also
forge such a signature to cheat all the verifiers. Suppose there are n (n < m) users
in the KPS scheme. The user Uj is the signer and the users U; to U,,_; are the
verifiers. In the KPS scheme, the signer has the knowledge of the common keys
koj (j =1,2,---,n—1). The colluded verifiers could also obtain the information
of such common keys. The following attack shows how such a signature could be
forged with the knowledge of the common keys ko; (j =1,2,---,n —1).



Cryptanalysis of a Digital Signature Scheme 177

1. Compute h = H(M||IDy). Let Va; = h*% mod p for j =1,2,---,n — 1.
2. Solve for ay (¢ =0,1,---,m — 1) from the following equations:
m—1 ) m—1
Voj = [ h** mod p, (or Vo;-n? = [ h** % mod p) (j =1,2,-+-,n—1)
=0 £=0

3. Let Sé = h% mod p. Sé ((=0,1,---,m —1) are the forged signature.

5 Cryptanalysis of the Random-Type Signature Scheme

The random-type signature scheme is more vulnerable than the ID-type scheme.
In this scheme, every verifier could forge the signature. Furthermore, anyone
(not only the users in the scheme) could forge a signer’s signatures after that
signer released a signature. In Subsection 5.1, we show how a verifier could forge
a signature. In Subsection 5.2, we show how a signer’s signature could be forged
after one signature is issued.

5.1 A Verifier Could Forge the Signature

With the knowledge of the common key k;;, either the user U, (signer) or Uj
(verifier) could forge the signature as follows:

1. Choose m random numbers b; (i = 0,1, - —1) from GF(q). Let r; = g
m—1
2. Let r = Hrg' mod p, v = Hre mod p.
=0 =0

3. Solve the following equation for s:

H(M)-s™t  kij-s™t

v=r g mod p
4. Choose m numbers sy (¢ = 0,1,---,m — 1) to satisfy the following linear
equation:
m—1
Sp - sc mod ¢
=0

5. (re,80) (0 =0,1,---,m — 1) are the forged signature.

Remarks In step 3, the equation could be solved without dealing with the
discrete log problem. The reason is that we only need to deal with the exponent
since all the bases are the same (g). The amount of computation used in the
attack is negligible.
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5.2 Anyone Could Forge the Signature

After a signer issued a signature, his signatures could be forged by anyone (not
only the user in the KPS scheme). Suppose that a user U; has issued a signature
S of message M. We show that anyone could forge the signature of an arbitrary
message M’ and to convince a verifier U; that the signature is given by U;. The
attack is given as follows:

1. Recover g from the signature: from the verification process of signature,
it is easy to compute the value of ¢ from the signature and the publicly
known information.

2. Let ¢’ = g*u.

3. Choose m random numbers b; (i = 0,1,---,m—1) from GF(q). Let r} = g'%.

m—1 . m—1
<
4. Let r' = H " mod p, v' = H r; mod p.
=0 =0

5. Solve the {%llowing equation for s':

/H(M').s' ™1 _g/s’*l mod p

v =r
6. Choose m numbers s, (¢ = 0,1,---,m — 1) to satisfy the following linear
equation:

m—1
s = Zsé-x? mod ¢
=0
7. (rp,s;) € =0,1,---,m — 1) are the forged signature.

Remarks In step 5, the equation could be solved easily since the bases are all
the same (¢'), and only the exponent need to be considered.
Conclusion:::::::::::::::::::::::::::

6 Conclusions

In this paper, we showed that two recently proposed KPS-based signature
schemes are not secure. The design of secure signature scheme based on KPS is
still an open problem.
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Loopholes in Two Public Key Cryptosystems
Using the Modular Group
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Abstract. We demonstrate that the public key cryptosystems using the
modular group suggested in [4J5] are vulnerable to very simple ciphertext-
only attacks. Consequently, in the present form both of these systems
cannot be considered as sufficiently secure for cryptographic purposes.

1 Introduction

At PKC’98 A. Yamamura proposed a public key cryptosystem using the so-called
modular group (see H]). In this cryptosystem the ciphertext consists of a 2 x 2
matrix with entries from C[X]. At ACISP’99 he proposed another public key
cryptosystem using the modular group where the ciphertext is represented by a
single complex number.

In this paper we show that with the given specifications both of these cryp-
tosystems are vulnerable to ciphertext-only attacks. We give several examples
which illustrate that it is often possible to decrypt a ciphertext by means of the
public data alone, i.e., without requiring the private key. The essential idea is
to exploit the message expansion occurring in both of these cryptosystems.

More detailed, the paper is organized as follows: in the next section we shortly
recall the set-up of the cryptosystem suggested in [4] to the extent needed for our
attack. In Section [ we describe our attack and demonstrate its practicability
through some examples. Thereafter we show how a modification of our attack
can be applied successfully to the public key cryptosystem suggested in [5].

2 A Public Key Cryptosystem Using SLy(Z)

In this section we shortly recall the ingredients of the public key cryptosystem
suggested in [4] to the extent necessary for describing our attack—for a complete
description we refer to the original work [4].

As usual, for an integral domain R we denote by

SLy(R) := {(fﬁ Z) € R**? . ad—bc:l}

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 180-[I89 2001.
© Springer-Verlag Berlin Heidelberg 2001



Loopholes in Two Public Key Cryptosystems Using the Modular Group 181

the group of all 2 x 2 matrices over R with determinant 1; SLo(Z) is also known
as the modular group. To derive a public key we first need generators A, B of
SL2(Z) subject to the relations

6 _ 4 a3p-2_ (10
A® =B*= A°B _<01 .

As is shown in [4] one can derive such generators by choosing a matrix N €
SLo(Z) arbitrarily and setting

f— _1. 0_1 . — _1. 0_1 .
A:=N (1 1) N, B:=N (1 0) N.

Next, one has to choose two products Vi, V2 € {A, B}* subject to certain re-
quirements described in [E]. According to Yamamura’s paper a concrete instance
satisfying these requirements can be obtained by setting

Vi := (BA)', Vy:=(BA?)7 withi,j € N positive integers.

Finally, for constructing a public key we also need a non-singular 2 x 2 matrix M
with complex entries, i.e., M € GLy(C) and two 2 x 2 matrices Fi(X), Fa(X)
whose entries are taken from the polynomial ring over the complex numbers
C[X]. The matrices F;(X), F5(X) are to be chosen in such a way that for some
a € C we have Fy(a) = V; and Fy(a) = V5. In other words, evaluating the entries
of F1(X), F»o(X) at X = a yields the matrices V;, Vo—here V1, V5 € {A, B}* are
identified with the 2 x 2 matrix obtained by “multiplying the letters A, B”.

With these conventions the private key is the pair (M, a) € GLy(C) xC, and
the public key consists of two matrices Wy (X), W2(X) which are constructed as
follows:

(Wi (X), Wa(X)) := (M™1- Fi(X) - M, M™" - Fy(X) - M)

In order to encrypt the bitstring by ... b, € {0,1}* with the public key (W7(X),
W5(X)) one has to compute the matrix product

C(X) = Wa(X) - [T (20" W (X)). (1)

=1

From the ciphertext C'(X) and the private key (M,a) the original bitstring
by ...b, can be recovered by means of a procedure described in [4].

3 Attacking the System

Denote by C(X) the ciphertext obtained by encrypting the bitstring by ...b, €
{0, 1}* according to the rule (). Then the entries of the matrix

D(X) = Wa(X)™"- C(X) = ﬁ(W1(X)b"'“W2(X))

i=1
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are contained in C[X], and by construction also the entries of the matrix
(W (X)brtt. WQ(X))_l - D(X) are polynomials with complex coefficients. So
if at least one of the entries of

(W1 (X)2 - Wy(X)) ™" - D(X)

involves a non-constant denominator then we can conclude b; = 0. This obser-
vation motivates the following naive procedure which either after n iterations of
the while-loop yields the correct plaintext or does not terminate:

Procedure 1

In: Public key (W1 (X), Wa(X))
Ciphertert C(X) = Wa(X) - [[1, (W1 (X)W (X))
Out: L or the plaintext by ... b,

begin
D(X) «+ Wa(X)™1 - C(X) # remove superfluous factor
l+1 # number of plaintext bit to be processed next
while D(X) is not the identity do # decryption incomplete
D'(X) « (Wi (X)2-Wa(X)) ™" D(X) # Should left-most bit
# be set?
if D'(X) contains a non-polynomial entry
then b, < 0 # no — strip off (W1(X) - Wa(X)) ™!
else b, + 1 # yes — strip off (W1 (X)? - Wa(X))~?
fi
D(X) « (Wi (X1 Wy(X)) - D(X)
l+1+1 # proceed with next bit of plaintext
od
return by ...b_;
end

1

Of course, one may think of elaborating the approach taken in Procedure [l by
overriding the decision for certain plaintext bits in the while-loop—e. g., based
on the part of the plaintext which has been recovered already. However, the
following examples illustrate that already this simple version works quite well;
as always in the sequel for the computations we use the computer algebra system
MAGMA V2.5-1 (see [1]) on a Linux platform with 800 MHz:

Ezample 1. This example is based on matrices Fy(X), F5(X) taken from [4]:

setting
-1 0
V= ( 1 —1)

Va =
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(1 K —Rx -2
F0 = (3 g -1 )

FQ(X) =

-1 %(X_ \/§)2> (2)

<<X ~ V(X -2v8) -1

we obtain Fy(2v/3) = V1 and F5(2v/3) = V. Moreover, we choose the matrix M

as
-5 1)
M = 2 .
(34

Finally, we define W1(X) == M~ F{(X) - M, Wa(X) :== M~ (X)) - M
and use these parameters to encrypt the bitstring corresponding to the ASCII
representation of the text “A small example.” (128 bit) with the encryption
rule [d): we obtain a matrix C(X) whose entries are (dense) polynomials of
degree 626. As already each of the constant terms of the diagonal entries is
an integer with 225 decimal digits, we do not write down the matrix C(X)
explicitly here (in particular this example supports the hypothesis from [4] that
the public key cryptosystem under consideration is only of limited practical
value). Nevertheless, applying Procedure [l to C'(X) yields the correct plaintext
within a few minutes.

Example 2. Setting

-1 0
M= (35 1>

Fi(X):= X2 -86X+1847 X3 _126X245297X —74298
! T\ 5X%-840X3452920X2 1481767 X +15558739 X2-88X+41931

B (X) [ XP—126X7+45297X 74299 X*—168X°+10588X>—296688X+3118691
2 B X2-86X+41848 X3 -126X24+5288X —73921

we obtain F;(42) =V} and F»(42) = V,. Moreover, we choose the matrix M as

-1 2
we (72
Finally, we define W1(X) := M~ Fy(X) - M, Wo(X) == M~ Fp(X) M
and use these parameters to encrypt the bitstring corresponding to the ASCII
representation of the text “a secret message” (128 bit) with the encryption rule
(@): we obtain a matrix C'(X) whose entries are (dense) polynomials of degree

1150. Again, applying Procedure [l to C'(X) yields the correct plaintext within
a few minutes.
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In [4] the possibility is mentioned to replace the univariate polynomial ring
C[X] with a multivariate polynomial ring C[X1, ..., X,]. Obviously, this modi-
fication does not vitiate the above attack, and the question arises which public
keys are not vulnerable to the approach of Procedure [[l An obvious way to pre-
vent this kind of attack is to impose an appropriate restriction on the choice of
W1 (X), Wa(X): if both Wi (X), Wa(X) and Wi (X) ™', W4 (X) ™" are contained
in SLo(C[X]) already, then Procedure [T does not terminate, as no non-constant
denominators can occur when multiplying D(X) with (W3 (X)? - WQ(X))_l

Unfortunately, this condition is not sufficient to guarantee the security of
the cryptosystem either, as the above attack can be adapted easily: again, the
basic idea is to strip off the plaintext from C(X) bit by bit. The loophole we
can exploit to do this is the message expansion occurring during encryption:
in the cryptosystem under consideration one can expect that a short plaintext
encrypts to a matrix with “simple” polynomials and a long plaintext encrypts
to a matrix with “complicated” polynomials. Taking the number of terms in
a polynomial for a measure of its complexity this idea motivates the following
variant of Procedure [ (for a matrix A we denote by A; ; the entry of A in row
i and column j):

Procedure 2

In: Public key (W1 (X), Wa(X))
Ciphertert C(X) = Wa(X) - [[1, (W1 (X)W (X))
Out: L or the plaintext by ... b,

begin
D(X) + Wa(X)~ - C(X) # remove superfluous factor
I+ 1 # number of plaintext bit to be processed next
while D(X) is not the identity do # decryption still incomplete
D'(X) + (Wi(X) - Wa(X))™" - D(X)
Ny < D 1< j<o | Terms(D'(X); ;)] # number of terms if left-
- # most bit is assumed to be 0
D'(X) < (Wi (X)?- Wa(X)) ™" D(X)

ni 4= D 1<; <o | Terms(D'(X); ;)] # number of terms if left-
# most bit is assumed to be 1
if ng <ny # Should left-most bit be reset?
then b, <0 # yes — strip off (Wi (X) - Wa(X))™!
else by + 1 # no — strip off (W1(X)? - Wa(X))™?
fi
D(X) + (Wa(X)"+t - Wa (X))~ - D(X)
l+1+1 # proceed with next bit of plaintext
od

return b1 . bl—l
end
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The next example demonstrates that this simple procedure can indeed be
applied successfully to the cryptosystem under consideration:

-1 -3
e (32)

Example 3. Setting

X2 42X 44 —X*4+4X3+2X%2 12X -9

5X2 10X —19 5X2 - 10X — 20
5X%2 - 10X — 18 5X2 - 10X — 19

v (7F)

we obtain Fy(v/5 +1) = Vi, Fo(v/5 4 1) = Vi, and the public key computes to

o (—X2+2X+3 —X4+4X3+X2—10X—7>
1 =

F2 =

—3X*+12X3+ 4L X2 65X — 187 —12X*+48X%+16X% 128X —81

1 X4 _4Xx3 _5X2418X+15 4X%-16X%+2X%4+28X+16
Wl(X) =
2

Wa(X) = 20X2-40X-79 —30X2+60X+124
2 T —60X2+120X+215 90X2—180X—339 |

Encrypting the bitstring corresponding to the ASCII representation of the text
“This is the plaintext.” (176 bit) with this public key according to the encryption
rule () yields a matrix C'(X) whose entries are (dense) polynomials of degree
1366. By means of Procedure [ we can recover the plaintext from C(X) within
a few minutes—without requiring the private key (M, /5 + 1).

In summary, we conclude that the public key cryptosystem suggested in [4]
in the present form is not secure, as no possibility for constructing public keys
which are immune to the described attacks is provided.

4 Attacking Another Cryptosystem
Using the Modular Group

At ACISP’99 A. Yamamura suggested another public key cryptosystem using
the modular group which has some similarity with the system considered above.
For a full description of this system we refer to the original paper [5]. Here we
only recall the aspects of the system which are relevant for the attack described
below: as in the cryptosystem of H], for constructing a public key one starts by
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choosing appropriate matrices Vi, Vs € SLy(Z). Moreover, a suitable complex
number p € C and some non-singular matrix M € GLy(R) have to be chosen.
Then the two matrices

Wy:=M"1-V;-MeSLyR), Wy:=M""' -Vy-M, e SLy(R)

and the complex number p are made public. To encrypt the bitstring b1 ...b, €
{0,1}* with the public key one starts by computing the matrix product C :=
[T, (Wp,41) € SLa(R). Then the ciphertext ¢ is given by the complex number

o Cii-p+Cip
" Corp+Cap’

Equivalently, we can also start by computing

Wo,+111 P+ Wh,t14 5
W19 P+ Wo,t155
an71+1171 “Cp + an71+1172

an_1+12’1 *Cn + an_1+1272

and continue in this way until we finally obtain the ciphertext

Wb1+11,1 st Wb1+11,2

c=rc = )
Wb1+12,1 sca+ Wb1+12,2

Now the question arises whether we can recover the plaintext by ...b, € {0,1}*
efficiently from the ciphertext ¢ and the public data alone. As all the matrices
involved are contained in SLy(R) it seems worthwhile to have a look at Proce-
dure [ again. The essential idea in this procedure was to exploit the message
expansion occurring during encryption. To measure this expansion we used the
number of terms occurring in the matrix. In the cryptosystem from [5] there is
a similar phenomenon: for a long plaintext we expect the matrix C resp. the
resulting ciphertext ¢ to be “more complicated” than for a short plaintext.

In order to define a suitable measure of complexity (in analogy to the number
of terms used above) it is helpful to have some information about the possible
coefficients which can occur—for computational reasons it is not practical to
consider coefficients which are arbitrary real or complex numbers. Motivated by
the discussion in the last section of [5] here we will restrict our attention to
the case that all the real numbers occurring are contained in some number field
Q(«) = Qo] already. Hence, we can express each element 1 € Q[a] uniquely in
the form n = ZLO a; - where ag, ... ,a, € Q and a,...,a" is a vector space
basis of Q[«] over Q.

Using this representation we can regard the number of binary digits required
for expressing the absolute value of the occurring numerators resp. denominators
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as a measure for the “complexity” of the number 7. This motivates the following
procedure:

Procedure 3

In: Public data (W1, Wa,p) with Wy, Ws € SLy(Q|a]) and p € Q[«]

; — G1aptCi =T1"
Ciphertext ¢ = G e where O = [[;Z; W11

Out: L or the plaintext by ... b,

begin
d<+c # partially decrypted ciphertext
l+1 # number of plaintext bit to be processed next
while d # p do # decryption still incomplete
D« w; ! # “complexity” if left-most bit is assumed to be 0

r Dy 1-d+Dq >
ag+ay-a+...+a, -« %7D2,1-d+D2,2

no < D4, 201082 | Numerator(a;) - Denominator(a;)|
D+ Wy~ # “complexity” if left-most bit is assumed to be 1
ag+tar-a+...+a,-a" — 7%:1:315;2

ni 4 >_,.20l0gs | Numerator(a;) - Denominator(a;)|

if ng < nyg # Should left-most bit be reset?
then (b, D) < (0, W; 1) # yes — strip off W+
else (b, D) « (1,Wy ) # no — strip off Wy !
fi
D1.1-d4+D
A prin:
l+1+1 # proceed with next bit of plaintext
od
return by ...b_1
end

To check the relevance of Procedure 3 we apply it to some examples:

Ezxample 4. Setting

-10
Vi = (123 1)

-1 321

o (20)
1 3
T2 -1

p = —g-(c$+<$+<$’+<$+<7+193)

=
|'
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(where (7 is a primitive 7-th root of unity) the public matrices Wi, Wy compute

to
) 362 1107
—123 —376

(635 —321
1284 —649 )

Encrypting the bitstring corresponding to the ASCII representation of “Yet an-
other plaintext ...” (200 bit) with these parameters yields a ciphertext ¢, and by
applying Procedure Blto ¢ we obtain the correct plaintext within a few minutes.

1 0
M= (—32 1)

-1 11
V= ( 0 1)

Wy =

Wy =

Nl |~

Example 5. Setting

3 2
M= (-w/—n 1)
1 12
p 0V T

the public matrices Wy, Wy compute to

We — 1 [ =384-y/—11+629 —256-/—11 + 384
'3 976 -+/—11—-864 384-+/—11—523

i —33-v—-11-295 —-22.4—-11+33

=5 (—242-«/—11+363 33 /11 + 189 )

Encrypting the bitstring corresponding to the ASCII representation of “Unfor-
tunately, it is not necessary to know the private key for reading this.” (608 bit)
with these parameters yields a ciphertext c. Applying Procedure ] to ¢ yields
the correct plaintext within a few seconds.

Analogously as in the previous section, one may think of elaborating the ap-
proach taken in Procedure[3 by overriding the decision for certain plaintext bits
in the while-loop—e. g., based on the part of the plaintext which has been re-
covered already. However, the above examples illustrate that already this crude
variant works quite well.

5 Related Work and Conclusions

It is worth mentioning that the attacks described in this paper are somewhat
reminiscent of a property of the SLy(IFan) hashing scheme of J.-P. Tillich and
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G. Zémor [3]. In the latter the hash value of a bitstring is given by a matrix in
SLy(F2n), and similarly as above for very short bitstrings it is possible to recover
the original bitstring from its hash value “bit by bit” (cf. [2, Proposition 2]).

The reason for the vulnerability of the cryptosystems in [l5] to this kind of
attack is the possibility to exploit the message expansion occurring in both of
these cryptosystems. Consequently, as the given specifications do not rule out
such an attack we conclude that in the present form the public key cryptosystems
described in [4J5] must be considered as insecure.
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Abstract. We consider the problem of revocation of identity in group
signatures. Group signatures are a very useful primitive in cryptography,
allowing a member of a group to sign messages anonymously on behalf
of the group. Such signatures must be anonymous and unlinkable, but a
group authority must be able to open them in case of dispute. Many con-
structions have been proposed, some of them are quite efficient. However,
a recurrent problem remains concerning revocation of group members.
When misusing anonymity, a cheating member must be revoked by the
authority, making him unable to sign in the future, but without sacrifying
the security of past group signatures. No satisfactory solution has been
given to completely solve this problem. In this paper, we provide the first
solution to achieve such action for the Camenish-Stadler [6] scheme. Our
solution is efficient provided the number of revoked members remains
small.

1 Introduction

1.1 Overview of Group Signatures

Digital signatures are becoming a fact of life. They are used in more and more
products and protocols and one can find a large amount of literature dealing
with their applications, variants and security [12/[12]. Group signatures were
first introduced in 1991 by Chaum and Van Heyst [8]. This recent concept is
linked (at least originally) with applications to electronic cash. It tries to combine
security (no framing, no cheating) and privacy (anonymity, unlinkability). These
two constraints have recently motivated much work and many publications, to
make such protocols more realistic and efficient.

A digital group signature scheme deals with a group, possibly a dynamic one,
whose users are called players (or simply members) and most of the time a group
center (also called group leader), who is the authority with ability to “open” a
signature in case of later dispute, and to reveal the identity of the actual signer.
The underlying group structure is said to be dynamic if the number of users can
increase by registering and adding new members.

1.2 Previous Work

The concept of group signatures was introduced in 1991 in [8]. That paper pro-
posed four different group signature schemes. The first one provided uncondi-
tional anonymity, and the others provided computational anonymity only. How-
ever, adding new members was not always possible, and in some schemes, the

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 190-206] 2001.
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leader needed to contact group members in order to open a group signature. See
[8] and [13] for a comparison of these schemes.

At Eurocrypt’94, Chen and Pedersen proposed two new schemes, based on
undeniable signatures [9]. They used proofs of knowledge of discrete logarithm
to build group signatures: proving the knowledge of a discrete logarithm within
a collection, without revealing which one is known, corresponds to the require-
ments of a group signature: proving membership without revealing individual’s
identity.

Unfortunately, all the above schemes were relatively inefficient due to a
growth of the signature size linear with respect to the number of group members.
A solution has been proposed by Camenish and Stadler in 1997 [6]. Their scheme
provides a constant-size signature a well as a constant-size group public key. The
tools they used to build such a scheme are an ordinary digital signature scheme,
a probabilistic semantically secure encryption scheme and a one-way function.
We recall the description and the functioning on this scheme in section Bl

1.3 Functioning and Security

We now give a more formal definition of a group signature scheme, as well as

the related security requirements.

A group signature scheme allows members to sign on behalf of the group.
That is, any user (not necessarily a member) should be able to verify that the
message has been signed by an authorized member of the group (i.e. a registered
member). However, the verifier should learn no information on which member
actually signed the message. Moreover, the signatures must be unlinkable, that
is, deciding whether two different signatures have been produced by the same
person must be (computationaly) infeasible. In case of dispute, the verifier can
interact with the group leader to get the real identity of the actual signer.

More formally, a group signature scheme consists of the following algorithms:
e SETUP: a probabilistic algorithm initializing public parameters and providing

a secret key to the group leader.

JOIN: an interactive protocol between the group center and a user becoming
a group member. This protocol provides a secret key and a membership key
to the new member, and registers his identity.

SIGN: a probabilistic algorithm, computing from a message m and a member’s
secrets s a group signature o.

VERIF: an algorithm, run by any user, which checks that a signature o has
been produced by an authorized signer.

e OPEN: an algorithm allowing the group leader to obtain the identity of the

member who actually signed a given message.

These algorithms are considered in the case of dynamic group. Otherwise,
there is no JOIN algorithm, and each member receives his keys in the SETUP algo-
rithm. Note that there exist many variants of group signatures (see [T4/I3|15I53]).
Depending on what additional properties are proposed, we could find correspond-
ing variants in the algorithms.
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The following conditions must hold for a group signature scheme:

e Correctness: Any signature generated by a registered group member is valid.

e Unforgeability: Only registered members are able to sign messages.

e Anonymity (or untraceability): Identifying the signer of a given signature is
computationally hard, except for the group manager.

e Unlinkability: Deciding whether two signatures were generated by the same
member is computationally hard.

e Traceability: Any fairly-generated signature can be opened by the group
leader in order to identify the actual signer.

e Exculpability (or unforgeability of tracing, or no framing): No coalition of
members nor the group leader can sign on behalf of other members, which
means that they cannot compute a signature that can be associated to an-
other group member.

e Coalition-resistance (or unavoidable traceability): No coalition of members
can prevent a group signature from being opened. A scheme offering provable
security against coalition resistance was proposed in [I]

One critical point in group signatures is the efliciency of the algorithms. In
particular, one wants to avoid the group public key or the signature size to be
linear in the number of group members. This is especially true in very large
group as well as very dynamic ones. Efficiency of SIGN and VERIF algorithms is
also important.

1.4 Motivation of Our Work

Revocation in group signatures is a very delicate problem. In a paper by Ate-
niese and Tsudik [3], some critical points are put forth: coalition-resistance and
member deletion. In this paper, we concentrate on the second one.

In some cases, it can be useful to delete members from a group. This can be
necessary for many reasons (cheating from the said member, e.g.), and one does
not want to change the group public key as well. Revocation of a member should
prevent him from generating valid group signatures in the future. At the same
time, one generally wants to preserve his past signatures, that is, keeping them
indistinguishable from others signatures, unlinkable, openable, etc. The difficulty
encountered can be stated as follows. On the one hand, in order to preserve
anonymity, group signatures must not need to be opened when checking the
legitimity of the signer: verifying that the actual signer is not a revoked member
must be feasible by anybody, in a public manner and without the help of the
group leader. The verifier must learn nothing about the signer but the fact he
is not a deleted member. On the other hand, in order to preserve anonymity
and unlinkability of past signatures, we require that no private information
(who could help somebody to link signatures) concerning revoked members be
published. Of course, the guarantee of opening signatures in case of conflict
remains.

Our paper is organized as follows. In section B] we describe the basic tools
used in the Camenish/Stadler scheme, this later being exposed in section Bl
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In section [, we explain our technique to achieve revocation of members in that
scheme. We propose a solution efficient if the number of deleted member is small,
the size of the group signature growing linearly with that number. Finally, we
discuss the security of the scheme and conclude.

2 Signatures of Knowledge

Many group signature schemes use the notion of signature of knowledge. This
cryptographic tool allows one party to prove the knowledge of a secret value,
without revealing any information on it. Such tools are zero-knowledge proofs of
knowledge and minimum-disclosure proofs. The notion of signature of knowledge
is based (originally) on the Schnorr digital signature scheme [16]. We call them
signature of knowledge instead of proofs of knowledge to avoid confusion with
zero-knowledge proofs while reminding the fact they are based on signature
schemes (being message-dependent). Let us review the most important signa-
tures of knowledge one can find in the area of group signatures.

In the following sections, we will denote by Greek letters the values whose
knowledge is proven and by Latin or any other symbol the elements that are
publicly known. We consider a cyclic group G, of order n (where n is an RSA
modulus) and a random element g generating G. We consider also a hash function
H from {0,1}* to {0,1}* (k being typically equal to 160). All security notions
are considered in the Random Oracle model [4].

2.1 Knowledge of a Discrete Logarithm

Given an element y € G, a signature of knowledge of the discrete logarithm of y
to the base g on the message m is a pair (c, s) € {0,1}* x Z? satisfying:

c=H(mllylgllg®y")
This signature is denoted by:
SKLOG|[a :y = g“](m)

Suh a pair can be computed by a prover who knows the secret value z (such
that y = ¢g* holds) as follows: first choose a random value r € Z,, and compute
c as ¢ :=H(mllyllgllg"). Knowing z, it is possible to compute s :=r — zc.

2.2 Knowledge of a Representation

Consider another element h € G whose discrete logarithm to the base g is
unknown. Given an element y € G, a signature of knowledge of a representation
of y to the bases g and h on the message m is a tuple (c, 51, s2) € {0, 1}* x Z32
satisfying:

¢ =H(m|yllgl[hllg** h*>y)
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Such a tuple is denoted by:
SKREP|a,f :y = g“hP](m)

A prover who knows a representation (z1,z3) of y to the bases g and h can
compute an accepting tuple as follows: at first, choose two random numbers
ri € Ly, t©=1,2 and compute ¢ = H(m|yl|g||h|lg" h">). Then, the values s;
can be constructed as s; = r; — x;¢, ¢ =1,2. This construction can easily be
extended to more than one element and two bases [6].

2.3 Knowledge of Roots of Representation

Such signatures are used to prove that one knows the e-th root of a part of a
representation. That is, given an element y € G, one wants to prove knowledge
of a pair (a, 8) such that the equation y = h®¢”" holds. Such proofs have been
proposed by Camenish and Stadler in [6]. They can be used to improve efficiency
of signature of knowledge for double discrete logarithm and roots of discrete
logarithms, these proofs being bit-to-bit process and then quite inefficient. See [6]
for further details.

Given an element y € G and an small integer e, a signature of knowl-
edge of the e-th root of the g-part of the representation of y to the bases g
and h on the message m, consists in an (e —1)-tuple (y1,...,%._1) € G}
and a signature of knowledge of representation of (yi,...,y.—1,¥y) to the bases
{h,g},{h,u1},...,{h,ye—1} respectively. More precisely, the latter signature of
knowledge is:

SKREP[y1,..., 70,0 i y1 = B g® A yo=h'2yd A
AN Yo =R o Ay =Ryl ] (m)

where A is a conjunction’s symbol. This means that all relations specified within
square brakets [..] are proven. Note that there exist proofs of knowledge for
disjunctive relations or more complicated statements.

Knowing secret values ¢ and b such that y = h%g®", one can efficiently com-
pute the desired signature. With randomly chosen numbers r;, fori =1,... e—1,
first calculate the (e—1)-tuple: y; := h" ¢%". According to the above equations,
by identifying the representations of each y; to the bases h and y;_1, we actually
have: vy =7y, v, =1 —bri_yfori=2,...;e—1, v =a—0br._1 and § = b. The
sub-signature of representation is as follows: ¢ is computed as

d d en,d
c=H(m|glhllyll - llye-rlln™ g |R=2yT] - R <ve_y)

where t1,...,te,d are random numbers in Z,. Then “answers” are computed as
usual:

s1 =11 —cn

Sg =1tz — CY2
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Se =te — Ve

Sqg=d—cd

This signature of knowledge of a representation of (y1, 92, ..., ¥Ye—1,¥y) to the re-
spective bases {h, g},{h,y1},...,{h,ye—1} consists in the tuple (c, s1,..., S¢, S4)
and is checked by verifying the following equation:

c=Hm|glhllyll - lye—1llyih* g°~lysh*2y || - -~ lly°h*ey:Ly)
The global signature is denoted by:
SKROOTREP|a, 3 :y = k%] (m)

The following equations show what is checked by the verifier:

y1=h"g’
Yo = h’Yzy? — h72+715g52
Y3 = h’Yayg — h73+725+7152953

- ) . S se—2 se—1 gse
Y= hY Yyl = R et 2 +71 g

Hence, y is actually of the form h®¢®", where o and (3 are proven to be known
by the signer.

2.4 Knowledge of Roots of Discrete Logarithms

We can use the previous tool to construct efficient signature of knowledge of
roots of discrete logarithm. Given an element y € GG, an small integer e and two
generators g and h of G (such that the discrete logarithm of h to the base g is
unknown), a signature of knowledge of the e-th root of the discrete logarithm of
y to the base g on the message m consists of two signatures:

SKREP[§:y=g°|(m) and SKROOTREP|o,[:y=h%"](m)

Such a proof is checked by verifying the correctness of the two underlying sig-
natures. Since the prover can know at most one representation of y to the bases
g and h (otherwise, he would be able to compute log, h), it follows that: o =0
(mod n) and 6 = §° (mod n). Hence the verifier must be convinced that the
prover knows a e-th root of the discrete logarithm of y to the base g.

Such a signature is denoted:

e

SKROOTLOG[n :y =g" |(m)

3 Group Signatures by Camenish and Stadler

3.1 System Overview

The system parameters are chosen as follows by the group manager during the
setup procedure:
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- n is an RSA modulus; e; and ey are two public RSA exponents (and thus
relatively prime to ¢(n)).

- G = (g) is a cyclic group generated by g of order n.

- h € G is an element whose discrete logarithm to the base g is unknown.

- f1 and fy are two elements in Z,\{0,1}.

- R=h", for a randomly chosen w € Z,, is the manager’s public key.

The group leader should keep secret the factorization of n as well as the value
of w. All others parameters are public and consitute the group’s public key.

Security hypothesis. System parameters should be chosen in such a way that
the following conditions hold (see in[H the proof of security).

— Computing discrete logarithm to the base g should be infeasible in G. This
can be achieved by choosing for G a subgroup of Z;, where p is a prime
number and n|(p — 1).

— The discrete logarithm of h to the base g is unknown (and hard to compute).

— Both e;-th and es-th roots of f; as well as those of f; are unknown (and
hard to compute without the factorization of n).

3.2 Member Registration

Consider a user Alice who wants to become a member of the group. She first
has to compute her membership key: she chooses a random number x € Z.
Let y = 2 (mod n). Alice keeps y and z secret as the private parts of her
membership key. Then Alice computes z = g¥ and publishes it together with her
identity. This is the public part of her membership key.

Alice must then register these values to the group manager in order to get a
membership certificate. She cannot send y to the group manager, otherwise he
could forge Alice’s signatures as he wants. Thus she sends z, a blinded value of
y and a proof that this value actually blinds a well-formed membership key. In
order to do that, Alice computes:

r?(fiy+ f2) (modn) for regrZ;
SKROOTLOGa : z = g™ |(*”)
SKROOTLOG[,B . gﬂ _ (Zflgfz)ﬁ‘fz](4 a)

e
U:
V:

and sends z,y,U,V to the manager. If both U and V are correct, the latter
should be convinced that ¢ actually blinds a correct membership key, contained
in the value z (« and § proving indeed the knowledge of = and r respectively).
Then the manager computes a blinded version of the membership certificate as:

b= gt/ (mod n)
The (unblinded) membership certificate is

v=10/r=(fiy+ f2)"/*
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A possible choice for parameters is suggested in [6]: e; = 5,e2 =3, f1 =1, f2
is such that 3rd root is hard to compute. It seems to be difficult to find some
tuples (z,v) such that v2 = fia° + f5 holds, without knowing the factorisation
of m. This assumption is used in the proof of security of our scheme [5.1]

3.3 Signing Messages

To sign a message m, Alice basically computes, dependent on m, signatures of
knowledge proving that she is a registered member (this allows the signature to
be verified). At the same time, she encrypts her membership key z with respect
to the group manager’s public key (this allows the signature to be opened). To
this aim, Alice chooses a random number r € Z; and sends the following five
elements as the signature of m:

zZ:=h"gY

d:=R"
Vi := SKROOTREP[a, (3 : 2= h%g""](m)
Vy := SKROOTREP[y,6 : #1 g/ = h7¢°*](m)
Vs = SKREP[e,( :d=R° A 2=h%"|(m)

The correctness of the group signature is the conjunction of the correctness of
V1, Vo and V3. Indeed, considering Vi together with V5, and assuming that Alice
can know at most one representation of 21 ¢ to the bases g and h, the verifier
is convinced that:

y=aft (modn) and 0% =f18+ fo (modn)

The second equation proves that Alice knows a valid membership certificate
v = 0 whose related secret membership key is + = 3. Now considering V3,
it proves that the same random number is used in the computation of Z and
d. Therefore (d,z) is an El-Gamal encryption of z = ¢g¥ with respect to the
leader’s public key (h, R) (the secret key being actually 1/w rather than w). If
V3 is correct, the encryption is well-formed, ensuring that the signature can be
opened if necessary.

3.4 Opening Signatures

As just said, the opening of signature consists of the decryption of (d, %) as
an ElGamal ciphertext. By computing z = 2/d1/ W, the group center obtains
the public membership key z of the actual signer. To prove such a fact, he
can produce a signature of knowledge of the representation of Z, h to the bases
{z,d},{R} respectively, that is:

SKREP[w:%=2d" A h=R(")

where w holds for 1/w.
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4 Achieving Revocation of Identity

4.1 Introduction

Revocation of identities (or members deletion) is a very delicate problem. Ate-
niese and Tsudik [3] have suggested that Certificate Revocation Lists (CRLs)
is not an appropriate method for group structures. They invoked the following
reasons: firstly, since group signatures are based on anonymous and unlinkable
mechanisms, the fact that a given signature was made (illegally) by a revoked
member can be only proven by the group manager, by opening the signature.
This is surely not practical. Secondly, if the group center reveals some infor-
mations or secret values concerning a revoked member, in order to immediately
detect possible further cheating, how can the anonymity and unlinkability of his
past signatures be preserved? Thirdly, decision of changing the group’s public-
key is clearly not desirable in very large groups, or in groups with frequent
membership changes.

4.2 Our Approach

In this section, we propose a solution to delete members from a group without
leaking any information about their past signatures. In case of member deletion,
the group manager would issue a list of identities (public membership keys “z”)
and would certify them as being deleted (for instance by signing the list). Any
user could continue to sign if he is able to prove, in a zero-knowledge way, that
his membership key contained in the signature is not present in the revocation
list. It is clear that, while releasing only public informations, the process leaks
no extra information and thus does not compromise the past signatures of the
deleted members. The drawback is that signature size will grow linearly with
respect to the number of members deleted. Providing a constant-size revocation
mechanism remains an open and interesting challenge.

4.3 Proving a Non-encryption of a Given Value

We show here how to prove that the encrypted value in an ElGamal ciphertext
is not equal to a particular one. More precisely, we can prove that the discrete
logarithm of the plaintext is known and that the plaintext differs form a par-
ticular value. Consider the ElGamal cryptosystem in a group H = (h) of order
a large prime number p, and let y = h* (mod p) be the public key associated
with the secret key . A message m is encrypted by (A4, B) = (h",y"m), where
r is a random number. Let m be a particular message. We now explain how the
sender can publicly prove that the encrypted message m is different from a value
m, in the case where m = ¢g* (mod p).

We propose a technique using a “witness” value. The idea is quite similar to
that used by Canetti and Goldwasser. In [7], they propose a method to distribute
the Cramer-Shoup cryptosystem [10]. See [7] for more details. In the context of
group members revocation, we first note that the problem can be stated as
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follows: the signer publishes a random power of m/m as a witness together with
a proof that this witness is well-constructed and that the plaintext equals the
numerator of that underlying fraction, that is m. The fact that the witness value
differs from 1 thus proves that the plaintext differs from m. More formally, the
sender computes the following values, where r and 7’ are random:

(A,B) = (h",y"m) : the ciphertext
t= (m/m)rl : the witness
V =SKREP[a,(,7v,6 : A=h" A B=y%"
A AY=hT" A t=(B/m)"y°](")

What does this proof show? The first two equations simply prove that the
same value « is used to compute A and B, and thus that (A4, B) is an encryption
of m = g” with respect to the public key y = h*. This guarantees the ciphertext
is fairly computed and that the discrete logarithm of the plaintext is known.
Now considering the first and third equations in the proof:

A=h* and AY=h"9,
we obtain, taking the discrete logarithm of A" to the base h:
0 =—ay (modn)

Replacing this value in the last equation, we get:

t= (L) g By
m mY m
Being convinced of this equality, the fact that ¢ # 1 proves that m # m.

4.4 Application to a Revocation Mechanism

In this paragraph, we use the previous technique to construct a revocation mech-
anism in the group signature scheme by Camenish and Stadler [6]. We first
consider the basic case, where only one member has been revoked.

Recall how the mechanism to open group signatures works. The signer (Alice)
encrypts her identity (z) according to the ElGamal scheme and with respect to
the group manager public key (h, R). Thus, the manager is able to reveal her
identity by decrypting this ciphertext. The signature of knowledge V3 is used to
publicly ensure that the encryption is well-formed: the ciphertext is (d, Z) where
d=R", Z=zh"; V3 convinces any verifier that the same random number 7 is
used in d and Z.

Using the fact that the plaintext is Alice’s identity, and thus can be written
in the desired form g¥4, we can apply our technique to slightly modify the proof
V3 in order to convince the verifier of the group signature that the identity
of the signer, say z, differs from a publicly revoked value z;. We also add the
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“witness” value t (we will have to transmit several witnesses in case of multiple
revocations); other items in the group signature remain unchanged.

h"g¥

R"

= (z/zl)rl for some random number 7’

Vi := SKROOTREP|o, 3 : 2= h%¢""](m)

Vo := SKROOTREPIy,6 : /192 = h7¢%](m)

Vs := SKREP[e,(,n,A:d =R A Z=h%"

A d"=R>* A t=(3/z1)"h(m)

Z:
d:
t:

If the three proofs Vi, Vs, V3 are correct, the verifier is convinced, as in the
classical scheme, that the encryption of z is well-formed, that is (d,2) is an
ElGamal encryption of z. According to V3, the verifier can deduce as explained
above:

A=—-ne (mod n)

And then, by replacing these value in the last equation of V3, he obtains:

~\ 7 ~1.—e\N n
=)= G)
Z1 21 zZ1

The verifier is convinced of the existence of a value n such that the above
equation holds. Granted this, the fact that ¢ # 1 actually proves that z # z;.
Hence, Alice is not the revoked member.

4.5 Case of Multiple Revocations

We can easily extend this feature to the scenario of multi-revocations. However,
as observed above, the size of the signature will grow linearly with the num-
ber of members deleted. More precisely, the number of values ¢ having to been
transmitted will be proportional (and even equal) to the number of members
revocated. On the other hand, the size of the signature of knowledge V3 will not
grow any more.

Let us consider a list £ of | deleted members, whose identities (or public
membership keys) are denoted z1, . . ., z;. If a signer Alice wants to sign a message
m while proving she is not in the list of revocated members, she will send together
with Z and d the following [ values:

t1=(z/21)", ...t = (z)z)"

where 7’ is a random number. The proofs V; and V5 remain unchanged, while
V3 becomes:

SKREP[e,(,n,\:d=R" AN Z=h% A d"=R*
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A ti=Ga)"hY A A = (3)2) B (m)

It is important to note that the number of “equations” in V3 does not change
the length of V3 itself. V3 is made of a tuple (c, s1, $2, $3, S4) corresponding to a
“challenge” and four “answers” since one wants to prove the knowledge of four
private values. The only data which grows when increasing the revocation list
are the transmitted “witnesses” t1,...,1;.

It is also important to notice that the constant size of V3 is due to that we
use the same random 7’ in all the witness values. We claim that this can be
done without loss of security. Consider the case | = 2; denote S = (21, 22, t1, t2),
where t; = (2/21)",t2 = (2/22)", the distribution which appears to the verifier
in the scheme. It is esay to show the distribution § is as indistinguishable from
a random distribution as the Diffie-Hellman distribution D = (g, ¢%,¢", ¢*"). To

do so, let
g= Z and a= log, (Z>
<1 22

Then we have: z/z; = g* and we can rewrite:

1

S = (21,22, t1,t2) = (20,2079, 9", ) = (9,9%,9",9°") =D

where &~ stands for “computationally indistinguishable”.

5 Security of the Enhanced Scheme

5.1 Correctness and Unforgeability

Verifying correctness is trivial. Since the validity of a group signature is checked
by verifying the three proofs of knowledge Vi, V5, V3, it is obvious that a regis-
tered member of the group is able to produce valid sinatures (keep in mind that
the quantities «, 3,7, 0,¢€,( represent 7, x,7f1,v, 7,y respectively, as defined in

section B3)).

Unforgeability against Adaptive Chosen-Message Attacks.

We now prove that unforgeability is satisfied against an active adversary. We
consider a polynomial-time bounded adversary having access to a signing oracle.
A signing oracle for group signatures can be modelled as follow: the adversary
makes a query to the oracle and obtains a group signature on a message of his
choice. The signing oracle returns a valid group signature, which means that this
later can be opened by the manager. We show that the identity revealed by such
hypothetical opening does not influence our proof.

In that model, the adversary makes a polynomial number of queries to obtain
adaptively some group signatures on messages of his choice. Next, the adversary
tries to produce a valid group signature. We say that he is successful if he can
output a message m* and a valid group signature (2*,d*, Vi*, V55, V5) and if
m™* was not previously queried to the signing oracle. The security of the group
signature scheme states that this occurs with negligible probability.
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It can be shown using standard techniques that, in the Random Oracle model,
we can efficiently simulate the signing oracle used in a chosen-message attack.
For instance, the signature of knowledge denoted by V3 :

SKREP[e,(,n,\:d=R" N 2=h%" A d"=R> A t=(3/2)"h"](m)
is a tuple (c, s1, S2, S3, 54) satisfying:
c =H(ml|d||Z[|R||hllgl|d° R |2°h> %2 [|d** R** [|t°(2/21) " h**)

Such a tuple can be simulated as follows (notice than we need the value of ¢ to
correctly simulate V3):

SIMULATE-SKREP

1 Choose s1, $2, 83, S4, ¢ at random

2 Define H(ml|d||z[|R||hllglld“R |2°h™ g™2[|d=s R |[t°(Z/ 21) "2 h*) == ¢
3 Return c, sy, so, s3, 54 as the signature of knowledge

Now we show the security of the scheme. Assume that, at the end of the
previously described game, the adversary outputs a valid group signature

(2*,61*, Vl*a ‘/2*3 V3*)

for which the verification algorithm outputs “Valid”.
The correctness of V;* and V5 ensures that he knows four values «, 3,y and
¢ such that the following equations hold:

7 — hagﬁel ’ Z*flng — hrygéez

which implies:
2*flgf2 — h’Ygtsez _ huflgﬁﬁel-‘rfz

Hence, we have two representations of 2*f1 g2 to the bases ¢ and h. Consequently,
either the two representations are different and the adversary can compute log,, h,
or they are identical and we have v = af; , §° = f10°' + f5, which means
that he had computed a certificate, d, without registering the corresponding key
B. Both of these scenarios are assumed to occur with negligible probability. This
concludes our proof.

5.2 Anonymity and Unlinkability

Anonymity is ensured by the security of the ElGamal scheme, that is, the hard-
ness of computational Diffie-Hellman problem. It is easy to see that, because,
since Vq, Vo, V3 are zero-knowledge, the only information an adversary has to
learn z is the encryption (Z,d) of it.

More interesting is unlinkability. We can prove that the signatures are un-
linkable by using a signature distinguisher as an oracle to break the decisional
Diffie-Hellman problem, or, which is equivalent, the semantic security of El-
Gamal scheme.



Efficient Revocation in Group Signatures 203

Assume we have an oracle that can distinguish two group signatures, i.e. that
can win with non-negligible probability the following game: a message m and two
members z; and zo are chosen. A bit b is secretly and randomly chosen. Then the
group member z, signs the message m. The resulting signature (Z,d, V1, Vs, V3)
is given to the adversary which outputs a bit »'. He wins if b = ¥'.

We now can use such an adversary to break the semantic security of El1Gamal
[11]. Consider the following two algorithms:

FINDER
1 Randomly choose z1, 29 in G

DISTINGUISHER(A, B)

/*(A, B) = (h"2p, R") is an ElGamal encryption of z,*/
1 Randomly choose a message m

2 Randomly choose a witness ¢ # 1

3 Simulate Vi, V5, V3 on the message m

4 Give (m, A, B,t,V1,Va,Vs) to the adversary

5 Return b': the output of the adversary

We first run the FINDER and obtain two members z; and z3. Then a bit
b is randomly chosen (out of our view) and we are given an encryption of z,
by ElGamal. Using the adversary through algorithm DISTINGUISHER, we can
distinguish which one of z; or z; has been ElGamal encrypted, which is the
break of semantic security.

5.3 Traceability and Framing

The ability to open a group signature for the group manager is ensured by the
correctness of V3. Keep in mind that V3 proves that the identity of the signer,
z, is correctly ElGamal encrypted. Anybody can thus be sure that the group
leader would be able to open the signature if asked. Combined with V; and Vs,
this proof ensures that the revealed member is a registered one: what is shown
in these signature of knowledge is the knowledge of a membership certificate
corresponding to the identity encrypted. Thus, avoiding traceability is at least
as hard as the computation of an unregistered certificate or the break of the
underlying signatures of knowledge.

The security against a framing attack is a bit more complicated. It can be
stated as follows: no coalition of members nor the group leader can compute a
valid group signature which, if opened, would be associated to somebody else.

Since the validity of a signature ensures that the signer knows a membership
certificate (i.e. a solution to the equation v = f12°* + f5), a framing attack is
hard if the following assumption holds:

Claim. No (adaptative) coalition can compute k + 1 points on the curve C :
Y = f1 X + fy when knowing only k£ points on it.
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This assumption does not hold for every values of e; and ey, f; and fo. We
now deal with what can be done to obtain an equivalent assumption, as well as
the description of cases where the claim is false (which implies that a coalition
attack is possible).

Case Where gcd(eq, e2) = 1. First, we can note that Claim [(3lis equivalent
to a simpler version in case that e; and e, are relatively prime; in that case,
there exist A and p such that: Ae; + pes = 1. Then the equation of C can be
rewritten:

ye: — fl)\el-‘r#eQXel + f2

(f) = ()" + faf "

or, by changing variables,

Y’ =X +d, where d= fof "

Thus, we just have to consider cases where f; = 1. Proving Claim appears
to be mathematically non-trivial, although it seems to be true.

Other Cases. If e; and e; are not relatively prime, a similar transformation can
be performed, which modifies the values of the exponents. Let e be the greatest
common divisor of e; and e, and note €| = ej/e, ¢) = es/e. We now have
ged(e, e5) =1 and we can write:

Y = yeft
X' = X°f}

V' = X' +d',  where d = fof] "

This does not appear to be interesting, because the transformation used is non-
linear.

A Framing Attack When e; = e3. If e; = ey the transformation proposed
above is useless. However, if fi = 1, we can show that Claim [5.3 is false. As-
suming that the common value e = e; = ey is small, it is possible for a coalition
of 2¢ registered members to compute a new membership certificate without the
help of the group manager.

FRAMING(e)
1 Choose a membership key V}

20+ 1, k<« 2°

3 Forit+1tok

4 Xi Vi

5 V; + REGISTER(X;)

6 Return (Vi/2,X;/2) as a new certificate
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It easy to verify that such an algorithm produce new (unregistered) mem-
bership certificate. From k equations V;* = X7 + f, coming from registrations,
we obtain by summation: Vi, = V7 + 2°f, and then:

Vk (& ‘/0 €
(3) =(2) +»
This shows how a coalition of £ = 2° members can forge a valid group sig-
nature which would be associated to an unexistent member if opened. Although

such a problem can easily be avoided by carefully choosing group parameters, it
is interesting to mention it as a new possible weakness of the scheme.

6 Conclusion

In this paper, we provide the first efficient solution to delete members from a
group without compromising their past signatures or changing the group public
key. The security of our mechanism is formally proven, as well as the underlying
group signature scheme. However, obtaining members revocation with constant
size signatures remains an open problem.
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Abstract. We proposed a new public-key traitor tracing scheme with
revocation capability using the dynamic share and entity revocation tech-
niques. The enabling block of our scheme is independent of the number
of subscribers, but dependent on the collusion and revocation thresh-
olds. Each receiver holds one decryption key only. Our traitor tracing
algorithm works in a black-box way and is conceptually simple. The dis-
tinct feature of our scheme is that when the traitors are found, we can
revoke their private keys (up to some threshold z) without updating any
private key of the remaining subscribers. Furthermore, we can restore
the decryption privilege of a revoked private key later. We can actually
increase the revocation capability beyond z with dynamic assignment of
shares into the enabling block. This property makes our scheme highly
practical. Previously proposed public-key traitor tracing schemes have to
update all existing private keys even when revoking one private key only.
Our scheme is as efficient as Boneh and Franklin’s scheme in many as-
pects. Our traitor tracing scheme is fully k-resilient such that our traitor
tracing algorithm can find all traitors if the number of them is k or less.
The encryption algorithm of our scheme is semantically secure assuming
that the decisional Diffie-Hellman problem is hard. We also proposed
a variant traitor tracing scheme whose encryption algorithm is seman-
tically secure against the adaptive chosen ciphertext attack assuming
hardness of the decisional Diffie-Hellman problem.

Keywords: broadcast encryption, traitor tracing, revocation.

1 Introduction

A broadcast encryption scheme [10)] involves a sender and multiple (authorized)
receivers. The sender has an encryption key and each receiver has a decryption
(private) key such that the sender can encrypt a message and broadcast the
ciphertext so that only the authorized receivers can decrypt the ciphertext.
Consider a situation that a content supplier distributes some digital data to
its subscribers by a broadcast channel. To protect the data from eavesdropping,
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the content supplier encrypts the data and broadcast the ciphertext such that
only its subscribers can decrypt the ciphertext. The content supplier gives each
subscriber a decoder (decoding box) for decrypting the broadcast ciphertext.
Each decoder consists of a tailored private key and a decryption program. How-
ever, a traitor (malicious subscriber) may clone his decoder (and the private key
in it) and sell the pirate decoders for profits. The traitor may modify the pri-
vate key and the decryption program in the pirate decoder to avoid leaking his
identity. Furthermore, some traitors may together create a new and legal private
key that cannot be traced to their creators. To deter the attack, when a pirate
decoder is confiscated, the content supplier wants to reveal the private key in
it and trace back to its original owners. A traitor tracing scheme is a broadcast
encryption scheme with capability of dealing with the above scenario [6]. Fur-
thermore, the content supplier may want to revoke the keys of traitors without
too much work, such as, updating each subscriber’s key. We focus on providing
revocation capability to public-key traitor tracing schemes.

The basic technique of broadcast encryption is: first, to select a (or a set of)
session key s for encrypting the broadcast data as the cipher block and embed the
session key in the enabling block; then, to broadcast (enabling block, cipher block)
to all subscribers. Any decoder with a legal private key can extract the session
key from the enabling block and then uses the session key to decrypt the ci-
pher block. A traitor tracing scheme tries to identify traitors by finding out the
keys embedded in the confiscated pirate decoder. There are two measures for
efficiency: the storage for the private key (or keys) in a decoder and the size of
enabling block. Sometimes, encryption and decryption time is also considered.

The secret-key and coding approach has each decoder holding a set of keys
(or codewords) such that the keys in the pirate decoder can be identified by the
combinatorial methods [IGTTI5IT7I18/20]. There is a trade-off between the size
of enabling block and the number of keys held by each decoder [5[14]. Generally
speaking, if the number of subscribers is large, say millions, the schemes become
impractical as one of the measures grows proportionally with the number of
subscribers.

The public-key approach tries to have the size of enabling block independent
of the number of subscribers and each decoder holding one key only [3/13]. This is
achieved at the expense of tracing capability and computation time, for example
only the collusion of k or less traitors can be dealt with for some threshold
k. Boneh and Franklin’s traitor tracing scheme is algebraic and deterministic
such that k or less traitors who create a single-key pirate decoder can be traced
efficiently. However, they have to embed a hidden trapdoor in the modulus so
that the discrete logarithm problem over Z*, can be solved in polynomial time.

As to other directions, Naor and Pinkas [I5] proposes a threshold traitor
tracing scheme that can trace the private keys in a pirate decoder if the de-
coder’s decrypting probability is over some threshold. Fiat and Tassa’s dynamic
traitor tracing scheme [9] uses the watermarking technique. By observing the
watermarks output by a pirate decoder on the fly, they can trace the traitors
who created the pirate decoder.
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Our results. We propose a new public-key traitor tracing scheme with revoca-
tion capability using the dynamic share and entity revocation techniques [2]. The
enabling block of our scheme is independent of the number of subscribers, but
dependent on the collusion and revocation thresholds, which are k and z, respec-
tively. Each decoder stores only one private key. Our traitor tracing algorithm
works in a black-box way and is conceptually simple. Our traitor tracing scheme
is fully k-resilient, that is, our traitor tracing algorithm can find all traitors if the
number of them is k or less. The encryption algorithm of our scheme is seman-
tically secure against the passive adversary assuming hardness of the decisional
Diffie-Hellman problem.

The distinct feature of our scheme is that when the traitors are found, we
can revoke their private keys (up to z keys totally) without updating any private
key of the remaining subscribers. Furthermore, we can restore a revoked private
key later. We can actually increase the revocation capability beyond the thresh-
old z with dynamic assignment of shares into the enabling block. This property
makes our scheme highly practical. Previously proposed public-key traitor trac-
ing schemes have to update all existing private keys even if revoking one private
key only.

Our scheme is as efficient as Boneh and Franklin’s scheme in many aspects.
For example, the encryption and decryption algorithms of our scheme take O(z)
modular exponentiations. Our black-box tracing algorithm takes O(n*) time
when k£ < n. Note that the encryption key of our scheme is dynamically depen-
dent on the revoked traitors, while that Boneh and Franklin’s scheme is fixed.

We also propose a variant traitor tracing scheme whose encryption algorithm
is semantically secure against the adaptive chosen ciphertext attack assuming
that computing the decisional Diffie-Hellman problem is hard.

Note: some of our results in this paper are independently discovered in [16]
by Naor and Pinkas. Our scheme possesses traceability in addition.

2 Preliminaries

In this section we review the polynomial interpolation, the decisional Diffie-
Hellman (DDH) problem and the chosen ciphertext attack and provide the def-
inition for a traitor tracing scheme.

Polynomial interpolation. Let f(z) = Y7, a;z’ be a polynomial of degree
z > 1. Assume that each user i is given a share (z;, f(z;)). Then, a group of z+1
users, say users 0,1,...,z, can compute the polynomial f(z) by the Lagrange
interpolation method, or equivalently solving the system of equations:

lxg -z ap f(zo)
lag - af ay f(z1)
la, - a2 a, f(z2)

Let XA = F denote the above system of equations. If det(X) # 0, we can solve
all coefficients of f(x) by A = X ~1F. The constant term ag is equal to the first
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row vector of X ~! multiplying F', which is

z

S I =

’ T
t=0 0<j#t<z

where \; = Hosj;étgz ﬁ,o < t < z, are the Lagrange coefficients. Fur-

thermore, in the exponent case, if we are given (zg,¢"/(#0)), (zy,g"/(®)), ...,
(z.,9"7(*=)), we can compute

for arbitrary r. On the other hand, if det(X) = 0, we cannot get any information
about ag or g"%.

In traitor tracing, a set of legal users may combine their shares linearly
to form a new “share”, which is the main threat that haunts some public-key
based traitor tracing schemes [13]. For example, the legal users z 4+ i and z + j,
i,j > 1 and i # j, can combine their shares to form a new “share”

(a+baz.4i + b oy ,a$§+i + bx;—ja af(w.qi) + bf(xz-‘rj))'

Together with the shares (zg, f(z0)), (1, f(21)),... , (@21, f(z,—1)), one can
compute ag by solving the system of equations:

1 Zo x§ a f(zo)

1 x xf a f(z1)

T L )
at+bar,y; +br.ij--- axi,; + bl N af(x.4:) +0f(@2qy)

We observe that if a pirate P gets a share by linear combination of m shares of
traitors ji,J2, ..., Jjm,m < 2z, then P and the traitors together cannot compute
ag, or g"* in the exponent case. We base our traitor tracing algorithm on this
observation. In our system, we give each user ¢ a share (z;, f(z;)). If we suspect
that the users ji,Jj2,...,Jm,m < z, are traitors, we broadcast data encrypted
with the session key s, which is embedded in sg"®°, together with the shares

(mj“grf(rjl)), o ,(zjm,g”f(“"jm)), (l17grf(ll))’ o 7(lz_m,grf(lz_m))
where l1,1l2,... ,l,_,, are arbitrarily chosen and different from z; ,z;,,... ,x;,..
A user who is not a traitor can compute g"* and thus s. We confirm the traitors
if the pirate decoder cannot decrypt the data properly.

Decisional Diffie-Hellman problem. Let G be a group of a large prime order
q. Consider the following two distribution ensembles R and D:
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- R=(g1,92,u1,u2) € G*, where g; and go are generators of Gy;
- D = (g1, 92, u1, u2), where g1 and gy are generators of G4 and u; = g7 and
ug = g5 for r € Z,.

The DDH problem is to distinguish the distribution ensembles R and D. That
is, we would like to find a probabilistic polynomial-time algorithm A such that,
for some positive constant ¢ and all sufficiently large complexity parameter n,

[Pr[A(R,) = 1] - Pr{A(D,) = 1] | > 1/n",

where R, and D,, are the size-n distributions of R and D, respectively.
Chosen ciphertext attack. The chosen ciphertext attack on an encryption
scheme works as follows. Let PK be the public key of the scheme. The proba-
bilistic polynomial-time adversary A of the attack has two algorithms A; and As.
A; takes as input PK, makes some queries to the decryption oracle adaptively,
and outputs two messages mg and m;. Then, the encryption oracle randomly
chooses a bit d and encrypts my as C = E(PK,mg). A2 takes as input PK, my,
my and C, makes some queries to the decryption oracle in an adaptive way, and
outputs d’. The decryption oracle takes as an input a ciphertext C’, C" # C,
and returns its corresponding plaintext m’. We say that A attacks the encryption
scheme successfully if the probability of d = d’ is 1/2 + ¢ for some non-negligible
function e, where the probability is taken over all coin tossing of d, A; and As,.
Traitor tracing scheme. A traitor tracing scheme consists of the following
functions.

- System setup. The content supplier sets up the system algorithms and
related parameters.

- Registration. After system setup, a user (subscriber) can register to the
system and get a data decoder that contains a private key specific to the
subscriber. A data decoder with a legal private key can decode the data
broadcast by the content supplier.

- Encryption. When the content supplier would like to broadcast data M, it
uses the encryption algorithm E with an appropriate key s to encrypt the
data as the enabling block T" and the cipher block C' = E(s, M) such that
only legal subscribers who have decoders with appropriate keys can decrypt
(T, C) to get the content M.

- Decryption. The data decoder consists of a decryption algorithm D such
that with an appropriate private key the decoder can decrypt the broadcast
(T, C) to get the message.

- Traitor tracing. If the content supplier gets a decoder, it wants to deter-
mine who is the original owner of the private key in the decoder. It may be
that some legal subscribers conspire to compute some key that is not legal,
but able to decrypt, maybe with a different decryption algorithm, the broad-
cast data. The traitor tracing algorithm need be able to reveal the identities
of the conspirators. If we trace the owner of the private key in the decoder by
observing the relation between input and output of the decoder, it is called
black box tracing.
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A tracing scheme is k-resilient if it can find at least one traitor among the k
or less traitors. It is fully k-resilient if it can find all of them.

Note. In order to simplify presentation, we omit the security parameter (or
complexity measure) n from the related parameters. For example, when we say
a probability e is negligible, we mean that for any positive constant ¢, e = €(n) <
1/n¢ for large enough n. A probability ¢ is overwhelming if 6 = 1 — ¢ for some
negligible probability e.

3 Our Traitor Tracing Scheme

In this section we present our traitor tracing scheme. Let k& be the maximum
number of colluded subscribers (traitors) and z be the revocation threshold, ie.,
at most z private keys of traitors can be revoked. We set z > 2k — 1.

System setup. Let G, be a group of a large prime order g. The content supplier
selects a degree-z polynomial f(z) = Y., _ja;z’ (mod ) with coefficients over
Z,. f(x) is the content supplier’s secret key. The content supplier publishes the
public key

g/

(9,9, ,g7 )

P

for a subscriber to verify his private key.

Registration. When a subscriber 4,7 > z, registers, the content supplier gives
the subscriber i a decoder with the private key (7, f(i)). The subscriber ¢ verifies
whether the received key is correct by checking whether

z
gao — H gf(a:t)/\t
t=0

where xg = 1,27 = 2,... ,2,_1 = z,x, = i. If it is so, the subscriber i gets a
decoder with the private key (i, f(4)).

Encryption. The content supplier randomly selects z unused shares, which are
not assigned to any subscriber,

(j17 f(]l))a (an f(jQ))v ey (jZa f(]z))
and a one-time random number r € Z;, and computes the enabling block
T = <Sgra07gr7 (jla grf(jl))v (j2a ng(jz)), HR) (jZa ng(jz))>7

where s is the session key of encrypting broadcast data. To broadcast message
M, the content supplier broadcasts

E(f(x),M) = (T, E'(s, M))

where E’ is a secret-key cipher, such as DES.
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For every possible m-coalition {c1,cz,... ,¢m} of the subscribers, m < k,
1. Randomly selects z — m unused shares, say, {j1,... ,Jz—m}-
2. Construct a testing message E(f(z), M) = (T, E'(s, M)), where

T = (sg™,g", (Chgrf(q))7 (cz’grf(@))7 e (Cm,grf(cm))7
(jl,grf(h)), (]-%grf(jz))7 o (j27m’g7‘f(jz—m>)>.
3. Feed (T, E'(s, M)) to the decoder.
4. If the decoder does not output the correct data M, we set {c1, c2, ..., cm} as a

possible set of traitors.
Output the smallest of all possible sets of traitors found in Step H

Fig. 1. A traitor tracing algorithm

Decryption. When receiving the broadcast data (T, E'(s, M)), the subscriber
i uses T to compute s and then uses s to decrypt E'(s, M) to get M. The
subscriber ¢ computes s with the equation:

z—1
s = Sgrao/[(gr)f(i)/\z . H(grf(mt)))\t]
t=0
where g = j1,21 = jo,... , 2,1 = j, and x, = 1.

Traitor tracing. We present two black box traitor tracing algorithms. We can
mix their use in tracing traitors.

Assume that m subscribers {c1, ¢, ... ,cm}, m < k, use their shares to create
a decoding key in any form. As long as the share indices {j1,J2,...,J.} in
the enabling block covers {c1,ca, ... ,cm}, ie{c1,¢ca, ... sem}t C {1,792, 5 J2

there is no way that the decoder can use the conspired key and the enabling
block to decode the data assuming that computing the discrete logarithm over
G is hard. Our first traitor tracing algorithm is based on this idea. If we suspect
the subscribers {c1,ca,... ,cm}, m < k, are traitors, we put their shares in the
enabling block

(59", g", (1,9 ), oy (Emy 975, (G, g7 F9) L (Gamm, g7 T,

where j1,J2,...,j.—m are unused indices and different from {ci,ca,...,cm}
Therefore, our black box tracing algorithm is in Figure [l

Our second traitor tracing algorithm uses the opposite direction, that is, the
traitors can decrypt the enabling block. If we suspect {c1, ca, ..., ¢m}, m < k,
are traitors, we find a degree-z polynomial h(z) = > ;_, b;a’ that passes points
(c1, f(e1)), (ca, f(c2)), -, (cm, f(cm)). h(x) is significantly different from f(z),
ie., they share m common points only. We use h(z) to create the enabling block.
Let {j1,j2,...,j-} be the indices other than {c1,ca,...,cn}. We feed T =
(sg"™ . g", (j1,9""0V)), (G2, g""U2)), ..., (4., g""=))) to the decoder. Note that
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this enabling block is computationally indistinguishable from the one created

using f(x), see Lemmalll A share index z; that is not in {c1,ca,... , ¢} cannot
decode the enabling block correctly. If the decoder outputs correct data, we
confirm that {c1,ca,..., ¢y} are traitors.

Lemma 1. For degree-z polynomials f(x) and h(z), the distributions of the en-
abling blocks constructed by f(x) and h(z) are computationally indistinguishable
assuming that the DDH problem is hard.

Proof. Note that the distinguisher does not know f(x) and h(x). Let g be
a fixed generator of G, and a €r S denote that a is chosen from the set S
uniformly and independently. Consider the following 3 distributions:

1. Ty = (S, 9", (c1,97), (c2,65), ..., (cz,gL)), where r €r Z,;, S €r Gy, ¢; €r
Gq, i = g7(¢). This is the enabling block constructed by f(z).

2. R=(S,¢",(c1,u1), (c2,u2),...,(cs,uz)), where r €g Z,, S €r Gy, ¢; €r
Gg, ui EpGg, 1 <1< 2.

3. T = (S,q",(c1,97), (c2,95), ..., (cz,9%)), where r € Z,, S €r G4, ¢; €Rr

Gq, i = g"(¢?)_ This is the enabling block constructed by h(z).

We can easily show that T} and R, and R and 75 are computationally indis-
tinguishable. Therefore, 77 and T are computationally indistinguishable. O

Framing. We now address the framing problem [3]. We show that it is not
possible for two disjoint sets of k subscribers to construct the same “new” share
by linear combination. Therefore, framing is not possible by linear combination
of shares.

Lemma 2. Let C = {c1,¢2,... ,cx} and D = {d1,da,... ,dr} be two disjoint
subscriber sets. All linear combination of shares of C and those of D are different
except the zero point.

Proof. We can represent a share i as a z + 2-dimensional vector

vi = (1,4,4%,... ,i%, f(i)).

Since it is a point of a degree-z polynomial, any z+ 1 different shares are linearly
independent. If one can use the shares of C' and the shares of D to construct the
same non-zero share by linear combination, we have

k k
E @i, = g bivg, # 0.
i=1 i=1

Therefore, we have

k k
g Q;iVe; — E bivg, = 0.
i=1 i=1

This is a contradiction since not all a;’s and b;’s are zero and C' U D is linearly
independent. O
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Complezity. To broadcast data, the computing time of creating an enabling
block is O(z) modular exponentiations, which can be pre-computed. The runtime
of the decryption algorithm for each subscriber is O(z) modular exponentiations
also. The traitor tracing algorithm runs in O(C}}), where n is the total number
of subscribers. When n > k, the runtime is about O(n*).

3.1 Revocation of Traitors

After a pirate decoder is confiscated and the traitors are revealed, we would like
to revoke the private keys of the traitors since thousands of the pirate decoders
may be sold.

Assume that C' = {c1,¢2,... ,¢m}, m < z, is the set of found traitors or
revoked subscribers. We can revoke their shares without updating the private
keys of the remaining subscribers. To broadcast data to the remained subscribers,
instead of randomly choosing unused shares for the enabling block, the content
suppliers fixes the first m shares as

(Cl’ng(Cl))’ (Cz,grf(cz))’ o (Cm,grf(c""))
and randomly chooses the rest z — m unused shares

(1,979, oy g7 920), o (s g7 7)),

We can see that the revoked shares or their combinations cannot be used
to decrypt the broadcast data since their shares are in the enabling block. We
can revoke at most z shares totally before updating the shares of the remaining
subscribers.

3.2 Restoration of a Revoked Key

If for some reason we would like to restore the decryption privilege of a revoked
key, we simply do not use it in forming the enabling block. The restored key can
decrypt the broadcast ciphertext again.

3.3 Revocation beyond the Threshold

It is possible to revoke more than z traitors. The idea is that if a pirate decoder
can get at most ¢ percent of data M, say 95%, the partial part of M is useless [I].
For example, if a pirate decoder can only decrypt 95% of a movie, the traitor is
revoked de facto.

Assume that C = {c1,¢2,... ,¢m}, m > z, is the set of found traitors or
revoked subscribers. Without loss of generality, let m = tz. To broadcast data
M to the remained subscribers, we partition M as M;||Ms]|---||M;. For each

M;, 1 <1<, we construct an enabling block 7; with shares

(Cil ) grf(Cil))7 (Cizagrf(cw))a ey (cir’ grf(Ciz))7
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where ¢;,, ¢y, ... ,¢;, are randomly chosen from C. With appropriately chosen
r and [, each traitor in C' can decrypt at most ¢ percent of M in average.

Let EJ(-Z) be the probability that c; is chosen into T;. We can see that EJ@ =
z/m = 1/t. The probability that ¢; is not chosen into any Tj, 1 < j < [, is
(1 —1/t)!. With [ = 3t, (1 — 1/t)3 ~ 1/e3 ~ 0.05. That is, to increase the
revocation capability by 5 folds, we partition M into 15 parts. Furthermore, we
can adjust these values dynamically.

3.4 Speedup of Tracing

Since the runtime of the tracing algorithm is O(C}'), when n or k is large, the
algorithm is not efficient. In practice, we would like to have a more efficient
tracing algorithm.

A practical solution to this problem is to group subscribers into classes C1,
Cy, ..., C.. Each class C; consists of a reasonable number of subscribers by the
subscribers’ residence, etc. For each class C;, the content supplier uses a different
polynomial f;(x) as the secret key. A subscriber j in class C; is given a share
(4, fi(4)). The data M broadcast to the subscribers of class C; are encrypted as
E(f;(x), M). The decryption and tracing algorithms are the same as the original
ones except that the keys are different for different classes.

Grouping subscribers can make our revocation mechanism more practical. It
will be less frequent to revoke private keys in a class since the size is smaller.
Even if the content supplier wants to revoke the (z + 1)th private key in a class,
only the private keys in the class have to be updated.

4 Security Analysis

We consider both semantic security and security against the z-coalition attack,
in which any coalition of z or less legal subscribers cannot compute a legal private
key for decryption.

The encryption algorithm of our scheme is semantically secure against a pas-
sive adversary if the DDH problem in G, is hard (or computationally infeasible).
Recall that D = (g1, g2, g7, g5) and R = (g1, g2, g¥, g5) where gy, g2 are gener-
ators and a,b and r are randomly chosen over Z,.

Theorem 1 (Semantic security). Assume that the DDH problem is hard. The
encryption algorithm of our traitor tracing scheme is semantically secure against
the passive adversary.

Proof. Suppose that our encryption algorithm is not semantically secure against
the passive adversary. We show that there is a probabilistic polynomial-time
algorithm B that distinguishes D from R with a non-negligible advantage .
Assume that adversary A attacks our encryption algorithm successfully in
terms of semantic security. A has two procedures A; and As. Given the public
key (g, g?°, gl . ,gf(z)> of the content supplier, A; finds two session keys sg
and s; in G4 such that A, can distinguish them by observing the enabling block.
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Let (g1, g2, u1, u2) be an input of the DDH problem. The following algorithm
B shall decide whether (g1, g2, u1,u2) is from D or R.

1. Randomly choose a; € Z,, 1 <i <z, and let f/(z) = >.;_, ayz’. Let g = g1,
9% = g2, ¢V = gogl V. gT®) = g2l D where f(z) = f'(x) + ap.
Note that we don’t know aq.

2. Feed the public key (g, g%, g/, ... g7®)) to A;. A; returns sy and s; in
Gy.

3. Randomly select d € {0,1} and encrypt s4 as

f’(j1))

C = (squa,u1, (J1, uguy f (jz))>

yeves (Jz, uguy
where ji,j2, ... ,j, are randomly chosen.

4. Feed C to A and get a return d'. Then, the algorithm outputs 1 if and only
ifd=d.

If <91>/92,U1,U2> is from D, g = g1,92 = 9" u1 = ¢g",uz = g3 = ¢g"*°
and UQU{ @) = g"TU) for 1 < i < z. Thus, C is the encryption of sq and
Pr[B(g1, g2, u1,u2) = 1] = Pr[A2(C) = d] = 1/2 + . Otherwise, since u; = gf
and uy = g5, the distribution of C is the same for d = 0 and d = 1. Thus,
Pr[B(g1, g2, u1,u2) = 1] = Pr[A2(C) = d] = 1/2. Therefore, B distinguishes D

from R with a non-negligible advantage €. O

The encryption algorithm of our scheme is secure against z-coalition assuming
that computing the discrete logarithm is hard.

Theorem 2. Assume that computing the discrete logarithm over G, is hard.
No coalition of z or less legal subscribers can compute the private key of another
legal subscriber with a non-negligible probability.

Proof. Assume that the probabilistic polynomial-time algorithm A4 can com-
pute a new share (private key) (2., f(z,)) from the given public key (g, g%, g/,
g’@ . ..., g7@)) and z shares (z1, f(x1)), ..., (2., f(z.)) with a non-negligible
probability €. We construct another probabilistic polynomial-time algorithm B
to compute the discrete logarithm over G, with an overwhelming probability.

Let (p,g,y) be the input of the discrete logarithm problem. The following
algorithm B’ computes log, y (mod p) with a non-negligible probability. Let y =
g% and f(x) be the degree-z polynomial passing (0, ag) and (x;, f(z;)),1 < < z.
By Lagrange interpolation, we can compute gf(i)7 1 <4 < z. We feed the public
key (g, g2, M), ¢/@ ... ¢73)) and z shares (z1, f(z1)), ..., (2., f(z.)) to
A and shall get a new share (z, f(z,)) with a non-negligible probability. With
the given z shares and (x,, f(x,)), we can compute f(0) = ag.

By applying the randomized technique to B’ for a polynomial number of
times, we get B. O
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5 Chosen Ciphertext Security

It is often desirable to have a cryptosystem secure against the adaptive chosen
ciphertext attack. By the technique of [7], we modify our scheme so that it
becomes secure against the adaptive chosen ciphertext attack under the standard
intractability assumptions. Recall that G, is a group of order-g and g is its
generator. Our variant traitor tracing scheme is as follows.

System setup. The content supplier randomly chooses a degree-z polynomial
f(z) = Y7, aix’ with coefficients in Gy and a,b, z1,z2,y1,y2 € Z,. Its secret
key is (f(z),a,b) and public key is

(9,97, D, ... g7 @ g% ¢ c,d, H)

where ¢ = g*®1¢%%2, d = g™ ¢"¥2, and H is a collision-resistant hash function.
Let f'(x) = a~}(f(x) — b) or f(z) = af'(x) +b

Registration. When a subscriber i,¢ > z, registers to the system, the content
supplier gives him a private key

(7;3 f/(i)7l’1,:E2, y17y2)

The subscriber ¢ can verify his share.

Encryption. To broadcast data M, the content supplier randomly selects a
session key s € G, a one-time number r € Z; and z unused indices ji, jo,... , J-
and computes the enabling block

T= < g7a0 (jhg f(jl)) (]Zag (]z))797'a7g’r‘b7v>

where v = ¢"d"™ and a = H(sg", (j1,¢"fU)), ..., (j.,g"T0)), g%, g"). We
use T'= (S, (j1, Fj, )y » (U, Fj.), Fa, Fp,v) to denote the enabling block.
Decryption. When receiving the enabling block T' = (S, (j1, Fj,), - - ., (J=, Fj.),
F,, Fy, v), the subscriber ¢ with the private key (i, f'(4), 21, 2, y1, y2> can com-
pute the session key s by the following steps.

- Compute a = H(S, (j1, Fj, ), Uz Fy. )y Fa, Fy,v);
- Check whether Fritvieprat v = v;
- If the checking faﬂs reject the enabling block; otherwise, compute

z—1
S/[Fj (i)A2 F/\ H F)\t S/grao = s,
t=0
where xg = j1,21 = Jo,... , .1 = j, and z, = i.

Traitor tracing. The traitor tracing algorithm is the same as that in Section Bl
The encryption algorithm of the above traitor tracing scheme is semantically
secure against the adaptive chosen ciphertext attack.

Theorem 3. Assume that the DDH problem is hard. The encryption algorithm
of the above traitor tracing scheme is semantically secure against the adaptive
chosen ciphertext attack.
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Proof. We assume that there is a probabilistic polynomial-time adversary A
that can break our encryption algorithm with a non-negligible probability . A
consists of two algorithms A; and As. A; takes as input of the content supplier’s
public key and outputs two session keys sg and s;. Let d be a random bit.
A, takes as input of the enabling block for s;, makes some chosen ciphertext
queries, and outputs d’. The probability of d = d’ is 1/2 + . By A; and As, we
can construct a probabilistic polynomial-time algorithm B that distinguishes D
from R with a non-negligible probability.

Given a quadruple (g1, g2, u1,us2) in Gé, we construct a simulator S that
simulates A’s view in its attack on the algorithm. The simulator S includes an
encryption oracle and a decryption oracle. We will show that if the quadruple is
from D, the simulation of A’s view will be nearly perfect and if the quadruple
is from R, A’s advantage is negligible. The simulator S works as follows.

1. Key setup. The content supplier’s public key is constructed as follows.
(a) Select two degree-z polynomials f'(z) = Y., jaz’ and f"(z) =
Yororxt and w,j € Z, randomly. Let g = g1, g2 = ¢f = g¢°,
f(z) = f(z) + wa and ¢* = gf(j)/ggu(j). Note that we don’t know
the constant coefficient of f(z) since a is unknown. We have f(j) =
1'(j) + wa=af"(j) +b. We don’t know b, either.
(b) Randomly select x1, z2, y1, y2 and compute

c= gaa:lgba:27d _ gay1 gbyg.
(¢) The public key of the content supplier is

(g, g% gy, g7 Mgy gh @gy . gF P gy g ¢ c,d, H).

The above key generation is a bit different from the actual cryptosystem,
but the effect is the same. We essentially fix w = 0.

2. Challenge. Feed the public key of the content supplier to A; and get two
session keys sy and s; in Gy,

3. Encryption. Randomly pick d and z indices {ji,...,j.} and compute

S = squi®uy, Fj, = u{/(jl)ug“,... VB, = u{/(jZ)ug’,Fa = ug,
Fb = U{ (])u';/ug (j)aa = H(Sa (jlvFjl)a s 7(jZ>sz)7Faan)7

v = F;h-‘ryl'a . Fb$2+y2'0¢.

The ciphertext of sq is T = (S, (j1, F},),-- . » (U=, Fj.), Fa, Fp, v).
4. Decryption. Given the ciphertext T', the decryption oracle first checks va-
lidity of T by verifying u}' T¥**u3>*¥2* = . If it is not valid, the oracle

rejects it; otherwise, the oracle returns

z—1
s=S/LF - E O R,
t=0

where o Zjl,l‘g :jl,... s Ly—1 ij,l‘z Zj
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The above completes description of S. The adversary B takes as input
(91,92, u1,us) and outputs 1 if and only if d = A5(T'), where T is the enabling
block of the challenge s, .

If the input comes from D, the ciphertext T" of encryption of s, is legitimate.
If the input comes from R, the distribution of T is almost the same for d = 0
and d = 1. To complete the proof, we show:

1. If {91, g2, u1,uz) is from D, the joint distribution of the simulator S’s output
(adversary’s view) and the hidden bit d is statistically indistinguishable from
that in the actual attack.

2. If {g1, g2, u1,us) is from R, the distribution of the hidden bit d is (essentially)
independent of S’s output.

Lemma 3. If the simulator S’s input (g1, g2, u1, us) is chosen from D, the joint
distribution of the adversary’s view and the hidden bit d is statistically indistin-
guishable from that in the actual attack.

Lemma 4. If the simulator S’s input (g1, g2, u1,us) is chosen from R, the dis-
tribution of the hidden bit d is (essentially) independent of the adversary’s view.

Since the proofs of the above two lemmas are similar to those of Cramer and
Shoup [7], we put them in Appendix.
This completes the proof of Theorem O

6 Discussion

Actually, we can drop the content supplier’s public key from our traitor tracing
schemes if verification of private keys by subscribers is not necessary. This is
indeed the case for practicality. Thus, only the content suppblier can do data
encryption. Since the enabling blocks are computationally indistinguishable from
each other due to the DDH assumption, our scheme should be more secure.

For practicality, we can set z = k. In this case, there may be framing prob-
lem. The probability that a set of k subscribers can frame a specific set of k
subscribers is 1/q. Assume that there are m = 10,000,000 subscribers and k is
set as 20. Then, the probability that a set of k subscribers can frame some set
of k subscribers is < CI"/q =~ m*/q ~ 1/(10)1%®, for q being 1024-bit long.

7 Conclusion

In this work we have proposed a new public-key traitor tracing scheme with re-
vocation capability using dynamic shares. Its distinct feature of revoking private
keys makes the protocol highly practical. The scheme’s traitor tracing algorithm
is fully k-resilient and conceptually simple. The size of the enabling block is
independent of the number of subscribers.
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Our scheme is semantically secure against the passive adversary assuming

that the DDH problem is hard. We also present a variant scheme that is seman-
tically secure against the adaptive chosen ciphertext attack assuming that the
DDH problem is hard.
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Appendix

Lemma [3l Proof. We need argue two things. One is that the output of the
encryption oracle and the decryption oracle has the right distribution. The other
is that the decryption oracle rejects all invalid ciphertexts except with a negligible
probability.

If the input is from D, we have u; = g7 and ug = g5 for some r. Therefore,
Fyo=ul Wy = g700 for 1 <i < 2, F, = g = g™, Fy = (u] Vug ful @) =
¢, FF? = ", FAFY? = d'. Thus, S = squi®u¥ = 84977 g7 = sqg™f ()
and v = ¢"d"®, where « is in right form. Hence, the output of the encryp-
tion oracle has the right distribution. In addition, (S, (ji, F},), ..., (j=, Fj}.),
F,, Fp, v) is a valid ciphertext. Therefore, the decryption oracle outputs
Sq = S/ H;’:—(:)l Fj/:t—l . FJ/I(J)AZ . FbAz

Moreover, we should prove that the decryption oracle rejects all invalid ci-
phertexts, except with a negligible probability. Consider the distribution of the
point P = (21, x2,y1,y2) € Z;l. Recall that g = g; and log, g2 = a. ;From ¢ and
d of the public key, we get two equations:

log, ¢ = axy + b, (1)

log, d = ay1 + byz. (2)

;From the output of the encryption oracle, we get another equation:
log, v = raz; + brzs + aray; + arbys. (3)
If the adversary submits an invalid ciphertext (S’, (j1, Fj(l), vy (Jas F;z), F!,
Fy,v) to the decryption oracle, ie., r1 = log, uj # log,, uy = r2. The decryption

oracle will reject, unless P lies on the hyperplane H defined by

log, v’ = aryzy + broxs + a'ariy; + o' rabys, (4)
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where o = H(S', (j1, F},), -, (4=, F}.), F,, Fy). Since Equations [I Rl and Hl
are linearly independent, the hyperplane H and the plane P intersect at a line.

The first time the adversary submits an invalid ciphertext, the decryption
oracle rejects it with probability 1 — 1/¢. This rejection constrains the point P
with ¢ less points. Furthermore, the ith invalid ciphertext will be rejected with
probability at least 1—¢q/(q?—q(i—1))=1—1/(q—i+1). Therefore, the decryption
oracle rejects all invalid ciphertexts except with a negligible probability. O

Lemma [4l Proof. We should prove that if the decryption oracle rejects all
invalid ciphertexts, the distribution of the hidden bit b is independent of the
adversary’s view. Furthermore, we still need to prove that the decryption oracle
will reject all invalid ciphertexts, except with a negligible probability.

Let t; = log,u1 and t2 = logg,us. Assume that ¢; # to since this holds
except with a negligible probability 1/q. The public key [ = g® ¢g** determines
the equation:

log, l = ag + aw. (5)

Since the decryption oracle only decrypts valid ciphertexts, the adversary
obtains only linearly dependent equation 7’ log, I = r’'ag+7'wa. Thus, no further
information about (ag,w) is leaked.

Consider that the output of the encryption oracle, we have S = 5491 gh?®.
Let 3 = gi'™g2". We get the equation:

log, 8 = tiag + tawa. (6)

Clearly, Equations Bl and @] are linearly independent. We can view 3 as a perfect
one-time pad. As a result that d is independent of the adversary’s view.

Next, we argue that the decryption oracle will reject all invalid ciphertexts
except with a negligible probability. Let us examine the distribution of P = (1,
T2, Y1, Y2) € Z;L, based on the adversary’s view. ;From the output v of the
encryption oracle, we get the equation:

log, v = atiz1 + blazs + aatiyr + abtays. (7)

(From the adversary’s view, P is a random point on the line L formed by inter-
secting the hyperplanes of Equations[I},[2 and [l Assume that the adversary sub-
mits an invalid ciphertext (S’, (j1, F},), ..., (4=, F}.), Fy, Fy,v'). Let log, uy =t
and log,, uy = t5. There are three cases to consider:

Case I. <Slv (jlij{l)v Tt (jzaFj{z)a Fém Fl;> = <S7 (jl)Fj1)7 AR (jZasz)) Faa
Fy). Although the hash values are the same, the decryption oracle still reject
because of v’ # v.

Case II. <SI7 (jlaF]{l)a RN (jZ7FJ/'Z)7 F(;J Fl;> 7é <Sa (j17Fj1)7 R (jzasz)7 Fa7
F}) and the hash values are not the same. Unless the point P satisfies the hy-
perplane log, v’, the decryption oracle will reject. Moreover, Equations[I], 2 A



224 Wen-Guey Tzeng and Zhi-Jia Tzeng

and [7] are linearly independent by observing that

a b 0 0
00 a b 202 (4! .

det t1a tob atia atab =a"b"(a—a')(th —t))(t2 —t1) # 0.
Lathb o'tha o'thd

Thus, the hyperplane and the line L intersect at a point. Therefore, the
decryption oracle rejects the query except with a negligible probability.
Case IIL <Sl7 (jlvijl)a ) (jZ7FJ/'z)7 F(i’ Fl;> # <Sv (jl’Fjl)’ ) (jZ7sz)7 Fa,
Fy), but the hash values are the same, which contradicts with the assumption

that H is collision-resistant.

This completes the proof.
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Abstract. Traitor tracing schemes deter traitors from giving away their
keys to decrypt the contents by enabling the data supplier to identify the
source of a redistributed copy. In asymmetric schemes, the supplier can
also convince an arbiter of this fact.

Another approach to the same goal was suggested by Dwork, Lotspiech
and Naor, so called self-enforcement schemes. In these schemes, traitors
have to either divulge their private sensitive information or distribute
fairly large amount of data. However, the same private information must
be revealed to the data supplier, which invokes the necessity of more
discussion about the model underlying this scheme.

In this paper, we present an efficient asymmetric self-enforcement scheme,
which also supports the asymmetric traceability without any trusted
third parties, assuming the situation where the authenticity of the ex-
ponent of each subscriber’s sensitive information bound to the subject
entity is publicly certified, such as PKI derived from discrete logarithm
based cryptosystems. In our scheme, the sensitive information needs not
to be revealed to any entities. As far as we know, there has never been
any proposal of asymmetric self-enforcement schemes. Furthermore, our
scheme is as efficient as the previous most efficient symmetric or asym-
metric traitor tracing schemes proposed so far.

1 Introduction

In the contents distribution system over a broadcast channel, such as pay TV, on-
line database, DVD distribution, the system authority gives each authorized sub-
scriber a hardware or software decoder containing a decryption key and broad-
casts encrypted digital contents, in order to prevent non-subscribers (pirates)
from accessing the contents. However, some non-subscribers might obtain a de-
cryption key from one or a set of authorized subscribers (traitors) and construct
a pirate decoder. In practice today, the so-called secure hardware solution is
commonly used against such piracy, where cryptanalyzing the secret is assumed
to be hard. Unfortunately, such assumption about the security is not always
correct. There are several side-channel attacks that threat to the assumption,
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such as the power analysis [7]. Moreover, secure hardware solutions are often
expensive.

In the absence of secure hardware, the cryptographic solution cannot pre-
vent the subscribers from copying their decryption keys themselves. Against the
piracy of digital data, such as contents or decryption keys, a lot of cryptographic
techniques have been proposed that make redistribution either inconvenient or
traceable.

Traitor tracing, which was introduced by Chor, Fiat and Naor [5], is an
extension of broadcast encryption, in such a way that it can reveal the traitor
on the confiscation of a pirate decoder. To offer traceability, each subscriber is
given a different set of decryption keys that identify the subscriber. In a sense,
traitor tracing can be seen as one of fingerprinting schemes [T5/12] where the
decryption keys are fingerprinted. A traitor tracing is called k-resistant if the
scheme can reveal at least one traitor on the confiscation of a pirate decoder
which was constructed by up to k traitors.

The schemes in [3] are symmetric in the sense that subscribers share all their
secrets with the system authority. In symmetric schemes, the authority itself,
or malicious employee or someone with illegal access to the authority could in-
criminate an honest subscriber as a traitor using the secrets. Thus the result
of tracing is no real evidence that could unambiguously convince a third party.
Pfitzmann [11] pointed out this problem and introduced asymmetric traitor trac-
ing schemes, where using an interactive key distribution protocol the system au-
thority cannot construct a pirate decoder that frames an honest subscriber, but
if a pirate decoder which was constructed by malicious subscribers is found the
authority is able to trace the source of it.

The problem with relying on the traceability is that the authority or other
entities must always monitor all over the world for potentially redistributed
copies. To overcome such shortcoming, Dwork, Lotspiech and Naor [6] introduced
another approach, so-called self-enforcement scheme, where the system authority
needs not the confiscation of a pirate decoder nor trace the source of it. Instead,
traitors have to either divulge their private sensitive information (e.g., a credit
card number) or distribute fairly large amount of data in order to succeed the
piracy. A similar approach using sensitive information has been suggested by
Sander and Ta-Shma [13] in the context of electronic payment systems, in order
to make the coin non-transferable as a countermeasure to financial crimes, such
as the tax evasion.

The scheme in [6] still remains a serious problem that the same private in-
formation must be revealed to the data supplier, which invokes the necessity of
more discussion about the model underlying this scheme. In [I1], Pfitzmann men-
tioned that one can try to combine those techniques with the ideas of asymmetric
traitor tracing, so that the private information can also remain private from the
authority. But it is not so easy to construct such asymmetric self-enforcement
scheme because the authority must confirm that subscriber’s decryption key
certainly contains his private sensitive information without the knowledge of
it. Asymmetric traitor tracing schemes do not need such a verification. As far
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as we know, there has never been any proposal of asymmetric self-enforcement
schemes.

Our Contribution In this paper, we present an efficient asymmetric self-
enforcement scheme, which also offers asymmetric traceability. In our scheme,
we assume the situation where each subscriber i has a pair of values (d;, g%)
such that d; is i’s private sensitive information (e.g., the secret key in Public
Key Infrastructure (PKI), biometrical information, code number of the bank
account or driver’s license number etc.) and g% is the exponent of it, and the
authenticity of g% bound to the subject entity 4 is publicly certified. If we take
each subscriber’s secret key in PKI derived from discrete logarithm based cryp-
tosystems as their private sensitive information d;, then g% corresponds to the
public key and the Certification Authority (CA) vouches for the authenticity of
the public key. Thus such an assumption underlies every cryptosystem based on
PKI. For concreteness we consider the situation that each user’s private sensi-
tive information is their secret key in PKI derived from discrete logarithm based
cryptosystems hereafter unless otherwise mentioned.

In our scheme, even if at most k& malicious subscribers collude to construct a
pirate decoder, arbitrary entity can obtain all of their secret keys in PKI on the
confiscation of it. Thus the redistribution of the decryption key which contains
the secret keys damages the traitors very much. For example, if the secret key is
used for the signature, a receiver of it can impersonate the owner, e.g. for signing
contracts, receiving loans, etc. Thus the owner of the key may not want to give
it away.

Furthermore if a pirate decoder which is constructed by at most k traitors is
confiscated by any entities, they can trace and reveal the secret of all the traitors
and convince any third party of the validity of the tracing results without the
participation of the accused traitors and the system authority in the trial phase,
unless the system authority plays the role of the tracer (direct non-repudiation).
Our scheme does not need any trusted third parties (if we assume PKI) and
offer full frameproof that arbitrary collusion of entities including the system
authority cannot frame an honest subscriber. In our scheme, the encryption key
of the broadcasted contents can be open to the public and an arbitrary entity
can play a role of the data supplier.

Our scheme is very efficient compared with the previous most efficient sym-
metric or asymmetric traitor tracing schemes proposed so far. Table [ shows
a comparison about the efficiency among related works and our proposal.
1/p,1/pp are defined by

A loglU;| .
1/p= : o
/p max{ Tog|S| i€

' In the original scheme in 8] 1/pp = k + 2 , but it was not k-resistant but [ 211 |-
resistant on the convexr combination attack [T4)3]. If we take k — 2k — 1 , then the
scheme in [8] offers k-resistant. See Section] for more details.
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Table 1. A comparison of the decryption key size and the data redundancy.

1/p 1/pB

[12][Scheme 1|O(k logn)|O(k* logn)
[12][Scheme 2] O(ck) | O(c%k?)
Bl 1 2% + 1
(18] 2 4k +3
[L6117] 2 3k +3
Proposal 2 2k +1

N log|B]
1 =
/ps m‘”{wma

where U; denotes the set of all possible subsets of decryption keys, B denotes
the set of all possible subsets of the data redundancy, S denotes the set of all
possible subsets of the session keys and @ denotes the set of subscribers of the
system [T4]. Thus 1/p is a parameter on the size of each user’s decryption key
and 1/pp is a parameter on the size of data redundancy. n is the number of
subscribers and o is a parameter where the system authority cannot frame an
honest subscriber as a traitor with probability more than 1/27. From a brief
view of Table [ one can see that our scheme is one of the most efficient schemes.

Related Works. The asymmetric traitor tracing scheme suggested by Pfitz-
mann and Waidner in [ITJ12] used the symmetric scheme in [5] as a building
block. The scheme was, however, not efficient because the scheme of [5] on which
it is based required large overhead and large decryption key.

Kurosawa and Desmedt [§] proposed a more efficient construction of asym-
metric public key traceability scheme where the encryption key could be public.
Their scheme is based on the ElGamal type threshold cryptosystem and very
efficient. But their approach to the asymmetric traceability was to share the
secret information of the system authority among some trusted third parties,
which implies that they can still frame an honest subscriber on their conspiracy.

Another constructions of asymmetric public key traceability schemes without
any trusted third parties were given in [IGJI7/18]. In [I§], any entities can trace
the source of a pirate decoder and can convince any arbiter of the result, but a
suspected traitor must participate in trial phase to prove his guilt. The scheme
in [T6YT7] offers the tracer enough information to convince the arbiter and needs
not the accused traitor’s participation in trial phase. However those schemes do
not support self-enforcement as mentioned above.

Organization. In Section 2, we describe the model, the definition and building
blocks which include efficient public key traitor tracing schemes and oblivious
polynomial evaluation protocol. Our construction is described in Section 3. We
analyze the security of our proposal in Section 4. Finally, conclusions are given
in Section 5.
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2 Preliminaries

In this section we describe the model underlying our protocol and define the
security requirement. Then we describe an efficient public key traitor tracing
scheme and oblivious polynomial evaluation protocol, which are building blocks
of our proposal.

2.1 Model

The entities who participate in the proposed protocol are as follows. (Considering
the practical case, we describe the model where the data supplier plays a role of
the tracer. As mentioned in Section 1, arbitrary entites can do it.)

System Authority: The system Authority SA generates one public key and
sells the decoder containing the decryption key (personal key) to each user,
in a complicated way such that the personal key is constructed by each user’s
secret key of the PKI and S.A cannot know the value of the key itself.

Data Supplier: The data supplier 7 distributes encrypted contents using a
public key generated by SA, and if he finds the pirate decoder which was
illegally distributed, he traces the source of it. S.A may play the role of 7.

Users: Users are authorized subscribers of the system and the set of users is
denoted by @ = {1,---,n}. Each user decrypts the encrypted contents with
the personal key, which was given by S.A when he subscribed to the system.

Traitors: Traitors are person who redistribute their own personal keys, or col-
luders to construct the pirate decoder, and the set of traitors is denoted by
2 ={uy, -, u}. Then, 2 C .

Arbiter: An arbiter A is a party that verifies the tracing results. In practice,
this can be a court of law or an entity publicly agreed on.

Certification Authority: A certification authority C.A vouches for the authen-
ticity of the public key of PKI bound to the subject user. We consider the
case where PKI is derived from discrete logarithm based cryptosystems, such
as ElGamal encryption.

Before executing the protocol, CA generates his signatures on text; for each

user ¢ (i € @), where text; includes the public key v; 2 gd" (d; is user #’s secret
key), the identity of subject entity and other information such as serial numbers
or algorithm etc. CA publicizes text; and the signature denoted by sigoa(text;).
Then, our scheme proceeds as follows:

System initialization — SA generates some information that he will need with
T and all users, and he makes the encryption key es4 public.

User initialization — SA sells the decoder containing the personal key D; to
user ¢, in a way that D, is constructed by d;, and SA verifies this with
zero-knowledge of the value of d; nor D;.

Session sending — The content is divided into smaller parts called sessions de-
noted by M. T chooses a random session key s, and broadcasts (esa(s),
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ENC,(M)), where es(s) is called a header and ENC' is a symmetric en-
cryption function. Each user i can decrypt es4(s) to obtain s with D;, and
thus can decrypt M.
Tracing — If a pirate decoder is confiscated, 7 analyzes the personal keys D, ,
-+, D, in it and specifies a set of the suspected traitors (2.
Trial — T accuses {2 to A with (D, text,;, sigca(texty,)), (j € £2).

In this paper, the confiscation of a pirate decoder implies the possibility to
obtain the value of the decryption key in it. If a non-subscriber obtains a pirate
decoder which was constructed by at most k traitors, he can reveal all the secret
keys of the traitors. Thus, in the model of our scheme traitors do not willingly
give away their personal keys which include their secret keys, and such a situation
is not considered in the model of traitor tracing.

2.2 Definition

Security requirements for S.A on our schemes are as follows.

Definition 1 We say that secrecy is established, if it is hard for non-subscribers
to cryptanalyze a new session key from a new header, the public key, the old
headers, and the old session keys.

Definition 2 When a pirate decoder is confiscated, which was constructed by
at most k traitors, and if T can identify at least one traitor, then we say that
traceability is established.

Definition 3 If no collusion among at mosk k malicious users can construct a
pirate decoder without divulging at least one of the traitors’ sensitive informa-
tion to the entity who obtained the decoder, then we say that self-enforcement is
established.

Definition 4 We say that direct non-repudiation is established, if T can con-
vince A of the wvalidity of the tracing results without the participation of the
suspected traitors and SA in the trial phase, if not T = SA.

Next, we define security for users.

Definition 5 We say full frameproof is established, if no collusion of arbitrary
entities including SA can frame an honest user

Now we give our security parameters. Let ¢ be a prime such that ¢|p — 1,
g > n+1, where p is a prime power, and let g be a gth root of unity over GF(p).
Unless we stated otherwise, all calculation as below is done over GF(p), and all
entities agree on p, ¢ and g.
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2.3 Building Blocks

Our protocol is based on the efficient public key traitor tracing [8], and Oblivious
Polynomial Evaluation (OPE) protocol [I0]. Now, we briefly describe them.

Asymmetric Traitor Tracing with Agents [8]. Kurosawa and Desmedt sug-
gested an efficient public key asymmetric traitor tracing scheme. Their scheme
offers asymmetric traceability by dividing S.A’s secret into some pieces and sepa-
rately distributing these to multiple trusted third parties, called agents, denoted
by Aji,---, A.. Their scheme is as follows.

— System initialization: Each agent A; chooses a random polynomial f;(x) =
a0+ ai1x 4+ ai,kxk over Z, and publicizes

ai,1

Yio=g"° yi1 = g, Yk = ghk
Let
A c
yj:Hyi,j (=0, k)
=1

Then, the public encryption key is (p, g, vo, ", Yk)-
— User initialization: Each A; secretly gives f;(j) to user j. Let

f(z) éZfi(%) =ao+az+ -+ apa’
=1

Then, y; = g% for j =1,---,k. User j computes f(j) = Zfi(j) and now
i=1
D; = (4, f(4)) is his personal key.

— Session sending: For a session key s, 7 computes a header as h(s,r) =
(9",bo, b1, -+, bx), where by = syo”, by = y1", -+, by = y;" and r is a
random number. Then 7 broadcasts h(s,r). Each user ¢ computes s from
h(s,r) and his personal key as follows.

k

1o /()@ =s

Jj=0

— Tracing: If the pirate decoder contains (u, f(u)), and if

o' =T (1)

then 7 decides u is a traitor.
— Trial: A is convinced if (@) holds.

In the above protocol, the evidence of the piracy of u is (u, f(u)) which
satisfies (II). However, the collusion of all agents can generate such evidence and
thus frame an honest user. Therefore, their scheme does not offer full frameproof
in the sense of our definition.
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Oblivious Polynomial Evaluation. The Oblivious Polynomial Evaluation
(OPE) protocol, which was introduced by Naor and Pinkas [10], is a novel and
useful primitive for two party computation. One party Bob knows a polynomial
P and he would like to let Alice compute the value P(«) for an input o known
to her in such a way that Bob does not learn a and Alice does not gain any
additional information about P (except P(a)).

We briefly review the protocol. Bob chooses a random bivariate polynomial
Q(z,y), such that Q(0,y) = P(y). Alice chooses a random univariate polynomial
S(z), such that S(0) = «. Alice’s plan is to interpolate the univariate polynomial

R(x) 2 Q(z, S(x)) without revealing S(z), then she knows R(0) = Q(0, S(0))

= P(S(0)) = P(a). This is done by sending n (2 deg(R(z)) + 1) z; and a
list of random values y; ; except one value S(z;) (i = 1,---,n). Bob computes
Q(z;,yi,;) for all these values and Alice retrieves Q(z;, S(x;)) (i =1,---,n) using
1-out-of-m oblivious transfer. Then, she can interpolate R(z).

In the above protocol, the secrecy of Alice’s input depends on the noisy
polynomial interpolation problem [10J2]. Recently it was proved that the noisy
polynomial interpolation problem can be transformed into the lattice shortest
vector problem with high probability, when the parameters satisfy a certain
condition, and some other attacks to the problem were suggested [2]. However, a
little modification on the protocol makes the secrecy of Alice’s input dependent
on the polynomial reconstruction problem, which is one of the well known most
intractable problems [2].

The OPE protocol uses 1-out-of-N oblivious transfer (OT) protocol as the
building block. Naor and Pinkas also suggested an efficient construction of 1-out-
of-N OT protocol in [10], which invokes 1-out-of-2 OT log N times and evaluates
a pseudo-random function N log N times. If we use non-interactive 1-out-of-2 OT
in [1], the number of communication paths in 1-out-of-N OT and OPE protocol
is two.

3 Construction

The central idea of our proposal is to reduce the traitor tracing scheme in [S]
to the scheme where user i’s personal key is represented by (d;, f(d;)) (d; is
user i’s secret key in the PKI) and SA can verify it using the public informa-
tion text;, sigea(text;). To accomplish this, we divide f(z) into two polynomials
fi(x), fa(x), such that (fi(x) + f2(z) = f(x)). SA distributes fi(d;) to user ¢
using OPE protocol and then SA verifies that the user i’s input to OPE was
really d;, without the knowledge of d; itself. If the verification is passed, SA
distributes f2(d;) to user ¢ using OPE. In the second invocation of OPE, even
if the user inputs the value which is different from d; adaptively, he cannot gain
any useful information. (See Section [I)
Now, we present the construction of our proposal.
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Table 2. System and User Initialization Protocol

SA User i € &
2k—1

flx) = Z a;z' mod q
S

fin(z) = Z biiz' mod ¢
1=0
fia(x) = f(z) = fia(®)

2k—1
l
= E ¢,z mod g
1=0

d;: User i ’s secret key
fur(ds) (by OPE)

(Wi,2, -+ Wi 2k—1, Wi) =

(gdi27 .. 7gdz‘2k71 , gf'i.l(d'i))

(wi2, - Wi2k—1,Ws)

check

2k—1
. . b,
ng‘O’Uib“l I | w; i
=2

?
= w;

fi,2(di) (by OPE)

personal key
D; = (ds, f(di))
= (di, fi.1(di) + fi2(di))

2k—1
System Initialization. SA chooses a random polynomial f(z) = Z a;z! and
1=0

computes
yl:gal (l:0a17?2k_1)

Then, the public encryption key is (p, g, vo, ", Y2k—1)-
2%k—1

User Initialization. SA chooses a random polynomial f; 1(x) = Z buxl for
1=0

each user i and computes

2k—1

fiz(w) = f(x) — fia(x) = Z cig!
1=0
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cig=a;1 — b (1=0,1,---,2k—1)
SA distributes f; 1(d;) to user ¢ using the OPE protocol, where d; is the user
i’s secret key in PKI. Then SA verifies that the user i’s input was really d; as
follows.

User ¢+ computes

A g2 g3 d,2k—1 - (ds
(wi2, wi 3, Wigk—1,w;) = (9% , g% ,---, 9% ,gf”l( ’))
and sends it to SA. SA verifies whether
bio,, bi bs b; bion_1 _
G0 w97 w3 Wi ap—1 T = w;.

holds. If the verification is passed, then SA distributes f;2(d;) to user i using
the OPE protocol. Now, D; = (d;, f(d;)) = (d;, fi1(d;) + fi2(d;)) is the user i’s
personal key.

Session Sending. For a session key s, 7 computes a header as h(s,r) =
(9", b0, b1, bag—1), where by = syo”, b1 = y1", -+, bap—1 = yop—1" and 7
is a random number. Then 7 broadcasts h(s,r). Each user i computes s from
h(s,r) and his personal key as follows.

2k—1

IT v / (9" =5

=0

Tracing. If the pirate decoder contains D, = (dy,, f(dy,)), (j € §2), and if

2k—1
L
g @) = [ w™ (e (2)
=0
g™ =, (jEQ) (3)

holds, then 7 identifies {2 as the set of traitors.

Trial, If 7 decides that (2 is the set of traitors, then 7 gives A (Dy, = (dy,,
f(dy,;)), texty;, sigea(texty;)), (j € £2) as the evidence of piracy. A is convinced
if (2)(B) holds.

4 Security

In this section we analyze the security of our scheme, which consists of the
security analysis for the system authority and for users.
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4.1 Security for the System Authority

Secrecy In [§], it is proved (Theorem 14) that the computational complexity for
an eavesdropper to cryptanalyze a new session key s , after having received previ-
ous session keys s;, (j = 0,1, --,1), the public key es4 = (p, g, g%, g%*,-- -, g*),
the old headers h(s;,7;) = (¢, s;9%°73, g®73, ---, g**74), (j =0,1,---,1) and
the new header h(s,r) = (g", sg®", g**", ---, g*"), is as hard as to cryptana-
lyze a plaintext in the ElGamal scheme when the order of g is a prime. In our
scheme, the information that a passive eavesdropper could get is the same as in
the scheme in [8] except for & — 2k —1, thus secrecy of the proposal also depends
on the difficulty of breaking underlying the ElGamal encryption scheme.

Traceability and Self-Enforcement The strategy for malicious users to con-
struct a pirate decoder which is not traceable or which does not divulge any
sensitive information of malicious users is classified into two types.

1. to input invalid values in the user initialization phase adaptively
2. to construct a pirate decoder by colluding among up to k traitors after having
received legitimate personal keys in the user initialization phase

We demonstrate that such strategies are not effective in our scheme. First, we
give some lemmas about the former strategy.

Lemma 1 In the user initialization phase, a malicious user u cannot pass the
verification after the first invocation of OPE protocol if he inputs an invalid

value d' different from his secret key d, assuming the intractability of breaking
the OPE protocol.

Proof (Sketch)
To pass the verification, u must send (wy, 2, Wy 3, -+ -, Wy 26—1, Wy,) for which

du)bu‘lwu 2bu,2wu 3bu,3 . 'wu,2k—1b“’2k71 = w,

) )

9" (g

holds after having d,,d’, fu,.1(d'). It is obviously information theoretically in-
tractable. For example, if we assume u knows by, 2,by.3, -, by 26—1, then he can
obtain by o + by 1d’ by fui(d') — (by2d? + -+ + b, d**~1). However he cannot
compute gbu0 (g4 )be1 using these values without knowledge of by or b, 1.0

Thus, if the malicious user u selects the former strategy, all the measures he
can take is to input an invalid value d’ in the second invocation of the OPE pro-
tocol. However it is obviously information theoretically intractable to compute
(d”7 f(d//)) USing (dua fu,l(du)> and (d/> fu,Q(d/)) where du 7é d/u f = fu,l + fu,2~
If he can divide the header as follows

bu,lrgcu,lr . ’gbu,2k—17"gcu,2k—1"")

)

(gr, Sgaor’ galr, C ’ga2k—17") = (gr7 Sgbu,OTgCu,[)T’ g

then he can compute s by

2k—1 d/Zkfl

Sgb'u,OTgC'u,OT(gbu,l"')du (gcu,ﬂ)d’ . (gbu,Qk—lr>d'u (gom2e-17)
(gT)fu,l(du)+fu,2(d,)

=S



236 Hirotaka Komaki et al.

But such a division is obviously information theoretically intractable. Moreover
any collusion attacks on the former strategy is meaningless because (by o, by, 1,
-+, by,2k—1) is unique to user u. Therefore the former strategy is ineffective.
Now we discuss the latter strategy. Due to the similar argument to that of [g],
the next lemma holds.

Lemma 2 The computational complexity for 2k—1 traitors of finding (d., f(dy)),
where dy, & {du,, -+, du,,_, }, when given the public key and their personal keys
(f(u1),- -, f(uak—1)) is as hard as the discrete logarithm problem (DLP) when
the order g is prime.

Proof Sketch
In [8] Theorem 15 proves the same lemma where 2k — 1 — k. ©

The above lemma shows that it is hard to construct another legitimate pi-
rate key (d, f(d)) by at most k traitors {2 = {uy,--,u;}, such that (d, f(d)) ¢
{(du,, f(du)), -, (du,, f(dy,))}, assuming DLP is computationally hard to solve.
However the pirate may construct a key which is not a legitimate personal key
but can be used to decrypt a session key in such a way that none of the traitors
is identified from it. A successful pirate strategy is given in [T4J3] which de-
feats the scheme of [§] by using a convex combination of traitors’ personal keys.
Fortunately, it is known that by increasing the degree of f from k to 2k — 1,
anyone who confiscated a pirate decoder which was constructed on this strategy
can compute all the traitors’ personal keys if the number of traitors is at most
k [4J3]. This means that in our protocol arbitrary entities can recover all of the
traitor’s secret keys in the PKI, on the confiscation of a pirate decoder which
was constructed by at most k traitors.

We review their convex combination attack and how it is solved when the
degree of f is 2k — 1. Let B8 = (a, Bo, -+, Bax—1)T such that

B =tiur+ -+ trug
where
u; = (f(duj)’ l’duj,. . .,duijfl)T (] _ 17. . ,k)
tit =1

Then 3 is not a legitimate personal key, but it can be used to decrypt any header
h(g’ r) = (gr, by, b1, -, bk) (g 50T gaT ... ,ga2k—1) by

2k—1 2k—1 tm k
H bzﬁl/(gr) H (H by e / f(d”’")> = H stm =g
=0 m=1

m=1
Those who obtained B can construct the following equation with 2k un-
knowns wq, - -, ug, t1, - -, ti.
1 1 e 1 ty
/61 du1 Tt duk t2

2k—1 2k—1
/BQk—l dul te duk tk
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Some efficient solving algorithms of the above equation are already known,
such as the Berlekamp-Massey algorithm [9] or the Peterson-Gorenstein-Zierler
decoding algorithm etc. (see [19] for example) and everyone can recover
dy,, -+, dy, which are traitors secret keys in PKI. Therefore the latter strat-
egy is also ineffective.

For the discussions stated above we can conclude that our proposal offers
traceability and self-enforcement.

Direct Non-repudiation. Let assume that user ¢ is honest, namely, he keeps
his personal key (d;, f(d;)) secret. Then all the information about d; that the
data supplier, malicious users, and the certification authority could obtain is the
corresponding public key g% . Thus the difficulty of framing a user i by them is
the same as DLP. All the information about d; that the system authority could
obtain is g%, g%, -+, g% " if we assume that breaking the OPE protocol is
intractable. The difficulty of deriving d; from these values is believed to be as
hard as DLP. For the discussion stated above, it is computationally hard for the
malicious entities to obtain honest user ’s secret key d; unless he divulges it.

Thus, (dy;, f(dy;))(u; € £2) could be the enough evidence to prove the re-
distribution of the personal key by u;. )(3) in Section 3 means d,,; and f(d.;)
matching, and user u;’s secret key and public key matching respectively. The
verification process only needs pirate key and public information, and does not
need the participation of the pirate user and the system authority.

For the discussion stated above, our proposal offers direct non-repudiation.

4.2 Security for Users

Full Frameproof. In order to win the trial, the tracer must submit the sus-
pected traitor’s secret key to the arbiter. Due to the same discussion as the one
in the proof of direct non-repudiation, if an honest user 7 keeps his personal key
D; = (d;, f(d;)) secret, it is computationally hard for the other malicious entities
to obtain user ¢’s secret key d;, which is a part of the proof of piracy.

Thus our proposal offers full frameproof.

5 Conclusion

In this paper we present a concrete construction of an asymmetric self-enforce-
ment scheme. Our proposal also offers asymmetric traceability without trusted
third parties, and is very efficient compared to previous traitor tracing schemes.
In the model of our scheme, malicious users do not willingly give away their per-
sonal keys because our scheme guarantees that each user’s personal key includes
the user’s sensitive information e.g. secret key in PKI, and such situation is not
considered in the model of traitor tracing schemes. Furthermore, our protocol
offers direct non-repudiation and full frameproof.
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Abstract. Adaptive security has recently been a very active area of
research. In this paper we consider how to achieve adaptive security
in the additive-sharing based proactive RSA protocol (from Crypto97).
This protocol is the most efficient proactive RSA protocol for a con-
stant number of shareholders, yet it is scalable, i.e., it provides reason-
able asymptotic efficiency given certain constraints on the corruption
threshold. It is based on organizing the shareholders in a certain design
(randomly generated, in the asymptotic case) of families of committees
and establishing communications based on this organization. This struc-
ture is very different than polynomial-based proactive RSA protocols,
and the techniques for achieving adaptive security for those protocols do
not apply. Therefore, we develop new techniques for achieving adaptive
security in the additive-sharing based proactive RSA protocol, and we
present complete proofs of security.

1 Introduction

Distributed cryptosystems provide for security and availability of a private key
through distribution of shares of the key, coupled with a mechanism in which
some number (a threshold) of shareholders are able to jointly compute the cryp-
tographic function using their shares of the key, while a smaller number of pos-
sibly misbehaving parties are prevented from disrupting this computation, or
computing the cryptographic function on their own. A distributed cryptosystem
achieves proactive security if at least a threshold of shareholders must misbe-
have (or be compromised) in a specified time period in order to compromise the
security or availability of the system. A distributed cryptosystem achieves adap-
tive security if it is secure against an adaptive adversary, that is, an adversary
that may take actions based on the entire available history, including ciphertexts
sent during the protocol. (We say such distributed cryptosystems are adaptively-
secure.) More complicated protocols are typically required to achieve adaptive
security, and proving that a protocol is adaptively secure is typically more diffi-
cult than proving that a protocol is secure against a non-adaptive adversary.
In this paper we consider the additive-sharing based proactive RSA protocol
[FGMYO97]. This is the most efficient proactive RSA protocol for a constant
number of shareholders, and is also scalable. Unlike some solutions, it guarantees

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 240-263] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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that the threshold value is maintained throughout, even when some participants
are unavailable. Therefore it is an attractive solution for practical situations. It
is based on organizing the shareholders in a “design” consisting of families of
committees of shareholders. We modify this protocol to achieve adaptive security
while maintaining the same organization and the basic protocol structure.

History of Threshold Proactive and Adaptive Systems:

Threshold schemes for discrete log and RSA based cryptosystems were pre-
sented in [DEFRIIBSY[FRIIDEITDDEYI2/FDI2]. Robust schemes that assure the
correctness and timeliness of the cryptographic operation were presented in
[GIKRIFGY96|/GJKRI6ISh00]. Some of these protocols make additional sys-
tem requirements or additional constraints on certain cryptographic parameters
beyond what is required for the corresponding non-distributed cryptosystems.
This is not a criticism, since such constraints sometimes allow a cleaner or more
efficient distributed solution. For example, to allow an efficient non-interactive
robustness check in [GIKR96], secure keys are required at the combiner. Without
this, every participant must have keys to verify the operation of other participant
which makes the scheme much more expensive (i.e., quadratic in the number of
participants). The solution of [GJKR96], and the algebraically-pleasing solution
of [Sh00], also place constraints on the RSA keys which can be used. (We note
that RSA keys constrained in such a manner cannot be generated using the
distributed key generation methods in [BF97/FMY9§].) Similar constraints are
made in the early heuristic protocol of [DE91| (which [FMYO00] builds on).

The notion of proactive security [OY9IIICHIAHIKY95/HIJITKY96] was devel-
oped to cope with a mobile adversary, i.e., an adversary that may compromise all
servers over the lifetime of a system, but fewer than a given threshold at any par-
ticular time. An RSA based proactive scheme (which does not achieve optimal
resilience in the asymptotic case) was given in [FGMY97]. Tt is based on additive
sharing and is the one we concentrate on herein. A scheme based on polynomial
sharing that achieves optimal resilience was given in [FGMY97h]. A scheme that
combined additive and polynomial sharing was offered by [R98], but it has the
sometimes undesirable property that the threshold value may be dynamically
reduced due to occasional unavailability of possibly honest shareholders.

The importance of developing protocols that are provably secure against a
fully-adaptive adversary has been discussed in [BeHa92JCEFGNI6/B97] in the con-
text of general distributed computation. Adaptively secure (polynomial sharing)
threshold schemes were given in [FMY99/FMY99b|, and in [CGJKR], which is
extended in [JLO0]. The RSA based scheme in [CGJKR] seems to be an n-out-
of-n system, since all parties need to compute together after each signature.

Our Contribution:

We present an adaptively secure version of the original additive-sharing based
proactive RSA. We present a complete careful proof of its security and robustness
without making any additional system requirements or any constraints on the
cryptographic parameters. Our version exploits the organization and protocol
structure of the original protocol. It is only slightly less efficient, yet it is provably
secure against a fully-adaptive adversary. The scheme is very efficient for small
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size system, yet it is scalable asymptotically to tolerate any fraction of malicious
shareholders bounded away from half (e.g. 1/3). It can be used with general RSA
keys and can be initiated distributedly.

Discussion of Techniques Used:

We distribute the RSA private key using many r-out-of-r additive thresh-
old schemes as in [F'89]. The additive shares are distributed to certain subsets
of servers where the construction of subsets is taken from [AGY95|. By using
a simple additive threshold scheme [EF'89] as the basis of our system, we sim-
plify the domain over which sharing is done (when compared with [DDFY92]),
and enable the verification and re-randomization of shares by the servers. Also,
this method is what makes the system suitable for settings with a constant
number of servers. To provide robustness, we employ the idea of witness-based
cryptographic program checking [FGY96] which extends Blum’s methodology
of program result checking [BI8§] to a system where the checker itself is not
trusted by the program. Finally to show that the distribution of shares is secure,
we use a simulatability argument similar to one that was put forth in the static
distribution of RSA [DDFY92].

For proving security against a fully-adaptive adversary, we must show that
the protocol is simulatable. A problem arises if the simulator must simulate the
actions of a servers whose shares are unknown, and those actions may commit to
the share value. Then if the adversary decides to corrupt that server, it can distin-
guish between the real protocol and the simulation. In our proactive protocol we
use the erasure primitive to maintain security, and we assume that uncorrupted
shareholders will erase information when specified by the protocol. In fact, this
assumption is required for the system to be secure against a mobile adversary.
(In other words, in this security setting, the erasure primitive is as important
as any other computational primitive.) Thus, we can substitute non-committing
encryption [BeHa92| (which uses erasure) for probabilistic encryption to remove
the commitments from the encryptions.

Allowing erasures may seem to be enough to prove security. However, it is
not sufficient, since there are other share commitments in the protocol, namely,
the partial signatures combined for signing and the witness-based cryptographic
program checking used for robustness. This is all publicly available information
that must be made accessible to any arbitrary party (a gateway) in order for
that party to be able to produce the correct function result from the partial re-
sults. We thus require new ideas which are developed here. We use information-
theoretically secure witnesses for robustness maintenance, which allows a sim-
ulator to “spread the fraud” over all servers, instead of concentrating it on a
given shareholder with a single “bogus commitment.” Then we show how to re-
move the share commitments from signatures through blinding. In this case, we
still have bogus commitments, but we show that the probability of the simulator
successfully fooling the adversary is high enough that (limited) backtracking can
be employed to generate realistic-looking views for the adversary.

Other then the above changes the adaptively-secure protocol is compatible
with the original Crypto97 protocol. (This enables a system designer to imple-
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ment both and decide at configuration/run time which variant is applicable to
his setting).

2 Model and Definitions

2.1 The RSA Function
First we define the RSA function.

Definition 1. Let n be the security parameter. Let key generator GE define a
family of RSA functions to be (e,d, N) < GE(1") such that N is a composite
number N = Px(Q where P,Q are prime numbers of /2 bits each. The exponent
e and modulus N are made public while d = e~ mod \(N) is kept pm’vateE
The RSA encryption function is public, defined for each message M € Zn
as: C = C(M) = M°®mod N. The RSA decryption function (also called
signature function) is the inverse: M = C% mod N. It can be performed by the
owner of the private key d. The security of RSA is given in Definition[d.

For naming convenience, we will assume our system is used for direct RSA
signing of messages; however, the same protocol could be used for decryption.
Our results simply concern the application of the RSA function in its assumed
intractable direction as a one-way function (as assumed in protocols with formal
security proofs which employ RSA, e.g. [ACGS]).

2.2 The Model
Now we define our Proactive RSA system.

The Participants: The participants in our system are (1) [ servers {s1,...,s;},
(2) a trusted dealer D, and (3) a gateway G. The dealer D generates an
RSA instance (e, d, N), distributes shares of d among the [ servers during an
initialization phase, and then does not participate any further. The gateway
G is used to broadcast messages to be signed to the servers and to combine
their partial signatures into the final signature. (Note that G is not trusted,
and in fact is not really necessary except for convenience.)

As the protocol is running, the servers will be classified as follows: A
server is compromised if its secret is known to the adversary. A server is cor-
rupted if it is controlled by the adversary. (We assume all corrupted servers
are compromised.) We refer to a server as good if it is uncorrupted, and
actively participates in a protocol. We refer to a server as bad if it is compro-
mised. (Note that some servers may be neither good nor bad.) We assume

L A(N) = lem(P —1,Q — 1) is the smallest integer such that any element in Z} raised
by A(N) is the identity element. RSA is typically defined using ¢(N), the number
of elements in Z}, but it is easy to see that A(N) can be used instead. We use it
because it gives an explicit way to describe an element of maximal order in Zy . Note
that ¢(NV) is a multiple of A(NV), and that knowing any value which is a multiple of
A(N) implies breaking the system.
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that all uncorrupted servers receive all messages that are broadcast, and re-
trieve the information from messages encrypted with a public key, if they
know the corresponding private key. We also assume that if they are active
in a protocol, they participate honestly. We will show that our protocols
perform correctly even if only the good servers and corrupted servers are
active.

The Communication Model: The communication model presented here is
similar to [HJKY95]. All participants communicate via an authenticated bul-
letin board [CE8H] in a synchronized manner. We assume that the adversary
cannot jam communication. The board assumption models an underlying
basic communication protocol (authenticated broadcasts) and allows us to
disregard the low-level technical details.

Time periods: Time is divided into time periods which are determined by the
common global clock (e.g., a day, a week, etc.). There are two types of
time periods repeated in sequence: an update period (odd times) and an
operational period (even times). During an operational period, the servers
can cooperatively sign messages using the current key shares. During the
update period the servers engage in an interactive update protocol. At the
end of an update period the servers hold new shares which are used during
the following operational period. (Technical note: we consider a server that
is corrupted during an update phase as being corrupted during both its
adjacent periods. This is because the adversary could learn the shares used
in both the adjacent operational periods.)

System Management: We assume that a server that is determined to be cor-
rupted by a majority of active servers can be refreshed (i.e., erased and
rebooted, or perhaps replaced by a new server with a blank memory) by
some underlying system management. This is a necessary assumption for
dealing with corrupted servers in any proactive system.

The Adversarial Model: We next define some orthogonal properties of the
adversary.

Definition 2. A stationary adversary may corrupt servers at different times,
but a server that is corrupted remains corrupted for the duration of the protocol.
A mobile adversary (we employ) may corrupt servers at different times, but a
server that is corrupted may be refreshed by the underlying system management
at some later time, and become “uncorrupted.”

Note that when we deal with a mobile adversary, the set of corrupted servers
does not necessarily monotonically increase over time. Also note that the above
definitions also apply to compromising or preventing honest participation by
servers.

Definition 3. A (k',k,l)-restricted adversary is a mobile adversary that can,
during any time period, (a) prevent at most l — k servers from honestly partici-
pating in a protocol (i.e., there will always be at least k good servers), (b) corrupt
(i.e., force to behave in an arbitrary manner) at most min{l —k, k'} servers, and



Adaptive Security for the Additive-Sharing Based Proactive RSA 245

(¢) compromise (i.e., view the memory of ) at most k' servers (including those
that it corrupts).

Threshold schemes are often described in terms of withstanding coalitions
of “k-out-of-I” corrupted servers. In our notation, that would correspond to
withstanding a (k, k + 1,1)-restricted adversary.

The actions of an adversary at any time may include submitting messages to
the system to be signed, corrupting or compromising servers, and broadcasting
arbitrary information on the communication channel. The following definition
describes different criteria on which an adversary may base its actions.

Definition 4. A static adversary must decide on its actions before the execu-
tion of the protocol. A non-adaptive adversary (considered earlier) is allowed to
base its actions on previous function outputs (i.e., previous message/signature
pairs) obtained during the execution of the protocol, but no other information
gained during the execution of the protocol. A fully adaptive adversary (which
we employ) is allowed to base its actions not only on previous function outputs,
but on all the information that it has previously obtained during the execution of
the protocol, including all messages broadcast on the public channel (ciphertexts
exchanged between servers, partial function evaluations, etc.) and the contents
of all memories of servers that it has viewed.

We assume that the adversary stores all messages that were broadcast on
the public channel and the contents of all memories of servers that it can view.
(Naturally, all this information is time-tagged.) Assuming S is the system being
attacked, and A is the adversary, we call this stored information Uiewj’ 1, Where
L is the list of messages that are submitted to S to be signed. (Note that the
signatures will be implicit in the view.)

system, etc.)

2.3 Properties

We say that a function f(h) is negligible if for any polynomial poly(-), there is
an h' such that for h > h’, f(h) < 1/poly(h).

Now we define what it means for a system to be robust. In these definitions
we assume the security parameter n is large enough so that the analysis holds.

Definition 5. (Robustness) Let n be the security parameter. A system S is
a (K, k,1)-robust proactive RSA system if it contains a polynomial-time protocol
SIG (run by the servers) such that for any probabilistic polynomial-time (k' k,1)-
restricted adversary A, with all but negligible probability, assuming (e,d, N) is
the RSA instance generated by the dealer, for every a € [0, N| that is submitted
to be signed (during an operational period), the servers can compute a® mod N
using SIG.

Next we define what it means for the RSA system to be secure (RSA is
treated as a one-way function).
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Definition 6. (Security) Let n be the security parameter. Let key generator
GE define a family of RSA functions (i.e., (e,d, N) < GE(1") is an RSA in-
stance with security parameter ). Let S(e,d, N) denote a system S in which
the RSA instance (e,d, N) was chosen by the trusted dealer D. Then S is a
(K, k,1)-secure proactive RSA system if it generates instances of RSA wusing
GE(1"), and if for any probabilistic polynomial-time (k',k,1)-restricted adver-
sary A, for any list L of randomly chosen messages submitted to S to be signed,
for any probabilistic polynomial-time function A: Prlu® = w mod N : (e,d, N) «
GE(1");w €r {0,1}"u + A(1", w, viewiszd’N))} is negligible.

In the next section we describe a proactive RSA system which is (¥, k,1)-
secure and (k', k, [)-robust, assuming a fully adaptive adversary.

3 The Adaptively-Secure Protocol

3.1 Outline

At the start an assignment of servers to committees and families is chosen (as
in [AGY95]). Specifically, for given values m, r, and ¢, servers are randomly
assigned to mr committees that are evenly split between m families, such that
each committee has ¢ servers assigned to it. (Note that each server may be
assigned to multiple committees.) This random assignment may be performed
by the trusted dealer, or by the servers themselves. The values m, r, and c are
chosen such that with high probability each set of k servers can obtain all the
shares from some family, and no set of k' servers can obtain all the shares from
any family.

After the assignment of servers to committees, the dealer D generates an
RSA instance (e,d, N), and distributes additive shares of d to the committees
in each family as in [F'89]. Thus each family obtains an r-out-of-r sharing of the
key. In the original protocol a?’ ; 1s the share given to the jth committee in family
i by the dealer, and more generally, affj is the share corresponding to the jth
committee in family ¢ during operational period 2¢. During an operational period

(say period 2t), when a message M needs to be signed, the servers possessing

a?fj can produce the value (the partial signature) M 9% mod N. Because of the

assignment choice above, at least one of the m families will produce correct
values for all committees, and therefore, for at least one i, the gateway G can
compute the RSA signature of M using the formula M? = H;zl M%5 mod N.

During an update period (a) the good shares are renewed and (b) corrupted
shares are recovered. The basic technique to renew and recover shares is by
creating shares of shares and distributing the shares of shares appropriately.

To provide for robustness throughout the protocol, we use a witnesses (simi-
lar to [FGY96/GJKRI6]) for each share. These witness are used to check partial
signatures and to check that the renewal of shares in the update period is per-
formed correctly.

To allow adaptive adversary we take a few extra steps, to assure simulata-
bility of the protocol. We use information theoretic commitments and witness
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process. We carefully evaluate results. But, the protocol organization and struc-
ture remains as in the original protocol, which is our main achievement. (We note
that sometimes, adapting a protocol may be harder than having the freedom to
design it afresh. Also, we do not change the basic model assumptions: threshold
requirements, and the notion of threshold as some earlier protocols did).

Remark: In all of these subprotocols, messages are put on an authenticated
bulletin board. One implementation is having every message signed by the sender
using a secure signature scheme, and ignoring any message with an invalid sig-
nature. We include the renewal of individual signature keys in the description
of our protocol. Note that we still need an initial authentication token to be
available for recovering servers. We will henceforth assume that all the signed
messages originate at the correct server; otherwise, the assumption about the
security of the underlying signature scheme is violated.

Notation: In our protocol description, messages are presented inside brack-
ets. Messages include a “message-tag” which is a self-explanatory (mnemonic)
description of the role of the message, the tag is followed by the message content.

3.2 Initialization Phase

Families and Committees: The assignment we describe is a slight general-
ization of [AGY95]. This assignment can be performed by the trusted dealer,
or by the servers themselves. Let S = {s1,...,s;} be the set of servers and
F = {F1,...,Fy} be the set of families, where each F; = {C;1,...,C;,} is a
set of committees of servers. Each committee is of size ¢. Let I = {1,...,m}
and J = {1,...,7} be the indices of families and committees, respectively. The
parameters m, r, and ¢ are chosen such that the result will be a (&', k, [)-terrific
assignment, that is, one that obeys the following properties for any set of “bad”
servers B C S with |B| < &’ and any set of “good” servers E C S with |E| > k:

1. Foralli € I, there exists a j € J such that BNC; ; = 0. (For each family there
is one committee with no bad servers which we call an ezcellent committee.)

2. For at least 90 percent of i € I, for all j, ENC; ; # 0. (In 90 percent of the
families, all committees have at least one good server. We call a family F;
with this property a good family.)

Let o = k'/l and let 7 = k/I. Given [, q, p, and security parameter n > max{2l+
2,100}, we will set ¢ = [{2logn/log($=2)}], r = (1 — 7)~¢/n, and m = 10n.
Note that all of these values are polynomial in 7 as long as 7 — ¢ is greater than
some constant (i.e., as long as the gap between the number of good servers and

bad servers is at least a constant fraction of 1).

Lemma 7 ([AGY95]). A randomly chosen assignment is e-terrific with over-
whelming probability.

The proof is given in the appendix. We can control the probability of ob-
taining a non-e-terrific assignment to be smaller than that of breaking the RSA
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function given the security parameter. Note that once we have terrific assign-
ment, any choice of “bad servers” is allowed— which is important in the mobile
adversary case.

In practical adaptations where a small (constant) numbers of servers is ex-
pected the randomized construction can be replaced be a deterministic design.
For example:

— a (1,2,3)-terrific assignment can be made with 1 family with 3 committees:
({1.2}{1.3}{2.3))

— a (2,3,4)-terrific assignment can be made with two families, each with 3
committees:
({L,2}.{3}{4}) and ({1} {2}.{3.4);

— a (2,3,5)-terrific assignment can be made with three families, each with 3
committees:
({121 3.41,05)), ({13} 2,51,{4}) and ({2,4},{3,5}.{1}); and

— a (2,4,6)-terrific assignment can be made with two families, each with 3
committees:

({1,2},{3,4},{5,6}) and ({2,3},{4,5},{6,1}).

3.3 Initialization Phase

In this phase, only the Share Distribution protocol is changed from the Basic
Protocol. The change is simply the inclusion of companion shares.
Share Distribution Protocol:

1. The dealer generates p, ¢, €, d, as in RSA: N = pq and ed = 1 mod A(N).

2. The dealer generates d’ €p [1, N?].

3. The dealer generatedd g,h €r [2, N — 2], sets y = ¢g?h® mod N (Pedersen
commitment to d), and broadcasts [DISTRIBUTE.1, N, e, g, h, y].

4. The dealer next generates the shares of the secret: For each (4, j) € IxJ\{r},
the dealer generates af ; €r [—p,p] and w); €r [~Np, Np|. Then it sets
ay, =d-— 2 je\{r) aj; and w), = d’ — 2jen(r) wyj

5. The dealer generates the Pedersen commitment to the shares: For each i € T
and j € J, the dealer sets ¢; ; = g“?‘j R mod N

6. The dealer broadcasts the private check shares and the encrypted shares:
[DISTRIBUTE.2, {€;,; }(i.jyerx» {ENCij (a0, w? )} jyerss)]-

7. Every server checks for each family ¢ € I that [] jes€ij =Y mod N and
each server in C;; checks the correctness of its public share, namely that
€= g“?:j h*"5 mod N.

8. Every server sets the signature family indicator f© = 0, and for each (i, j) €
I x J, every server sets bgj = €.

Recently, a method for generating a distributed RSA key was developed by
[BE97]. Later a robust distributed RSA key generation system was developed

2 As in the Basic Protocol we assume here that g and h are of maximal order.
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[EMY98|. We note that, given this distributed generation, we could distribu-
tively perform steps 2-7 (with the need to replicate super logarithmic number of
random elements g’s and generate them and their corresponding h’s distribut-
edly). Thus, we could remove the trusted dealer assumption from our proactive
RSA model. The initial assignment can also be chosen distributedly via a coin
flipping protocol by the shareholders. (A discussion on distributed initialization
is omitted from this version).

Now that the system is initialized, we have to describe the the signing pro-
tocol and the proactive update (renewal) protocol.

Notation: For each (i,7) € I x J, ENC; ;(c) will denote an encryption of «
using the public key of C; ;. For all s € S, ENC,(a) will denote a probabilis-
tic encryption of « using the public key of server s. Remember, in our model
the adversary is computationally bounded and thus it cannot get more than a
negligible advantage in computing any function of a by seeing its encryption.
For succinctness, let p = Nm?2r2cip(n), where ¢() is an agreed upon super-
polynomial function. This value p will be used to compute the possible range of
secret shares in each period.

3.4 Signature Protocol (Operational Period 2t)

This is the protocol to be followed when the gateway obtains a message M to
be signed in period 2t. It differs from the Basic Protocol in that families work
sequentially to try to generate a signature, instead of in parallel. Also, in each
family there is a re-randomization of the shares (in steps 2(a)-(h) below, which
are just like the share renewal protocol but only involving one family).

As in the Basic Protocol, we use the fact that since d = 3, ; affj then
M? =], M5 mod N.

During an operational period (say period 2t), when a message M needs to be
signed, only one family will initially attempt to generate a signature. This will
be indicated by the signature family indicator f?. Let i = f2'. If F} is unable to
generate a signature, then all its data is erased, f?! is incremented, and the next
family will attempt to generate a signature. This is repeated until some family
succeeds in generating a signature. (Success is guaranteed by the assignment
choice, which was shown to include good families.) When a family attempts to
generate a signature, it will randomize its shares, and use the randomized shares
for computing the partial signatures. The signal family indicator f? is set to the
family that should be attempting to generate a signature. There are two possible
cases: (1) the family has already signed at this stage, and thus the randomized
shares have been produced already and the current signature session can reuse
them, or (2) the family has to start by re-randomizing the shares.

The protocol proceeds as follows:

1. The gateway broadcasts [SIGN.1, M].
2. Let i = f2t. The following steps are performed for family F;.
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(a)

(h)
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If the period’s randomized shares a7t " and b2t- values have already
been produced, skip to Step Bl

Otherwise, run share-randomization: the members of the family per-
form additive re-randomization of shares: for all j € J, each server s
in C’U does the following: s chooses c?t”j, €r [—pt+ 1)% p(t + 1)?]

and 02 ;5 €R [~ Np(t—|—1) ,Np(t+1)2] for j' € J\ {r}. Thenit sets
~2t _ 2t _ 2t
Cszyr_a,j_Zjel\{r} SZ]]I andvszyr w,j_def\{r} SZ,j]

Then for all j € J s computes ay; j;» = ENC; j/[¢ 2

sz_]]’7vsz_7]] and
ftm‘], =y s B0 mod N.

Share-of-share distribution: Each server in a committee redistributes
the committee’s share amongst the other committees. One of the com-
mittee’s correct resharings will be used. For all j € J, each server s in
C},j broadcasts
[SIGNRANDOMIZEL S, i, j7 {ﬁg,ti,j,j’}jlet]’ {as’id‘,jl}jleJ].
Verification of shares of check shares: Every server verifies, for all
j € Jand all s € C,;, that [] 'EJﬁ‘? i bftj mod N, and informs
the system management if it doesn t hold for some s (The servers can
easily agree that this s is faulty). From this point on, we only deal with
messages from those s where the above equality does hold.

Verification of shares of shares For all j/ € J, each s € C; j decrypts

7,]’

shares to C; ;- and verifies g i R s = ft” iy mod N for all s'.
For all j € J\ {r}, each s € C; j: also verifies ¢}, . .,| < p(t + 1)? and
|03 ;.51 < Np(t+1)* for all s'.

Dispute resolution: If server s finds that verification fails for a message
from server s’, s broadcasts

[SIGN.ACCUSE, s, 1,5,5,8 ] to which s’ responds by broadcasting
[SIGN.DEFEND, s', 4, j, ', €2/ ; ; jrs Ut i i jo)-

Agreement on bad servers: All servers check all accusations and in-
form the system management of any bad servers (i.e., those that defended
with invalid values of ¢2 ; .y and o2 ;) Again, from this point on,
we only deal with messages from the good servers.

Reconstructing the family’s randomized shares for signing: For
all j/ € J, each s € C,; ;, using the lexicographically first servers in
each committee with shares that passed verification (call them s; ;),

~2t &2t ~2t 2t 72t —
computes @’ = E ier ot g Wiy = Z ieg Vst gy and b7 =

HJEJ 691 326d53" mod N.
Everything produced at previous steps in this protocol is erased except

di} u?ft], and th for all j € J.

s',4,9,5"

3. Now the family has re-randomized shares for signing at this period. They
follow the procedure below:

(a)

Generating partial signatures based on randomized shares: For

all j € J, each server s € C; ; computes 7 ; = M@ mod N and broad-
casts the message [SIGN.2, s, 14, j, M, r; ;.
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(b) Disputes within committees: For all j € J, each server s’ € C; ;
checks each message [SIGN.2, s, 4, j, M, r; ;]. If M is not the same message
broadcast by the gateway, then s” disregards the message, else if r; ; #

M5 mod N, then s’ broadcasts the challenge
[SIGN.CHALLENGE, ', i, j,a ”, wih].
(c) Agreement on bad servers in committees: All servers verify all

challenges (by checking if bzt = g&?fi hi5 mod N ) and inform the system
management of any bad servers (i.e., those servers that sent a message
with r;; # M5 mod N).

(d) Combining the partial signatures and verifying correctness of
the final signature: After the checks are completed, and for the r; ;
values that passed the tests, the gateway tests if ([];.;7i,;)® = M mod

N. If this does not hold, then for all j € J, all servers in C}; ; erase their
shares a2tj and w? i ¢ and anything else produced at previous steps in this
protocol, f?! is incremented, and we go to Step B (thus proceeding to
the next family). Note that if a signature is not computed, family F;
must already be bad so erasing the remaining shares does not affect the
system. Note also that there are good families, and such a family will
produce a valid signature.

3.5 Renewal Protocols (Update Period 2t + 1)

Only the Share Renewal/Lost Share Recovery protocol changes from the Basic
Protocol, whereas individual key renewal and committee key renewal do not. If
the non-committing encryption scheme from [BeHa92] is used, the key renewal
phases include generation of pseudorandom pads, and the actual keys are erased.
We refer the reader to [BeHa92] for details.

Share Renewal/Lost Share Recovery The only change from the Basic Pro-
tocol is to perform renewal on the w shares (the companion shares) along with
the a2t shares

NOW we give the protocol:

1. Share-resharing: For all (i,5,#') € I x J x I, each server s in CZ-]- does
the following: s chooses ¢Z'; ; J €r [—pt+1)% p(t+1)? and v i ER
[-Np(t + 1)2 Np(t +1)? ] for j/ € J\{r} Then it sets c? = a7 —

2 02
Zj ren(ry Cotigarg and 02 5 = wi = 3T (g Ve - Then for all
7 & J, s computeb es.i iy = ENCy v ] and eg g =
g s,1,7,4 ]’h 51]1/]’ modN

[ stz NSV IR IR RN R
2. Share-of-share distribution: For all (¢, j) € I x J, each server s in C; ;

broadcasts
[UPDATE.1, 5,4, j, {€s,i 5,5/ } (it jyerxJ» 1€s,i.5,00 3 Y (it jryerx g]-
3. Public verification of of re-shared witnesses against old witnesses:
Every server verifies, for all (i,5,i') € I x J x I and all s € C;, that
HJ ey €siigil g = b2t mod N, and informs the system management if it

szgz r
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doesn’t hold for some s. From this point on, we only deal with messages
from those s where it does hold.

4. Private verification re-shared witnesses: For all (¢, j/ ) €IxJ, eachs €
Cyr j» decrypts shares to Cy j» and verifies g i SR = = €945,
modN for all s’. For all (¢/,5') € I x J\ {r}, each s € Cy ;» also verifies
2 o] < p(t+1)* and |vs, ijir gl < Np(t+1)? for all &',

5. Dispute resolution: If server s ﬁndb that verification fails for a message
from server s, s broadcasts [UPDATE.ACCUSE, s, i, j,, j', s'], to which s’
responds by broadcasting
[UPDATE.DEFEND, s',14, 4,4, j/, ¢ ! ],,ugtzﬂ, J/]

6. Agreement on bad servers: All servers check all accusations and inform
the system management of any bad servers (i.e., those that defended with
invalid values of ¢2/ ; v and vzt j.ir.jr)- Again, from this point on, we only
deal with messages from the good servers.

7. Correct share update: For all (i/,j) € I x J, each s € Cy ;, using
the shares of the lexicographically first family F; with shares that passed
verification, using the lexicographically first servers in each committee in that

family with shares that passed verification (call them s; ;), computes a2t"72 =

2t 2642 2t 2642 _ )
djes Csi,g,z;j,z'zj'v Wi 3 = Yjes Vs g and b 50 = Tley €s g
mod
8. Termlnate update: Everything is erased except a2t+2 w22 and bzt'|r2
y 1% ) i,
for all (¢,7) € I x J.
9. f?'*+2 is set to 0.

4 Proof of Adaptive Security

We claim that:

Theorem 8. The proactive RSA system above is (k', k,1)-secure against a fully
adaptive adversary.

We prove the security of our system in two stages. First, we construct a sim-
ulator which produces views of the adversary in polynomial time (in Subsection
K]). Then (in Subsection H.2) we show how, using the simulator, one reduces
the security of the RSA function to the security of a slightly modified version of
our scheme against the adaptive mobile adversary. This slightly modified system
simply gives more information to the adversary, so it is trivial to conclude the
security of our actual system. Also, we actually use a more stringent definition
of security in which not only should it be difficult for an adversary to generate
a signature for a random message, but it also should be difficult to generate the
discrete log of g with respect to h, and vice-versa. More concretely,

Definition 9. (Security) Let n be the security parameter. Let key generator
GE define a family of RSA functions (i.e., (e,d,N) +— GE(1") is an RSA in-
stance with security parametern). Let S(e,d, N, g, h) denote a system S in which
the RSA instance (e,d, N) was chosen by the trusted dealer D using GE and
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g.h €r Z%. Then S is a (K, k,1)-secure proactive RSA system if it generates
instances of RSA using GE(1"), and if for any probabilistic polynomial-time
(K, k,1)-restricted adversary A, for any list L of randomly chosen messages
submitted to S to be signed, for any probabilistic polynomial-time function A:
Pr[(u® = w mod N)V (¢ = h® mod N) : (e,d,N) + GE(1");g,h €r Zi;w €r
{0, 1} u, a, B+ A1, w, viewi(’%d’N’g’h))] 1s negligible.

We will use the following lemma, which can be proven using the RSA security
assumption.

Lemma 10. Let n be the security parameter. Let modulus generator GE define
a family of modulus generating functions (i.e., N < GE(1") be an RSA modulus
with security parameter n). For any probabilistic polynomial-time adversary A,
Pr[u® = w?mod N;(e # 0) V (d # 0) : N + GE(1");u,w €g {0,1}";e,d +
A" w, u)] is negligible.

Proof. Similar to [B84].

In the slightly modified system we consider, we assume the adversary is given
some extra information each time a set of shares is erased. We assume that after
the shares are erased for a given family, the adversary is given the values of
shares and “randomized signature shares” from all committees in that family
except for the highest numbered committee (hereinafter called the designated
committee) in which no servers were corrupted (up to that point in the period).
Additionally, the adversary is given all values used in constructing those shares,
and all values produced from those shares, i.e., the ¢, ¢, v and © values. Finally,
for any families that did not generate randomized signature shares, random
ones are generated and revealed to the adversary, except for the ones for the
designated committee. Thus the adversary always obtains from each family all
but one committee’s share and “randomized signature share.” The choice of this
committee is a deterministic function of the adversary’s random bits and the
adversary’s view of the protocol to that point.

4.1 The Simulator

Here we construct SIM to simulate the view of A in the (secure-channel) system
we describe above. We assume the random bits of A are fixed. The inputs to the
simulator are an RSA public key (e, N), generators g and hE the description of
the adversary A, and a history H.

Whenever f?! is set to a value i, SIM chooses j €g J, indicating that SIM is
guessing that C; ; is the designated committee in F; for period 2¢. Note that sim
has exactly a 1/r probability of correctly guessing the one designated committee
in F; for period 2t. If the guess is incorrect, SIM repeatedly backtracks to the point

3 This is for the more stringent definition of security we want to prove for the Adap-
tive protocol. The simulator for the basic protocol needed to be able to choose the
generator g itself, whereas for the adaptive protocol, it will not actually be necessary
to choose these generators. This fact is needed in our proof of robustness.
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where f2¢ is set to i, randomly guessing which committee will be the designated
committee, until it guesses correctly. Recall that after backtracking, the view of
A could change, and since A is fully adaptive, it could corrupt different servers.
Thus the designated committee may change. Still, sSiM will have exactly a 1/r
probability of guessing correctly each time it backtracks, and thus there will be
no bias in the simulation with respect to the corruptions made by A. There are
m families, and the guesses are made sequentially. Therefore, SiM backtracks at
most an average of mr times per period.

From now on, we will assume that SIM guesses the designated committee cor-
rectly. Below we discuss details of the simulations of the subprotocols. Note that
the simulations of the key renewal protocol, the lost share detection protocol,
and the share renewal/lost share recovery protocol are all exactly the same as
the normal protocols.

Share Distribution Simulation: The Share Distribution Simulation is similar
to Share Distribution, except that d is chosen to be 0. We let a?’tj’sm, witj’s"”,
and bitj’“-m denote the simulated values corresponding to the shares with the
corresponding names.

Signature Simulation: Simulating a signature of some M € L during period

2t is done as in the Signature protocol with the following exception:

— In step Bl for the family F; that is currently attempting to sign M and
designated committee C; ;, each s € C; ; computes (with SIM’s help, using
the history H) r; ; = M/ [jicjrnzjrij mod N.

4.2 Security Proofs

The outline of the full security proof is as follows. We will first prove security in
the secure channels model. Specifically, in Lemma [[Tlwe will prove that the view
of an adversary attacking our simulation of the protocol is statistically indistin-
guishable from the view of that adversary attacking the real protocol. Then, in
Lemma [T6] we show that statistical indistinguishability in the secure channels
model implies polynomial indistinguishability when using non-committing en-
cryption for sending private messages. Finally, we prove the theorem by showing
that breaking the security of the protocol implies breaking RSA.

Simulation over Secure Channels For the rest of this section, let S be
the system from the previous section with the modification described at the
beginning of this section, and let SIM be the simulator described above.

Lemma 11. Assuming secure channels, for any probabilistic (K', k,1)-restricted

fully adaptive adversary A, view%l\g(c’N’A’H’g’h) is statistically indistinguishable

from viewi(eL’d’N’g’h), where H = hist(d, N, L).
Proof. To simplify the proof we assume that A’s random bits are fixed. We

will show that, for every assignment of A’s random bits, the two views are
indistinguishable. We will assume that the protocol is run through period 27T
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Say that, for each family F;, j?* is defined so that C; j2¢ is the designated
committee. '

For the sake of a consistent representation, let X be the random variable
consisting of the cross product of the values from the set

0 0 2t 2t
U {a'i,jy wi,j} U{ytu U {Ci,j,i’,j/v Ui,j,i’,j’}
(i,5)ETXJ t€{0...T—1},(4,4,i',j ) ETX IX I X J
ot 2t
U U {e5.50 Uig b

te{0...T—1},(i,5,5" ) EIX I X J

with *’s in certain positions indicating information the adversary does not see.
Let X denote the corresponding random variable in the simulated protocol.

Note that y(= gdhd/ mod N) along with the other non-* values of a tuple
from X or X*" uniquely determine the check shares.

Proposition 12. diﬁ(vz’ewjl\f(e’N’A’H’g’h), viewi{%d’N’g’h)) < diff( X, X 5m).

Proof. The remaining parts of the view of A are exactly determined by X (or
X" in the simulation) g, h, the history tape, and A’s random bits, and the
history tape and 4’s random bits are assumed fixed. The remaining parts of the
view therefore make no contribution to the statistical difference of the views.

We call the cross-products generated by X and X*™ tuples. Note that they
include *’s in certain locations to indicate the value is unspecified (unknown
to A). Let Z (Z°"™) be the completely specified tuples for the real (simulated)
protocol. Of course, Z and Z°™ can be distinguished simply by examining the
initial share values for one family F; and determining whether they sum to 0 or
not.

Say that two tuples are overlapping, if for all positions in which neither has
a *, the values at those positions are the same. Given that A is a fully adaptive
adversary, even though the random bits of A are fixed, tuples generated from X
and X*"™ may have *’s in differing positions. As an example, assume the tuples
generated from X have length 5. Then one tuple might be (125, %, 30, 39, 27). If
the adversary were not fully adaptive, the position with the * would be the same
for every other tuple in X. However, since the adversary is fully adaptive, another
tuple in X might be (32, 35, %, 39, 27). These two tuples are not overlapping, but
the tuple (125, 35, %, 39, 27) would overlap with the first tuple.

The tuples in X, X* Z, and Z°" can be logically separated into sub-
tuples of length r corresponding to the values that the » committees in a family
receive during some protocol. In each sub-tuple of length r, there will be either
zero or one *, and a sub-tuple with no % indicates that the value shared to
that committee was previously known. (This can occur during share renewal, for
example, when a share known to the adversary is split into shares of shares.)

Proposition 13. Given that the random bits of A are fized, no distinct tuples
in X U X, may be overlapping.

Proof. Consider two distinct tuples in X U X, and consider the runs of the
protocol that produced those tuples. Consider the first time that the behavior of
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A diverges in these two runs. Before this time, the positions of *’s in the tuples
must be the same. Remember that the random bits of A are fixed, so its actions
are only dependent on its view, and when a designated committee is chosen, it is
a deterministic function of A’s random bits and A’s view of the protocol to that
point. Therefore, the values at some position in the two distinct tuples must be
different, and thus the tuples are not overlapping.

Proposition 14. There is a bijection between the tuples in X (X5 ) and the
tuples in Z (Z°)

Proof. Naturally, each tuple in X (X*"™) corresponds to at least one tuple in
Z (Z#™), since it is A’s view of the tuple in Z (Z5™). Now, each tuple in X
(X*™) has at most one x in each r-subtuple. But each of those can only be
completed in one way, since the sum of the values in each r-tuple is determined.
(For instance, for the r-subtuple of initial shares, the sum is d (0).) Thus there
is at most one tuple in Z (Z*"™) that can correspond to the tuple in X (X%).

The following lemma completes the proof by showing that diff( X, X*™™) is
sub-polynomial.

Proposition 15.
. sim 2 6
diff( X, X)) < ¥ + o)

Proof. Let X be the distribution X restricted to the case where d’ is not in
the range [ N2/A(N)|JA(N) to N2. Let Z, X5 and Z5™ be defined similarly.
Then diff( X, X*™) < diﬁ(X XS“”) + 2\(N )/N2 < dz[f(X XS”") +2/N. Now
we bound diff( X, X*™). We will use the fact that in X and X" d’ mod A(N)
is uniform for both the actual protocol and the simulation.

Recall that p = Nm?2r2ci)(n). The probability distribution on tuples gener-
ated by Z is uniform, meaning each tuple is generated with exactly the same
probability. The same holds for X, Z5™ and X ™.

Say a tuple is an unmatched X tuple if it is in X \ X#m and a tuple is an
unmatched X*™ tuple if it is in X ™ \X Finally say a tuple is unmatched if it is
an unmatched X tuple or an unmatched X tuple. Then diff(X, X*™) is the
number of unmatched tuples multiplied by the probability of a given tuple. Note
that by symmetry, the number of unmatched tuples will be twice the number of
unmatched X tuples, so dzﬁ(X X s$im) can be calculated by simply doubling the
fraction of unmatched X tuples. In what follows, we will find an upper bound
on the fraction of unmatched X tuples.

To determine if a tuple v € X is an unmatched X tuple, we determine
whether each * in v could be replaced by a value to produce a tuple in Zsim,
Remember that there could be at most one tuple in Zsim that corresponds to v.
Basically, we can replace any * in v using the following procedure: Say v, is the
tuple in A corresponding to v, and let x be the value at the location of the * in
v,. Say A = d'—d’*™ mod A(N). If the * is in an r-subtuple of companion shares
or shares of companion shares, then replace the * with z — A. If the * is in an
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r-subtuple of shares or shares of shares, replace the * with  — d. Note that the
only way we do not end up with a tuple in Zsim jg (1) if we replace a * in one of
the first » — 1 shares of the r-subtuple of shares at period 0 with a number not in
the range [—p, p], (1’) if we replace a * in one of the first » — 1 companion shares
of an r-subtuple of companion shares at period 0 with a number not in the range
[-Np, Npl, (2) if we replace a x in one of the first » — 1 positions of an r-subtuple
of update shares with a number not in the range [—p(t+1)2, p(t +1)?], or (2’) if
we replace a * in one of the first » — 1 positions of an r-subtuple of companion
update shares with a number not in the range [~ Np(t +1)2, Np(t +1)2]. Say an
r-subtuple is discriminating one of these cases holds. (1) and (2) will each hold
for d possible values of z. (1’) and (2’) will each hold for A possible values of z.
To get a bound on the fraction of unmatched X tuples, we can place an upper
bound on the fraction of tuples containing discriminating r-subtuples.

For each r-subtuple containing shares, for each position with a given value «,
there are (2p)"~2 r-subtuples. For each r-subtuple containing companion shares,
for each position with a given value «, there are (2Np)"~2 r-subtuples. For
each r-subtuple containing shares of shares from period 2t 4 1, for each position
with a given value «, there are (2p(t 4+ 1)?)"~2 r-subtuples. For each r-subtuple
containing shares of companion shares from period 2t + 1, for each position with
a given value «, there are (2Np(t + 1)2)"~2 r-subtuples.

To simplify the computation of the upper bound we desire, we will count
each tuple with more than one discriminating r-subtuple multiple times, once
for each discriminating r-subtuple. The fraction of tuples with discriminating
subtuples is then bounded by

o+ 17

_ 2\r—2
+Am(r —1) {(2Np)T_2(2Np)—(T—1) + mrc ZtT:ol %} )

T-1 2\r—2
dm(r —1) [(2/’)7‘_2(29)_(7'_1) + mre Z g[)(tw]
t=0

Then dzﬁ(f( X $im) can be bounded by twice that number, which can be sim-
plified to:

T-1 T-1
1 mrc 1 mrc
2 1) | — _— 2A —1) | — —_—
dm(r—1) <2p > 20(t + 1)2> +24m(r—1) <2Np > ONp(t+ 1)2>

t=0 t=0
_ md(r —1) erT_l 5 mA(r —1) mrcT_l 5
i <1+ ;(t—&—l) >+Np <1+ ;(H—l) )
2mN(r —1)(3mrc)  2mN(r —1)(3mrc) 6
: p TNl o)

This ends the proof of Lemma [T1.

Simulation with Semantically-Secure Encryption

Lemma 16. Given a probabilistic polynomial time (K, k,1)-restricted fully adap-
tive adversary adversary A, views of A from executions of the real and simulated
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protocols using non-committing encryption are polynomial-time indistinguish-
able.

Proof. This follows directly from [BeHa92).

Proof of the Theorem Now we finish the proof of Theorem

Let 1 be the security parameter, and let GE be the key generator described
in the definition of a (k' k,1)-secure proactive RSA system. Assume that the
Adaptive Protocol (call it S) is not a (k’, k, [)-secure proactive RSA system.

Then there exists a probabilistic polynomial-time (&', k,)-restricted fully
adaptive adversary A, and a polynomial-time function A such that for a list
L of randomly chosen messages submitted to be signed, Pr[(u® = w mod N) V
(¢ = WP mod N) : (e,d,N) + GE(1");9,h €r Z¥;w €r {0,1}u,a, 8 +
A(1" w, v1ews(e 4N.9:M1 ig non-negligible.

However, no polynomial-time function A could compute a signature u for

a random challenge message w €x {0,1}" with more than negligible proba-
SIM(e,N,A,H,g,h)

bility given only view " (where H = hist(d, N, L)) since then a
polynomial-time function could first compute VieWiI}\L/[(e’N’A’H’g ) and then pro-

duce a signature for w, contradicting the RSA security assumption. Similarly, no

polynomial-time function A could compute a and 3 such that ¢® = k% mod N

1 SIM(e,N,A,H,g,h)
given only view

compute v1ewiH\L/[(e ANAHGR) and then produce the desired o and 3 contradict-

ing Lemma [0
Therefore (still assuming the system is not secure), one could construct a

. SIM(e,N,A,H,g,h . S(e,d,N,g,h
distinguisher between view’, L(e’ AH9R) and VleWA(i’ Nog.h)

Lemma 16 Thus S must be (k', k, 1)-secure.

, since then a polynomial-time function could first

, which contradicts

5 Robustness of the Adaptively-Secure Protocol

For a public RSA modulus N and two generators g, h € Zj;, we say that one
breaks (g, h, N) if one finds a and § with (o # 0) V (8 # 0) such that g* =
h% mod N.

In the following definitions, for each good committee C; ;, we only consider
the af’tj and wftj values agreed on by the good servers in C; ;, if they exist.

We say a proactive RSA system is correct at period 2t if d = 3, ; ?tj =
Yjes @ mod A(N) and d' = 3, ;wi, = 32, ;w7 mod A(N) for all good
families F;. We say a proactive RSA bybtem is verifiable at perzod 2t if for each
good committee C;; b7 = g 755 mod N and b2tj = ¢%h®5 mod N. We
say a proactive RSA system is compact at period 2t if all shares at time 2¢ are
between —rp(t + 1)2 and 7p(t + 1)?, and all companion shares at time 2t are
between —Nrp(t + 1) and Nrp(t + 1)2. We say a proactive RSA system is
available at period 2t if, after a signature protocol is run for a message M in

operational period 2t, a gateway G can efficiently identify a good family F;,
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identify or compute correct partial (blinded) signatures ({ M 35 mod N }ieq) for
that family, and thus compute the correct signature M? mod N for M.

Lemma 17. With overwhelming probability, for all t > 0, the proactive RSA
system above is correct, verifiable, and compact at time 2t.

Proof. The basic idea is to show that if the system is not correct, verifiable, and
compact at a specific time ¢, then there is a polynomial-time function A that
can sign a random message w, or break (g, h, N), using as input the adversary’s
view of the protocol, thus breaking the security of the system. By Theorem Rl
this happens with negligible probability.

We prove the lemma by induction on ¢. We will prove results related to the

2t and b7, values. Similarly, we can prove the results related to the a?

1,57 ’L J ’ ? J ’

wftj, and thj Values Since the dealer is trusted, our initial share distribution

protocol guarantees the following properties:

— for all good families Fy, d = 3, ;af ; mod A(N) and d' = Y, ; w;; mod
A(N), i.e., it is correct at period 0,

— for all good committees C; ;, b? =gt h*"5 mod N, where g, h are maximal
order elements mod N, i.e., it is verifiable at period 0, and

— all shares are in the range —7rp to rp and all companion shares are in the
range —N7p to Nrp, i.e., it is compact at period 0.

a

For the inductive step, we will show correctness, verifiability, and compact-
ness for each good family F;.. Note that the shares of a family F; can change only
during the Share Renewal/Lost Share Recovery Protocol. Let F; be the family
used by F in update period 2t — 1 to construct the shares {a?’ ,,w ’ ,}] rey.- In

each committee Cy v, it 1s verlﬁed in the Share Renewal protocol that for all j €
2t—2

J, eftlfl, =gt J’h s34, mod N. Then b?f ;o 1s set to HJEJezt”Ql, ., mod
N, aL, o 1s set to > ey citl fz, ;- and w v 1s set to dies viti fl, ;- Thus b3t =
g’ R R mod NN, which 1rnphes verifiability at period 2t for famlly Fy.

Now let d = Z] rey @', mod A(N) and d = > ey wit mod A(N). Tt
is also verified in the Share Renewal protocol that for all j € J, bzt 2 =

[es itz 721 » mod N, and by induction, it is guaranteed that [[,; bftj Z =

_ 2—2 _

¢°h? mod N. Then g dpd’ = Hj/eJ 7= H]GJ bltj = ¢?h? mod N. If d + d,
then it is easy to see that a polynomial-time function A could use the view of A
to break (g, h, N), and thus the security of the system. This implies correctness
at period 2t for family Fj.

For compactness we ﬁrst show that unless the system has been broken,

2]

2 jres @ ,—dandZ 7 = d'. Assume P /ey @i ;s # d. By correctness
(which rehes on the fact that (g,h N) is not broken) Z rey @i = dmod
A(N), and thus > EJEJEJ ity = 2o ey Oy = d—I— RAN ) for some
integer constant . Note that for all non-corrupted committees C; ;, a ftj*z =
Do jred itl ]21 > and (from the discussion for verifiability and correctness above)
for all other committees Cij, a7 > = 3¢, 2 % 5. mod N. Let J£ be the
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set of corrupted committees in F;. Then

2t—2 _ _ 2t—2 _
> Copyingiir g = A+ RAN) > Coy s rindini’ o’ —

jeJgi'ed jeI\JE 3'ed
d+ kAN g a2t2—d—|—f£/\ —(d— g a2t2 =
JGJ\JF JGJ,F
Z a2t 2
jeJg
22 2t—2 .
Since A knows Z]EJC a;; ~and Z]EJC dired Coy ity it must know RA(N),

a multiple of A(N), which implies that a polynomial-time function A can use the
view of A to break the underlying RSA function and thus the security of the
system. A similar argument shows that > jreJ w = =d.

If the security of the system has not been broken, Y, 2, = d and

reg @
> e w? , = = d’ From the verification in step 4 of the Sharé Renev&fal protocol,
for any good committee Cyr jr with j" € J\ {r}, —p(t +1)> < ai; < p(t +1)*
Thus d — (r — 1)(p(t + 1)?) < aif, < d+ (r — 1)(p(t + 1)?). Slnce d < N,
—rp(t +1)* < af. < rp(t + 1) Also for any good committee Cy j» with j' €
J \ {r}, =Np(t +1)*> < wj';, < Np(t+1)% Thus d — (r — 1)(Np(t +1)?) <

wit, <d+(r—1)(Np(t+1)?). Since d < N, =Nrp(t+1)? < wi < Nrp(t+1)>%
This implies compactness at step 2t for family Fj .

Theorem 18. The proactive RSA system above is (k' k,1)-robust against a fully
adaptive adversary.

Proof. Recall that by Lemma[7, with all but negligible probability, the assign-
ment is (k', k,1)-terrific, and thus 90 percent of the families will be good in any
period 2t.

Note that the gateway G is given the outputs of all the committees in all the
families, the opened shares at the committees with disputed outputs, and the
public witnesses {bffj}(i)j)e 1x7- It can easily be verified (using the fact that at
least one family is good in any operational period 2t) that correctness, verifia-
bility, compactness, and availability imply robustness.

Lemma [T7] proves that with overwhelming probability, the system is correct,
verifiable, and compact during each operational period 2¢. Then for each commit-
tee C;,; with bad servers, our protocol allows a good server on that committee to
prove its partial signature to be correct (by opening the shares a2 and w and

verifying them using the public value b@ "+ if there is a dispute). Thus, a gateway

G can efficiently identify or compute a correct partial signature for each com-

mittee C; ; with a good server. Consequently, it can efficiently identify a good

family and compute the correct signature. This implies availability at time 2¢.
Thus the system is (K’, k,1)-robust.
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A Proof of Lemma [T

First we bound the probability that there is a family without an excellent com-
mittee. We start with some easily computed quantities:

— Probability that a committee has no bad servers: (1 — o)°.

— Probability that a committee has at least one non-bad server: 1 — (1 — o)°.

— Probability of a given family having at least one non-bad server on each
committee: (1 — (1 —0)°)".

— Probability of any family having at least one non-bad server on each com-
mittee: at most m(1 — (1 —o)°)".

The last quantity is the probability that there is a family without an excellent
committee. We bound this as follows, using the fact that 1 + x < e” for all «:

a-7=°
n

m(l—(1-0)°)" =101 - (1 - g)c)“%rc < 10p(e= (=)

10 (e(%)c/") = 107](67772/77) = 10ne™"

which is negligible in 7.

Next we bound the probability that more than 10 percent of the families
each have a committee with no good server. Again we start with some easily
computed quantities:

— Probability that a committee has no good server: (1 — 7)¢.

— Probability that a committee has at least one good server: 1 — (1 — 7)°.

— Probability that all committees in a family have at least one good server:
(I—(1—=7))".

— Probability that some committee in a family has no good servers: 1 — (1 —
(1—7)°)".

Now we bound (1 — 7)°.

21log n 2log(1—7)logn —2log((1—7)" Y logn
(1 — 7-)0 = (1 — 7-) Tog((1—0)/(1—7) = 2Tog((1—0)/(A—7)) = 2~ log((1—0)/(1—7))

< 9—2logn 1
- -2

Now we bound the probability that some committee in a family has no good

servers, using the fact that 1 —z > e 2% for 0 < z < %:
L= (1= (1= 7)) £ 1= (207" < — g2/ < 2 < %
n

Now we state a Chernoff bound [AS92l|Che52]:

Fact 1 Let X be a random variable with binomial distribution B(n,p), i.e., n
independent trials each with probability of success p. Then Pr[X > (14 €)np] <
(1 + €)1+ p.
A simple corollary is: Pr[X > 5np|] < 27"P,

Using this fact, we can bound the probability of more than 10 percent of
families having some committee with no good servers by 27™/50 = 2-1/5 which
is negligible in 7.
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Abstract. The secret key of a forward-secure signature scheme evolves
at regular intervals, but the public key is fixed during the lifetime of
the system. This paper enhances the security of Abdalla and Reyzin’s
forward-secure signature scheme via threshold and proactive mecha-
nisms. In our threshold forward-secure signature scheme, we combine
multiplicative and polynomial secret sharing schemes to form a thresh-
old forward-secure signature scheme. We develop a special proof system
to prove robustness of our scheme.

Keywords: signature, forward security, threshold, proactive.

1 Introduction

Proactive cryptography combines the concepts of “distributing the secret” and
“refreshing the shares” to provide security against the mobile adversary, who
attacks the parties of a distributed cryptosystem dynamically. For an adversary,
we cannot assume that it cannot break into a particular party, who holds a
share of the secret, during the party’s lifetime. However, we can assume that the
adversary can break into at most ¢ parties during a short period of time, say
an hour. Based on this observation, the proactive cryptography ”refreshes” each
party’s share periodically. It divides the time into time periods, starting at 0. At
the end of each time period, there is a “refresh phase” during which each party
refreshes its share, but the secret they share remains intact. We assume that the
mobile adversary can corrupt all parties during the lifetime of the cryptosystem;
nevertheless, it can corrupt at most ¢ parties during a time period. The proactive
mechanism provides a high level of security for cryptosystems so that we would
like to proactivize important cryptographic primitives.

In this paper we are interested in proactivizing the forward-secure signa-
ture scheme of Abadalla and Reyzin [3]. The Abadalla and Reyzin’s forward-
secure signature scheme (See Appendix) is an improvement of the Bellare-Miner
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scheme [5] with a shorter public key. Abadalla, et. al. has proactivized the
Bellare-Miner forward-secure signature scheme [2]. They proposed two thresh-
old signature schemes in proactivizing Bellare-Miner forward-secure signature
scheme. One scheme uses multiplicative secret sharing and the other uses poly-
nomial secret sharing. In our scheme, we combine both secret sharing schemes for
efficiency. We use multiplicative secret sharing in signing a message in threshold
and polynomial secret sharing in sharing the signing secret. Our scheme is not
only robust, but also efficient.

It is worth mentioning that we propose a new scheme for multiplying two
secrets that are shared among parties [4[7[I7]. Our multiplication scheme is
efficient since it uses the public channel and the private channel once only.

2 Preliminaries

Communication model. We assume that the involved n parties are connected by
a broadcast channel such that the messages over the channel cannot be blocked,
delayed or altered. Nevertheless, one can inject false messages. Any two parties
are connected by a private channel such that a third party cannot get messages
sent over the private channel. We also assume that the communication channel
is synchronous by rounds, that is, all parties send messages simultaneously in a
round.

Time. There is a universal clock such that each party knows the absolute
time. Therefore, we can divide time into time periods, starting at 0. Each time
period has two phases: the execution phase and the refresh phase. The refresh
phase follows the execution phase. The parties sign messages during the execu-
tion phase. During the refresh phase, all parties together run the share refresh
algorithm to refresh their shares.

Adversary. We consider the static adversary who chooses corrupted parties
at the beginning of each time period. The adversary runs three phases: the
chosen message attack phase (CMA), the break-in phase (BREAKIN), and the
forgery phase (FORGE). The BREAKIN phase for the threshold signature scheme
is equivalent to the OVERTHRESHOLD phase of [2].

In the CMA phase, the adversary can corrupt at most t parties for any period
of time. The adversary gets all information in the corrupted parties, including
their shares, random bits, etc. The adversary can query the signing oracle S,,
where z is the secret signing key. Since we assume the random oracle model [6],
the adversary is allowed to query the random oracle H corresponding to the
collision-resistant hash function used in the scheme. At the end of the cMA
phase, the adversary can stay in the current phase or enter the next BREAKIN
phase. In the BREAKIN phase, the adversary can corrupt more than t parties.
Let ¢ be the period that the adversary enters the BREAKIN phase and corrupts
more than ¢ users. In this phase, the adversary can compute the master secret
(the signing key) of period ¢ from the shares of corrupted parties. Then, the
adversary enters the FORGE phase, during which the adversary outputs a forged
signature of a new message which has not been queried to the signing oracle. We
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say that the adversary succeeds in attacking the scheme if it outputs a forged
signature for a prior time period ¢/, ¢/ < ¢, with non-negligible probability.

Forward security. A signature in the basic signature scheme is independent
of time. Once the secret signing key is exposed, one can sign arbitrary messages.
For forward-secure signature, the signing key evolves along time periods. At time
period j, the signing key is SK;. In the next time period j + 1, the signing key
is updated to SK ;11 and SKj is deleted immediately. Although, the signing key
evolves, the public key is the same for the whole lifetime. If one gets the signing
key SK. of time period ¢, he can fake the signatures of later time periods, but
cannot fake the signatures of earlier time periods. Bellare and Miner [5] proposed
the first forward-secure signature scheme based on difficulty of computing the
square roots modulus a Blum integer. The scheme is actually converted from Fiat
and Shamir’s identification scheme [13]. To achieve security strength of level [,
their scheme uses [ public keys and [ secret keys. Later, Abdalla and Reyzin [3]
proposed an improvement based on the 2!-th root problem [I612ZT23/22]. With
the same level of security strength, their scheme uses one public key and one
secret key only.

Proactive security. Ostrovsky and Yung [24] proposed proactive security for
distributed cryptographic schemes to deter mobile adversaries. For proactive
security, the share in each party is refreshed at the end of each time period, but
the signing secret key the parties share is unchanged at all time. A proactive
cryptosystem remains secure as long as the adversary does not corrupt more
than ¢ parties in each time period. The shares of corrupted parties become useless
when time enters the next time period. There is much literature about proactive
cryptosystems [1[T4T5TT8I0AT25/12].

3 Building Blocks

The following system setting is used throughout the rest of the paper.

— Let p=4p’q’ +1 be a prime, where p’ and ¢’ are large primes and p’ = ¢ = 3
(mod 4).

— Let N = p/q¢’ and g a generator of the order-N subgroup of Z,. All operations
hereafter will be over the order-N subgroup, unless stated otherwise.

— The involved parties are dealers D;, 1 <i < n.

(t,n)-VSS PROCEDURE. If dealer D; wants to share a random secret with
other dealers, it runs the following steps.

1. Select a random polynomial f;(x) of degree t over Z%. The constant coeffi-
cient of f;(z) is the random secret.

2. Send share f;(j) to dealer D;, j # i via the private channel.

3. Publish the verification values (g%°,... , g%).

4. Dealer D; verifies validity of its received share f;(j) by Hllzié g‘“vkj’c = gfil0),

If the verification fails, D; requests D; to publish f;(j). If D; does not cooperate
or posts an inconsistent f;(j), D; is disqualified.
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RECOVERY PROCEDURE. We use Lagrange’s interpolation method to recover
the secret with at least ¢ + 1 shares.

PROOF-SS PROCEDURE. Given (g,t, N, F,T), prover P wants to convince
verifier V' two things: (1) a = log, F' mod p = Tt mod N and (2) it knows this
a. This is a combination of proofs of membership and knowledge.

1. The prover P selects random w € Z} and sends H = F* and B = w' mod N
to V.

2. The verifier V selects a random challenge ¢ € {0,1} and sends it to P.

The prover P sends r = a“w mod N to V.

4. The verifier V checks (1) H = F" and B = r* mod N if ¢ = 0; and (2)
H=g"and B=7r'/T mod N if ¢ = 1.

@

We use PROOF-SS(g,t, g%, a) to denote the above interactive proof system.
Theorem 1. PROOF-SS is complete, sound and zero-knowledge.

Proof. (Sketch) The completeness property can be verified easily. For sound-
ness of proof of knowledge, if any prover P* can convince V' with a non-negligible
probability e, P* and V together can compute a with an overwhelming prob-
ability. By a probabilistic argument, there is a set W of w’s of probability €/2
such that for every w € W, P* can answer two different challenges ¢; and co
with probability /2. Therefore, we can get two responses 1 = a®*w mod N
and 9 = a®®w mod N for the same commitments H and B. We can compute
a = ro/ry mod N assuming, without loss of generality, ¢; = 0 and ¢ = 1. For
soundness of proof of membership, we can easily show that if F' and T are not
of right form, the probability that P* can cheat V is 0.5 (and is negligible after
a polynomial number of rounds.)

For zero-knowledge, we construct a simulator S to simulate the view of any
verifier V*. S first selects ¢ € {0,1} and r € Z3 randomly and computes H = F"
and B=r'mod Nif ¢ =0and H =g" and B =7r'/Tmod N if ¢ =1. S
then simulates V*(H, B) to get ¢. If ¢ = ¢/, S outputs (H, B, ¢, ); otherwise S
outputs L. The output of S conditioned on that the output is not L and the
view of V* are statistically indistinguishable. O

We convert PROOF-SS into a non-interactive version by using a collision-
resistant hash function H : {0,1}* — {0,1}! to replace V [9], where I be the
security parameter. The message (¢,r1,--+,7;) sent by P for non-interactive
PROOF-SS, denoted by NIPROOF-SS, satisfies

¢ = H|glINIFITIHy[| Bl -- - [ Hi|| By),

where || is the concatenation operator of strings. Let ¢; denote the i-th bit of ¢. If
¢;is 1, H; = g" and B; = r!/T mod N; otherwise H; = F"* and B; = r! mod N.
P can compute (¢, r1,---,r) by choosing w; € Z% for i =1,--- I, computing
c = H(t||g||N|F||T||F“t||wit]|- - ||[F¥||w?), and setting r; = a“w; mod N.
NIPROOF-SS releases no useful information under the random oracle model
assuming hardness of discrete logarithm and factoring.



268 Wen-Guey Tzeng and Zhi-Jia Tzeng

PROOF-DH PROCETURE. Given (g, H, F') and the prover P wants to convince

V that H = ¢° and F = 932 are of right form and it knows the secret s. The
interactive proof system is as follows [8].

1. P randomly selects w € Z3, and sends A = ¢ and B=H" to V.
2. V sends a random challenge ¢ € {0,--- ,2F — 1} to P.

3. P sends the response r = w 4+ ¢s mod N to V.

4. V checks g" = A- H¢ and H" = B - F*.

The above PROOF-DH procedure is complete, sound, and zero knowledge.
We use NIPROOF-DH to denote its non-interactive version.

SQ PROCEDURE. Let h(x) be a degree-t polynomial over Z} with h(0) = s
and shared by the dealers D;, 1 <17 < n. SQ’s goal is to make the dealers share
a degree-t polynomial h/(x) over Z% with h'(0) = s®> mod N. SQ procedure is
as follows.

1. Dealer D; selects two degree-t polynomials f;(z) and e;(x) over Zj, at ran-
dom, where €;(0)=0. It sends shares f;(j) and e;(j) to D; via the private
channel, 1 < j < n. Using (¢,n)-VSS PROCEDURE, D; checks if the re-
ceived shares are correct. If so, all dealers share two degree-t polynomial
F(z) =>", fi(x) mod N and E(z) = Y., ¢;(z) mod N. Each dealer D,
holds shares F'(i) and E(i).

2. Each dealer D; publishes u; = h(i)?> + F(i) mod N and NIPROOF-
DH(g, g™, gh(i)Q) and checks validity of the published values of other deal-
ers by checking g% = gh(j)2 'Hi:o gA’Cjk, where g40, g4t ... g, computed
from the verification values of f;(z)’s, are the verification values of F(x).

3. Each dealer D; computes the degree-2t polynomial T'(z)=h(z)? + F(x) =

it:o tpa® over Zy from uj, 1 < j < n. Let T"(z) = Y 5_, tyx", which is
h'(z) 4+ F(x) mod N for some degree-t polynomial h”(z). Note that h”(0) =
h(0)? mod N.

4. Each dealer D, computes its share h”(i) = T"(i) — F(i) mod N and ran-
domizes it to become h'(i) = h" (i) + E(i). The hidden polynomial becomes
h'(z) = h"(x) + E(z) mod N whose constant coefficient is still s> mod N.

We use SQ(C, h(zx),h'(x)) to denote the above procedure, where C is the
dealer set, h(x) is the shared polynomial initially and A'(x) is the shared poly-
nomial at the end.

Theorem 2. SQ PROCEDURE is correct, robust and secure if there are at most
n/3 corrupted dealers.

Proof. (Sketch) We can check correctness easily. Since there are at most ¢
corrupted dealers, ¢ < n/3, honest dealers can smoothly finish the procedure.
This is guaranteed by the (¢,n)-VSS procedure.

We present a simulator to show that a malicious adversary, who corrupts at
most t dealers, gets no information. Let B be the corrupted set of dealers.

Input: (g%, g™, -+ ,g"), h(i) for every dealer D; € B, where h(z) = s +
ey axz®;
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1. Randomly select degree-t polynomials fi(x) and &;(z) with &(0) =0, 1 <
i <n. Let F(x) = Y0, fi(z) and B(z) = 31, &(a).

2. Run (¢,n)-VSS PROCEDURE.

3. For each D; ¢ B, randomly select 4; over Z3, compute g h(i)?* = = g /gF(Z
and simulate NIPrRoOF-DH(g, ¢"(?), g h(i)? ), where g™ = g° H]: g%

4. For each D; € B, publish u; = h(i)2 + F(i) mod N and simulate NIPROOF-
DH(g, g"?, g""").

The above simulation produces a distribution computationally indistinguish-
able from that of the real run. O

Assume that the dealers share two degree-t polynomial hq(x) and ho(z) ini-
tially. We can modify the SQ procedure so that the dealers share a degree-t
polynomial h'(z) whose constant coefficient is hy(0)h2(0) mod N at the end. Let
MurLt(C, hy(z), ha2(x), k' (x)) denote the procedure of sharing a degree-t polyno-
mial ' (x) whose constant coeflicient is h1(0)h2(0) mod N.

4 Owur Threshold Forward-Secure Signature Scheme

Our threshold forward-secure signature scheme, denoted by TFSS, is a key-
evolving (t, s,n)-threshold signature scheme that consists of four procedures:
TFSS.KEY, TFSS.UPDATE, TFSS.SIGN, and TFSS.VERIFY, where ¢ is the max-
imum number of corrupted dealers, s is the minimum number of alive dealers so
that signature computation is possible, and n is the total number of dealers. In
our scheme, we set s =t+ 1 and n > 2t + 1. There is a manager presiding the
scheme.

TFSS.KEY: it generates the public key and each dealer D;’s initial secret-key
share S; o and public-key share PKj; ¢ at time period 0.

1. Select N as that in the system setting.

2. The manager randomly selects S;o € Zy, 1 < 4 < n and sets U;g =
1/52,"™ mod N, Sp = [[1, Sipo mod N, and U = 1/52"""” mod N.

3. The system’s initial secret key at time period 0 is SKo=(N,T,0, Sp) and the
public key PK = (N,U,T).

4. Each dealer D;’s initial secret-key share is SK; o = (IV, T, 0, S;0) and public-
key share is PK; g = (N, Ui, T).

5. BEach dealer D; shares its S; o with other dealers by the (¢,n)-VSS PROCE-
DURE.

TFSS.UPDATE: at the end of time period j, each dealer updates its secret-key
and public-key shares from S; ; and PK; ; to S; j41 and PK; jy1.

1. Each dealer D; randomly selects n — 1 numbers s; 1,8;2,... ,8;n—1 OVer Zx
and computes $; , = S; ;/ Hz;ll si,) mod N.
2. Each dealer D; sends s;, to Dj privately and publishes 3, =
/52" mod N, 1 < k <.
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Each dealer Dj checks validity of the published values by U;; =
[1'_ ;8 ,mod N, 1 <i < n,i# k. Dealer Dy also checks validity of its
received secret s; ; by 1/5?_2“1_]) mod N = §; ;. If any of the checks fails,

all other dealers recover the secret S; ; by RECOVERY PROCEDURE.

. Dealer D;’s new secret-key share is S; j4+1 = (szl Sk’i)z" mod N and the

corresponding public-key share is U; j+1 = [[;_; 8k,; mod N.

. Dealer D; shares S; j11 with other dealers by (t,n)-VSS PROCEDURE. We

use NIPROOF-SS(g, t, g%+1, Sf,j—s-l) to verify whether D,’s action is correct,
where t = —2/T"=9) and S! ;| = U; j11. If the proof is correct and (t,n)-
VSS PROCEDURE succeeds, all dealers delete their old secret-key shares;
otherwise, the secret of D; is reconstructed.

TFSS.SIGN: at time period j, all dealers sign a messages M in a distributed

way with the following steps.

1.

Each dealer D; selects R; € Z} randomly and publishes ¥; = R ™" mod
N and NIProOFR-SS(g, 2/T+1=9) ¢B: V;). Then, it shares R; to other deal-
ers via (¢,n)-VSS PROCEDURE with polynomial f;(x). If NIPROOF-SS or
(t,n)-VSS PROCEDURE fails, set R; = 1 and run RECOVERY PROCEDURE to
recover the secret-key share S; ; of D;.

. Each dealer D; computes Y = [[;_,Y; and 0 = H(j,Y, M) and publishes

its partial signature Z; = R;S7; mod N.

. Each dealer D; verifies Validit}} of another dealer Dj’s partial signature by
computing
v/ = 22" Ug mod N

and checking whether Y and Y; are equal. If the verification fails, all other
alive dealers run RECOVERY PROCEDURE to recover the secret-key share Sy, ;
and Ry of Dy and compute the partial signature Zj.

. Combine all partial signatures as a signature (j, Z, o) for M at time j, where

Z =[1i—; Z; mod N. All dealers erase their R;’s.
TFSS.VERIFY: We can use the public key PK = (N, U, T) of the system to

verify validity of a signature (j, Z, o) for M.

1.
2.

5

If Z =0, return ‘0. A
Otherwise, compute Y’ = 72" U7 mod N and output ‘1’ if and only if
oc=H(jY' M).

Security Analysis

In this section, we show the correctness and security of our proposed scheme.

Theorem 3 (Correctness). Assume that SK; = (N,T,5,5;) and PK =

(N,

U,T) are key pairs of the system at time period j. Fach dealer D; holds the

secret-key share SK; j = (N, T, j,S; ;) and public-key share PK; j = (N,U; ;,T).
If (j, Z,0) is generated by TFSS.SIGN for M, TFSS.VERIFY(PK, j, Z,0)) = 1.
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Proof. We have S; = [[_,Si,;modN, U = [[',U;jmod N =
_ol(T+1-3)

I, 57 mod N, V = [, R mod N = [[_,Y; mod N and
Z =1li=y Zi mod N = [[;_; R;S7; mod N. Since

Y =22 U% mod N = H (RiS7)> "7 HU;jj mod N

(T+1-3) U(TH+1-3) WT+1-3)
[R? S72 mod N = H32 mod N

zj]

I

i=1 i=1
=[[¥i mod N =,
i=1
we have H(j,Y', M) =H(j,Y,M) = o. O

Theorem 4. TFSS.UPDATE procedure is secure against malicious adversaries.

Proof. (Sketch) We construct a simulator S to simulate TF'SS.UPDATE proce-
dure assuming existence of malicious adversaries. Let B = {Dy,, ..., Dy, } be the
set of corrupted servers at current time j. For simplicity, the secrets of corrupted
dealers are treated as inputs. S simulates each dealer D;’s behavior as follows.

Input: PK = (N,U,T), Sy, j,1 < k < t, fu(b),1 <i <1 <k < n,
PKv,j = (N7 U?,JvT)vl S 1 S n, and <gSi'j7gai"1 e 7gai't>71 S 1 S n;

1. Randomly select 8;1,...,8; (i—1); 8 (i41),- -+ » 8i,n—1 from Z%;, compute
AU (T+1— ]) 2l(T+1 7)
1/(51 A J/ H 1/ ) mod N?
k=1,k#1

and publish S; k= 1/(A2Z(TJrl J)) mod N for k = 1,...,n. Note that we do
not know the value 34 for D; ¢ B.
2. Randomly select polynomial h;(z) over Z%. Let hi(0) = St it
which is a random value in Z% for D; ¢ B. Simulate NIPROOF-

SS(g, —Ql(Tfj))ags’l*-’*l,Uz‘,j+1)7 where U; j11 = []r_, 5';“ mod N. For D; €
B, compute its new secret-key share Sy, j11 by [[i; Zlb mod N and
simulate NIPROOF-SS(g, —2/TH1=G+1) gSueir 7, 1), where Uy, j41 =
17, Si, mod N. Then, simulate (¢,7)-VSS PROCEDURE.

If D; forces D; to disclose 3; 5, since D; has it, we can simulate §; ;. O

Theorem 5. The TEFSS scheme is a key-evolving (t,s,n)-threshold signature
scheme for s=t+1 and n =2t + 1.

Proof. (Sketch) Since there are at most ¢ corrupted servers, their secret-key
shares are not sufficient to recover the secret-key shares of honest dealers. The
others follow the scheme. m|



272 Wen-Guey Tzeng and Zhi-Jia Tzeng

Theorem 6 (Forward secrecy). Let FS-DS denote the single-user signature
scheme in [3]. TFSS is a threshold forward-secure signature scheme as long as
FS-DS is a forward-secure signature scheme in the single-user sense.

Proof. (Sketch) Let F' be the adversary who attacks TFSS successfully by
forging a signature (¢, Z,«). We construct an algorithm that uses this F to
forge a signature for the single-user FS-DS. As stated at Section[Z, the attacking
procedure contains three phases: CMA, BREAKIN, and FORGE. Our algorithm can
query from the two oracles: the hashing oracle H and the singing oracle S.

In the cMA phase, F' guesses a particular time period ¢ during which F
breaks more than ¢ dealers and gets the secret S.. Let U =1 /UQZ(TH%) and
PK = (N,U,T), where v = S.. We randomly select U o, - ,Un—10 €r Z}
and compute public-key share U, o = U/ H?;ll ;0 mod N. The public key is
PK;,o = (N,U;0,T), 1 < i < n. We simulate F' by choosing a random tape
for F, feeding all public keys to F, and running F' in the CMA phase. F' can
corrupt at most ¢ dealers except the time period c. Since F' can corrupt at most
t dealers except at time period ¢, we simply give all necessary secret-key shares
and exchanged shares as F’s input. F' decides either to stay at the cMA phase
or to switch to the BREAKIN phase, and then enter the FORGE phase.

We now we simulate the views of corrupted dealers during the key update
phase. Let B = {Dy,,---, Dp, } be the set of corrupted dealers at time period
j. The simulation is the same as that of Theorem [, which simulates the key
update procedure. Note that the set of corrupted servers is decided in advance.

We can simulate the hash and signing oracles of F'. For each query (j,Y, M)
made by F', we query H on the same input and return the answer to F. We
simulate the signing oracle of F' by using S. Let M be the message queried to
S. We give the direct answer (4, Z,0) of S to F.

Now, we simulate F’s view of the signing procedure. The input consists all
secrets of the corrupted dealers and public information. For the input M and its
signature (j, Z,0)) seen by F, we construct the same probability distribution of
F’s real view as follows.

ol (T+1-3)

1. For D; € B, we directly choose R; € Z} and publish Y; = R; mod N
and NIPROOF-SS(g, 2/(T+1=9) g% V;). Then, we simulate (¢,n)-VSS PRO-
CEDURE to share R; with other dealers. Furthermore, we computes the par-
tial signature Z; = R;S7; mod N.

2. For D, ¢ B, we computes its partial signature as follows. Let Z' =
Z/ Hi:l Z; mod N. We randomly select n — ¢t — 1 numbers from Z%, says
Zeyreoo s Zen o We compute Z., , = Z'/ 1=} " Ze, mod N.

3. We compute YC = ZQZ(T+1 J)U" mod N for 1 < ¢ < n —t, and randomly
select (n—t) numbers from VA says R, , R, ,. We simulate NIPROOF-
SS(g, 2UTH1=3) | gRe; R2Z<T+17j)) and run (t,n)-VSS PROCEDURE to share
R, 1 <i<n—t, with other dealers.

4. Flnally, we compute Y = Hl 1 Y, H ch mod N and sets H(j, Y, M) = o.

We can show that the above simulated view is statistically indistinguishable
from the real view.
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Obtaining a forgery. Let ¢ be the time period that F' switches to the BREAKIN
phase. We provide the secret key S. to F' and run F' to output a forged signature
(d,Z,a) for M', where ¢’ < c. (¢/, Z, &) is the forged signature for the single-user
FS-DS, which is a contradiction. Therefore, our TFSS is secure. O

6 Discussion

Proactive security. We can easily add the proactive mechanism to

TFSS.UPDATE. The only difference is to compute 5;, = l/s?f,inj)

. R T —j+1)
instead of 8; = 1/s?, , and new secret-key share S ; = [[;_; s.; mod N

in the refresh phase. Furthermore, s; ; can be encrypted and sent to dealer Dy,
using Dy,’s public-key share Py, ;. This saves the private channel.

New construction. We can use polynomial secret sharing in our scheme,
though it is less efficient. Our new construction is as follows. Initial setting is a bit
different from that in SectionHl Let f(z) be a degree-t polynomial with f(0) = Sy
and shared by all dealers by (¢,n)-VSS PROCEDURE. To update the key S; to
Sj+1, all dealers compute the multiplication of two secrets for I times, where
[ is the security parameter. The robustness property is achieved by our MuULT
PROCEDURE. MULT PROCEDURE uses a proof to show that a dealer is honest.
To compute a signature for a message, all dealers compute [(T + 1 — j) + logy o

UT+1—5)
2 mod N and

in step 2,

times of distributed multiplication of secrets for ¥ = R
Z = RS7 mod N.

Efficiency. In our new construction based on polynomial secret sharing, deal-
ers perform [ multiplications of shares to update the key. That is, they ex-
change messages [ times and compute [ proofs for MULT PROCEDURE. To com-
pute a signature, dealers exchange I[(T' + 1 — j) + log, 0 messages and compute
(T +1—j)+logy o proofs. As we can see, the computation and communication
costs are quite expensive.

In our main scheme in Section F] we combine the techniques of polynomial
secret sharing and multiplicative secret sharing to reduce the cost. Each dealer
exchanges messages twice in the key update stage, and once in the signing mes-
sage stage. Each dealer needs to compute one proof in both key update and
signing message stages. Therefore, our main scheme is quite efficient.

7 Conclusion

We have proposed a threshold forward-secure signature scheme, which is based
on the 2'-th root problem. Our scheme is robust and efficient in terms of the
number of rounds so that the amount of exchanged messages among dealers is
low. We show forward-secure security of our scheme based on that of the single-
user scheme.
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Appendix

ABDALLA AND REYZIN’S FORWARD-SECURE SIGNATURE SCHEME. It has four
procedures: key generation, key update, signing and verification. Let k& and [
be security parameters, T the largest time period, and H : {0,1}* — {0,1}! a
collision-resistant hash function.

Key generation: generate the initial secret key SK, and public key PK.
1. Select two large primes p and ¢ such that p = ¢ = 3 (mod 4), 2F7! <
(p—1)(g—1), and pg < 2%. Let N = pq.
2. Randomly select Sy from Z% and compute U = 1/52" """ mod N.

3. Set the initial secret key SKy = (N,T,0,Sp) and the public key PK =
(N,U,T).

Key update: update the secret key SK; to SKji1.

1. If j =T, set SK; = null; otherwise, set SK;11 = (N,T,j + 1,SJQ»I mod N),
where SK; = (N, T, j,S;).

Signing: sign message M at time period j using key SKj.
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1. Randomly select R € Z3 and compute Y = R mod N, 0 =
H(j,Y,M), and Z = RS? mod N.
2. The signature is (j, Z, o).

Verification: verify validity of signature (4, Z, o) for M.

1. If Z =0, return 0; otherwise compute Y’ = 727U mod N.
2. Output 1 if and only o = H(4,Y’, M).
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Abstract. The British Regulations of Investigatory Powers (RIP) Act
2000 is one of the first modern bills for mandatory disclosure of protected
data in a democratic country. In this paper we compare this bill from
a technical point of view with the US key escrow proposal (EES) and
its variants and then, more generally we compare the merits of data
confiscation vs key escrow.

A major problem with key escrow is that once a private key is recovered
it can be used to decipher ciphertexts which were sent well before a war-
rant was issued (or after its expiration). Several alternative key escrow
systems have been proposed in the literature to address this issue. These
are equitable, in the sense that the control of society over the individual
and the control of the individual over society are fairly shared. We show
that equitability is much easier to achieve with data confiscation than
with key escrow. Consequently, although the RIP act was heavily criti-
cized in the press and on the internet, it inherently maintains a better
level of privacy than key escrow.

Finally we present some practical deniable decryption variants of popu-
lar public key systems.

Key words: RIP, key escrow, data confiscation.

1 Introduction

Key escrow was proposed as a mechanism to protect society from criminals who
use encryption to block access to evidence of crime [5l25]11] (for a taxonomy
of key escrow systems see [13]). While the US key escrow proposal (EES) [L1]
was never mandatory, the British Regulations of Investigatory Powers (RIP)
Act 2000 [29] has been enacted and is now law. The RIP act has been heavily
criticized in the press and over the internet (see e.g. [31]). Indeed some internet
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societies have considered boycotting Britain [23]. Moreover, the RIP act is being
used as a test case by several other countries who are considering similar acts [27],
so it could be used as an excuse by less democratic countries to weaken the
privacy that encryption provides. A critical analysis is therefore crucial.

The RIP act differs in several respects from the EES. With RIP, it is the
person to whom protected (encrypted) material is addressed who should disclose
the material, if a warrant for this purpose has been issued [29]. Compliance may
be achieved by “simply making a disclosure of the relevant information in an
intelligent form” [29] section 50(1,a)], but “shall require the disclosure of the
(decryption) key, if the disclosure can only be complied with the disclosure of
the key itself” [29] section 51(1)].

Most of the efficient encryption systems currently used (e.g. the SSL [34])
employ a public key cryptosystem to distributed the session keys for symmetric
encryption (such as triple DES). For these systems it would not be possible
to comply with the disclosure notice unless the (symmetric) session keys are
revealed. Therefore it is most likely that with such schemes, key disclosure will
be required. However this is not the case with public key encryption schemes.
For example, with the RSA encryption scheme [30] compliance can be achieved
by simply disclosing the message(s) (the ciphertext must be the encryption of
the message). For the ElGamal encryption scheme [16] disclosing the message is
not sufficient: in this case the receiver must also, either reveal the key or prove
that the ciphertext is the encryption of the message with the public key of the
receiver (see Section [B1]).

It is important to note that with the RIP act, disclosure of the decryption
key(s) (or the decrypted ciphertext(s)) may only be required after an investi-
gation has started. This is in contrast to key escrow, for which shares of the
decryption keys must be given to the escrow agencies before any investigation.

The RIP act clearly has some controversial aspects. For example, the penalty
for knowingly failing to complywith a disclosure notice is “imprisonment for a

term not exceeding two years ...” [29] section 53(5,a)], whereas tipping off (e.g.
an employee who tips off his security manager) can lead “to imprisonment for a
term not exceeding five years ...” [29] section 54(4,a)].

Although the RIP act may be somewhat controversial, the idea of confiscating
data is worth comparing with the concept of key escrow. There are several good
reasons for this. The most important one being that numerous papers have
already been published on key escrow (see e.g. [201222)T97/T]), and most of its
problems have been addressed. Furthermore, “key recovery” has often been used
as a synonym for key escrow and there are also several papers published on
this topic (e.g. in [9]). As far as we know there are no scientific papers on data
confiscation.

We do not claim that our study of data confiscation covers all aspects. Indeed,
the idea of key escrow is by now (at least) 10 years old [5] and it has taken many
years to reach the present state of knowledge. Obviously current research on
key escrow will facilitate research on data confiscation, but the fact that these
notions are quite different may imply new problems, still to be discovered.
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We focus on a particular problem of key escrow that has received some atten-
tion. This problem has to do with the fact that, once the key has been recovered,
it can be used to decipher ciphertexts sent well before the warrant was issued
and/or well after the warrant has expired. Several researchers have pointed out
this problem. Lenstra-Winkler-Yacobi [22] state that:

the key is supposed to be “returned” (!) at the expiration of the warrant,
but non-compliance with this or other Dept. of Justice procedures ex-
plicitly “shall not provide the basis for any motion to suppress or other
objection to the introduction of electronic surveillance evidence lawfully
acquired” [T4].

It is no surprise therefore that alternative key escrow systems have been proposed
to address, to a certain extent, this issue (see e.g. [2512219/7/1]).

The strongest model proposed so far guarantees time-limited decryption even
when the escrow agencies are taken over unlawfully. For example, encrypted data
(ciphertexts) of law abiding citizens in a democratic society is protected even if
at a later date a dictatorship takes full control of the escrow agencies. Burmester-
Desmedt-Seberry have proposed a scheme with this property [7] and give credit
to Gus Simmons [33] for having first observed the problem. The scheme in [7]
however needs some interaction: with each public key updating, the receiver
must send this key to the sender (the escrow agencies do not need to do this).

In this paper we examine how to achieve such a time limitation when working
with data confiscation. We focus on proven security. This means that we shall not
consider the following popular scheme in which a public key encryption scheme
is used as a transport mechanism to distribute session keys of a symmetric en-
cryption scheme (such as triple DES or IDEA) [24]. For this scheme, compliance
with a disclosure notice is achieved by simply disclosing the session key, without
having to reveal anything else. The problem with this scheme is that this is not
proven secure. For example, given a ciphertext, it may be possible for the parties
involved to disclose a spurious key and a spurious message which produce the
same ciphertext. The one-time pad allows such deniable encryption [8]. Other
deniable cryptosystems have been studied in [8]. The question whether this is
possible for DES (or triple DES) is not known.

Our paper is organized as follows. In Section[21 we discuss attacks by different
parties in the context of data confiscation. Since deniable encryption undermines
data confiscation, we analyze it in Section 2.1l In Section [3] we discuss the issues
to guarantee equitable data confiscation. Solutions are discussed in Section [l
Before we end, in Section Blwe describe new methods to obtain practical deniable
encryption.

2 Attacks on Data Confiscation

In this section we discuss some possible types of attack by different parties,
and in particular those attacks which to a large extent affect the privacy of the
citizens.
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2.1 Attacks by Citizens

There are several ways to bypass data confiscation. As in the case of key escrow,
data confiscation can be bypassed by using, for example, information hiding
techniques (see e.g., [28]). However this approach does not not scale well and
indeed most private information is sent by parties who may not (or cannot)
use information hiding technologies. It is therefore important to analyze data
confiscation for the case when such technologies are not used.

Deniable encryption was proposed by Canetti-Dwork-Naor-Ostrovsky [§],
and makes it possible to open a ciphertext in different ways. This kind of encryp-
tion can therefore be used to undermine data confiscation. The simplest example
of a deniable encryption scheme is the one-time pad. For this scheme, intercepted
encrypted data can be opened to produce any cleartext (for an appropriate key).

It is clear that data confiscation is only effective when the encryption is not
deniable, in other words when the encryption scheme corresponds to a commit-
ment scheme.

2.2 Active Attacks by Law Enforcement Agencies

Active attacks by law enforcement agencies may seem unrealistic. However, the
RIP act clearly stipulates the involvement of the Secret Intelligence Service, the
GCHQ, and the Defence Intelligence (see e.g. [29, section 6]). Their mission may
not force them to limit themselves to passive attacks. Protection against active
attacks is therefore important.

To attack time-limited data confiscation, law enforcement agencies can use
malleable attacks [I5]. Let us consider such a type of attack in more detail.
Suppose that an agency wants to get hold of the plaintext M; of a ciphertext
(1, sent before the time-limited warrant was granted, and suppose that a party
(e.g. an insider) is willing to help the law enforcement agency. For this purpose
the party can send a ciphertext Cy whose plaintext My leaks some information
about Mj. A particular case of this attack is a replay attack, for which Cy = C}.

3 Requirements

Although it is often common in modern cryptography to give formal models, we
will see that many of the models we need already exists. We therefore discuss
the requirements in a more informal way.

3.1 An Introduction

It is obvious that for a public key encryption scheme which is also a commitment
scheme, the sender can comply with disclosure by simply revealing the message
and the randomness used.

If no randomness is used, as for example with RSA, then disclosure of the
message it is sufficient. If randomness is used, as for example with ElGamal,



Equitability in Retroactive Data Confiscation versus Proactive Key Escrow 281

then the receiver does not know the randomness (if the discrete logarithm is
hard). However in this case it is still possible for the receiver to comply with the
disclosure notice without revealing any private keys. For this purpose the receiver
must use an interactive zero-knowledge proof [18] to prove that the ciphertext
is the encryption of the plaintext with the public key of the receiver (a proof of
knowledge of the discrete logarithm [10] can be used for ElGamal).

Note that the RIP act states that [29, Section 50(5)]:

It shall not be necessary, for the purpose of complying with the require-
ment, for the person given notice to make a disclosure of any keys in
addition to those the disclosure of which is, alone, sufficient to enable
the person to whom they are disclosed to obtain access to the information
and to put it into an intelligible form.

So with public key encryption schemes the receiver can comply with the RIP act
without having revealing the decryption keys.

If public keys are used to distribute the session keys of a symmetric encryption
scheme (as in SSL), then disclosure is complied by simply revealing the session
keys.

3.2 Undeniable Data Confiscation

Revealing the randomness used, or proving that the message and ciphertext are
properly linked with the public key of the receiver, is only an effective means
of disclosure from the point of view of enforcement agency if the encryption
scheme is not deniable. We call such schemes, undeniable. As mentioned earlier,
undeniable encryption schemes are also commitment schemes. For the sake of
completeness and to avoid any ambiguity (due to the definition of blobs in [6])
we give the definition below.

Definition 1. Let C be the ciphertext and E be the encryption function with
k the receiver’s public key. The encryption system E is undeniable if, for all
ciphertexts C, for all plaintexts m,m’, and for all random choices r, 7/,

C = Ey(m,r) = Ex(m/,r') implies m =m/'.

If no randomness is used, as in the case of RSA, we take the randomness to be
the empty string. So the definition is sufficiently general. As we know RSA does
not offer the security of schemes that use randomness [17].

3.3 Sender and Receiver Coercibility

Canetti-Dwork-Naor-Ostrovsky|[8] observed that both the sender and the re-
ceiver can be coerced into revealing the message. Since this is the goal of data
confiscation, we define the following.
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Definition 2. An undeniable encryption scheme is receiver coercible if, given
a ciphertext C' = Eg(m,r), with k the public key of the receiver, the receiver
can produce the randomness r and the plaintext m. An undeniable encryption
scheme which does not have this property is only sender coercible.

Although receiver coercibility is an important property for fair data confiscation,
a weaker form allows the receiver to prove that the revealed message is the correct
one.

Definition 3. An undeniable encryption scheme is receiver coercible with proof
if, given C' = FEj(m,r) the receiver can prove in zero-knowledge that the revealed
plaintext m is correct.

Note that the ElGamal scheme is an example of an undeniable encryption scheme
which is receiver coercible with proof, but it is not receiver coercible (if the
discrete logarithm is hard).

We are now in a position to discuss equitable data confiscation.

3.4 Equitable Data Confiscation

Since we do not have escrow agencies with data confiscation, it may seem that
one should not be concerned with the possibility of unlawful government action.
This would make our analysis much simpler.

However, this impression is wrong. After a coup all senders of messages may
be forced to reveal the plaintext-randomness pairs (m,r) of ciphertexts C' =
Ei(m,r) sent long before the coup. A scheme that protects against such an
attack is called equitable.

A weaker form of equitability requires that the revealing of randomness does
not leak anything additional about an unrevealed plaintext m of a ciphertext
C = Ex(m,r). We call this weak equitability.

4 Solutions

We now consider two solutions.

Solution 1. A probabilistic public key encryption scheme which is,

(i) secure against chosen-ciphertext attacks, and
(i) a commitment scheme,

1s an undeniable data confiscation scheme which is sender equitable against ac-
tive attacks by the law enforcment agency. The receiver is coercible with proof.

This follows immediately from the definitions, e.g. of chosen-ciphertext attack.
For equitability, we assume that it is legal for all the senders to erase the ran-
domness used after a certain time limit.

Examples of such schemes are the Cramer-Shoup cryptosystem [12] (an adap-
tation of the ElGamal system [I6]) and the Okamoto-Uchiyama cryptosystem
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modified to get semantic security [26] p. 311]. For another example see [35]. The
security of some these schemes is proven only in the Random Oracle model [3].

Solution 2. The Goldwasser-Micali encryption scheme [17] is an undeniable
data confiscation scheme which is sender/receiver coercible, with sender equi-
tability.

In this case the trapdoor (the factorization of n) can be used to find the ran-
domness the sender used. However, equitability is restricted to the passive case,
when the law enforcement agency does not coerce the receiver. Indeed the re-
ceiver knows the trapdoor that is needed to compute the randomness. So we
only have weak equitability for the receiver.

5 New Deniable Encryption Schemes

Before we conclude we discuss some new ways to achieve deniable encryption.

A deniable encryption scheme [8] allows the sender to open the ciphertext as
any message. Canetti-Dwork-Naor-Ostrovsky’s work focused on the case when
the message space is {0,1}. A weaker definition of deniability would allow the
sender to be able to deny having sent a specific message by opening a different
message, not just any message. If the message space is {0, 1}, then of course the
two definitions are identical. In many practical encryption schemes the cardinal-
ity of the message space is larger than two.

5.1 A Heuristic Scheme

Our scheme is a variant of the RSA encryption scheme. Our technique can be
viewed as a subliminal data transmission [32].

Set-up: Alice chooses 4 different large primes py, p2, ps and ps. She then com-
putes nq = pj * P2, Ny = P3 * Pg, N = P1 * P2 * p3 * pg, A(ng) (the Carmichael
function] of n [21]), A(n2). Alice then chooses e; €g Zy(n,) and ez € Zx(n,)-
Since A(n) = lem(A(n1), A(nz2)) she can compute the unique e modulo A(n) such
that:

e = e; mod A(np)

e = eo mod A(ng2)

Alice publishes (e,n) as her public key and gives (e1,7n1) and (e2,n2) to her
friends.
Encryption:

For Bob who is not a friend of Alice: Bob uses the normal RSA encryption.
The scheme is undeniable for Bob.

For Carol who is a friend of Alice: Carol uses the key (e1,mn1) instead of (e, n).

1 X\(n) is the least positive integer for which we have ™ = 1 mod n for all b € Z.
If n = pq, the product of two different odd primes, then A(n) = lem(p — 1,q — 1).
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Let M; be the message that Carol wants to encrypt. Carol first computes Cy =
M7* mod ny. Then she chooses a Cy at random from Z,, and uses the Chinese
Remainder Theorem to combine C; and Cs uniquely into a C' mod n. This is
the ciphertext she sends to Alice. If Alice is coerced, she produces the unique
message M which is such that C' = M*° mod n, which looks likely as random.

Observe that the RSA cryptosystem is not a proven secure. To get seman-
tic security (in the random Oracle model [3]) we can use the technique in [4].
Also, with this protocol the effective bandwidth for Carol is reduced. Can our
techniques be used to make high-bandwidth proven secure deniable encryption?

6 Conclusion

Although data confiscation may not be constitutional in countries that protect
citizens against self incrimination, we have shown that it clearly has some privacy
advantages over key escrow.

In this paper we focused on the time-limited properties of data confiscation
and observed that deniable encryption prevents undeniable data confiscation.
This paper also opens several new research problems, in particular:

1. Since the US key escrow proposal is not mandatory while the British RIP act
is, it is worth studying the properties of key confiscation in greater details.
In particular what other advantages/disadvantages does data confiscation
have over key escrow?

2. The question on how to obtain equitability relative to the receiver for a
scheme which is also receiver coercible seems hard to address. A trivial, but
unacceptable solution would be for the sender to destroy his/her secret key.
Another trivial solution would be to update the public key on a regular basis,
but such a solution is too impractical.

Disclaimer

The authors have focused on technical aspects of privacy. It is not the goal of this
paper to endorse the British Regulations of Investigatory Powers Act 2000.
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Abstract. A Publicly Verifiable Secret Sharing (PVSS) scheme allows
a prover to verifiably prove that a value with specific properties is shared
among a number of parties. This verification can be performed by any-
one. Stadler introduced a PVSS for proving that the discrete log of an
element is shared [S96], and based the PVSS on double-decker exponen-
tiation. Schoenmakers recently presented a PVSS scheme that is as hard
to break as deciding Diffie-Hellman (DDH) [Sch99]. He further showed
how a PVSS can be used to improve on a number of applications: fair
electronic cash (with anonymity revocation), universally verifiable elec-
tronic voting, and software key escrow schemes. When the solution in
[Sch99] is used for sharing a key corresponding to a given public key, the
double-decker exponentiation method and specific assumptions are still
required. Here we improve on [Sch99] and present a PVSS for sharing
discrete logs that is as hard to break as the Discrete-Log problem itself,
thus weakening the assumption of [Sch99]. Our solution differs in that it
can be used directly to implement the sharing of private keys (avoiding
the double decker methods). The scheme can therefore be implemented
with any semantically secure encryption method (paying only by a mod-
erate increase in proof length). A major property of our PVSS is that
it provides an algebraic decoupling of the recovering participants (who
can be simply represented by any set of public keys) from the sharing
operation. Thus, our scheme diverts from the traditional polynomial-
secret-sharing-based VSS. We call this concept Separable Shareholders.

1 Introduction

Secret sharing schemes were introduced to enable the distribution of trust among
several participants. In a secret sharing scheme a secret is split into several pieces
and is shared among several participants. Only when the shares are put together,
or in the case of threshold sharing schemes when some subset of the shares are put
together, is the secret reconstructed. To protect against cheating participants,
the notion of Verifiable Secret Sharing was introduced [CGMAJFS5]. In VSS,
a verification protocol allows the participants to verify that the unique secret
can be reconstructed when needed. A property of a VSS which was emphasized
by Stadler [S96] is that “not only the participants, but anyone can verify that
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the secret is shared properly”. When a VSS scheme has this public verifiability
property, it is called a Publicly Verifiable Secret Sharing (PVSS) scheme.

The original PVSS needed the double-decker discrete log assumption [S96].
Other special assumptions for PVSS schemes were given in [FO98] (in partic-
ular a special RSA assumption which allows partial recovery), whereas [Sch99]
managed to reduce the assumption of a discrete log PVSS to regular Decision
DH (DDH). Here we manage to reduce the required assumptions even further,
which simplifies the scheme and enhances its usability and availability as we will
explain. It is worth noting in this context the interesting work of [PS00], where
they develop a nice approach to short non-interactive proofs. However this is a
new approach of a somewhat different flavor and obviously of different optimiza-
tion goals (i.e., their very short elegant proof scheme does not assure asymptotic
inverse exponential reduction in security, but relies on the state of the art of
certain algorithms. Also, the recovery of secrets in their case may be delayed).

We note that a random oracle assumption for making proofs transferable
(NIZK a la Fiat-Shamir) and secure encryption assumptions for implementing
secure authenticated channels are also employed whenever a PVSS scheme is de-
signed. For our scheme it is possible to use any probabilistic encryption. Our new
scheme enables the use of schemes other than these based on DDH. In particular,
for DH based schemes, a practical scheme which is based on a computational
Diffie-Hellman assumption, namely, the partial-trapdoor property of DH (and a
random oracle) but that does not require the DDH assumption can be employed
[FO99/P00).

Several useful applications can be built using PVSS schemes. Among the
applications of PVSS are voting [Sch99], anonymity-revocation in e-cash systems
(e.g., [FTY96]), escrow systems [MilS96IVTIYY9S], and certified e-mail [Mi9§].

A major general advantage of our design (which we bring to the above ap-
plications) is a separation of the structure and organization of the recipients
(share-holders, election officials, authorities, etc.) from the rest of the world.
Thus, the share-holder group can be viewed as an organization which can be
managed internally and be presented implicitly (keeping the internal structure
hidden) or explicitly (specified access structure and keys) to the rest of the world.
This allows a dynamic (and also parallel) share-holder organization. The separa-
tion of internal organizational workings and the external world (and its impor-
tance to managing evolving commercial entities and consortium bodies) was put
forth in [FY99] for general PKI, and, in the context of election schemes it was
implemented in [CGS97]. In particular, [FY99] suggests to employ “proactive
key maintenance” methods to change the share holder group, while keeping the
shared information intact. Our constructions when used with implicitly shared
keys, support such operations.

2 The Definition of a PVSS

We will now present the informal definition of a PVSS taken directly from section
2 of [S96] (here s is the value being shared).
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Let A be a monotone access structure. Since A is a monotone access structure,
it follows that if A € A and A C B, then B € A.

Definition 1. A PVSS consists of a dealer, n participants Py,...,P, such that
each has a public encryption function E; and such that each has a corresponding
secret decryption function D;, a monotone access structure A C 2{1"”’"}, and
algorithms Share, Recover, and PubVerify which operate as follows:

Share: The dealer uses the public encryption functions to distribute the shares
by calculating S; = FEy(s;) for 1 < i < n. The dealer then publishes each share
S;.

Recover: If a group of participants want to recover the secret, they run Re-
cover, which has the property that VA € A: Recover({S;|i € A}) = s, and that
for all A ¢ A it is computationally infeasible to calculate s from {S;|i € A}.

PubVerify: To verify the validity of all encrypted shares, PubVerify is run by
any inquiring party. This algorithm has the property that Ju YA € 2{1nl .

(PubVerify({S;|i € A}) = 1) = Recover({D;(S;)|i € A}) =u

and u = s if the dealer was honest.

A PVSS is called non-interactive if PubVerify requires no interaction with
the dealer at all.

Properties of PVSS:

Completeness: We say that a PVSS is complete if whenever the dealer is
honest (and the (unique) value for s is recoverable by the participant(s)), the
verifier accepts the prover’s proof as valid (with overwhelming probability).

Soundness: A PVSS is sound if whenever the unique s is not recoverable,
the verifier accepts the prover’s proof only with negligible probability.

The last two properties are important for the notion of a PVSS to be correct.
The necessary notion of completeness was omitted from the informal definition
of [S96]. We note that the above properties put together also imply that the
dealer which encrypts with a group’s key (even though it encrypts to a group of
servers which it does not even interact with directly), does not have to use chosen
ciphertext secure encryption (as our complete proof below demonstrates). This
is in contrast to other recent applications of proving properties of encryption.

Secrecy: Finally, another property of a PVSS is secrecy, which means that
any group not in the access structure should not be able to retrieve s (but
perhaps with negligible probability) given the public output of Share.

Observe that the above definition does not state that s must be of any par-
ticular form. For example, this definition does not state that s must be a private
key, and that PubVerify must be able to verify that s is the private key corre-
sponding to some public key. In fact we may distinguish between the cases in
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which a value, private key, or encryptions under a shared public key are recov-
ered. These are interesting sub-cases which are required for various applications
of PVSSs [I.

Also, the monotone access structure in the original definition may be ex-
tended to include threshold schemes [Sch99] (see [D92IFY98]). In fact, we will
employ any semantically secure encryption function by the participants, which
will enhance the applicability of our scheme.

3 PVSS for Discrete Logs Based on the DL Problem

We will now present a PVSS for discrete logs (DL) which is based on the difficulty
of computing discrete logs. This contrasts with the PVSS scheme in [Sch99] which
assumes the difficulty of Deciding Diffie-Hellman.

The following are the cryptographic primitives that are used in our system.
enc is a a semantically secure probabilistic public key encryption algorithm that
takes three arguments, m, s, and PUDB. Here m is a message to be encrypted,
s is a randomly chosen string to make the encryption probabilistic, and PUB
is the public key of the participant (or shared among a set of participants or
created by individual public keys of participants). Thus, ¢ = enc(m, s, PUB)
is the ciphertext of the message m. Let dec be the corresponding decryption
function. Thus, m = dec(c, PRIV'), where PRIV is the private key corre-
sponding to PUB. It could be that PRIV is shared distributively, in which
case m = dec(c, PRIV}, PRIV;, ..., PRIV,,). This can model either a thresh-
old scheme or a polynomial-size monotone access structure composed of nested
encryptions of the value by the keys of members of groups in the access structure.

The prover who is the dealer generates a private value x and its corresponding
public commitment y = g* mod p. We can insist that p is a safe prime and that g
has order p—1, or we can insist that g has order g where ¢ is a large prime dividing
p — 1. For this section we will w.l.o.g. assume that g has order p — 1. Informally,
the system then works as follows. The dealer commits to knowing two shares that
sum to the dealer’s private exponent x mod p— 1. This commitment is performed
using the envelope method in which additive pieces of the secret are committed
to separately . The method employs a public homomorphic commitment for
each piece, and a further commitment to a piece which is performed using the
arbitrary probabilistic encryption function enc under the participants public
keys(s) (shared or explicitly combined key(s) that is). Thus, enc provides a
semantically secure encryption relative to the public homomorphism, and hence

1 Of course, sharing a public-key implies sharing a value (which can be encrypted
under that key) and sharing the key implies recovery of messages encrypted under
that key as well, and we leave as open other implications and separations which may
be needed in applications.

2 The envelope method is different from the usual polynomial sharing which is ex-
tensively used; since we are going to use additional shared encryption (owned by
the recovery participants) we found that there is no need to employ, prior to the
encryption, explicit sharing techniques like polynomial sharing schemes.
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provides a secure commitment with respect to the verifier, who can be anyone
including the participants. A total of M additive envelope pairs are committed
to using enc. Using challenge bits, the dealer is forced to reveal a share, not
of his choosing, for each pair of additive shares. So, the system in some sense
constitutes a proof that at least one pair of shares that sum to x has been
committed to under enc. Thus, with overwhelming probability, the transcript of
the proof itself can be used by the participant(s) to recover x.
We will next review the algorithm in detail.

Share: The following is the non-interactive (transferable) transcript genera-
tion algorithm based on H being a random oracle. It is this transcript that forms
the verifiable encryption of the prover’s secret x.

1.P=()

2. for i =1 to 2k(n) do

3. ;s €ER Zp,1

4. choose two random strings s; ;1 and s; o for use in enc
5. Q;=g"" mod p

6. Ci71 = enc(ri,si71,PUB)

7. Ci.2 = enc(r; —x mod p — 1,s; 2, PUB)

8. add (Q;,C;.1,C 2) to the end of P

9. val = H(P)

10. set by, by, ..., baj(n) to be the k(n) least significant bits of val, where b; € Z,
11. for i = 1 to 2k(n) do

12. Ww; =T, — bZI

13. 2z = (w;, 8;;) where j =14b;

14. add z; to the end of P

Thus, P = ((Q1,C1,1,C1,2)s s (Q2r(n)» Cok(n),1, Cok(n),2)s 215 -+ Z2k(n))- Here
P denotes the non-interactive proof, or transcript. Note that the b;’s can be
recovered from P. The algorithm outputs (y, z, P) to the dealer.

PubVerify: To verify that x is recoverable by the participant(s) who own(s)
vy, the verifier takes y, the corresponding P, and the public key PU B. The verifier
first checks that y < p. The verifier checks that all of the values in P lie in the
correct sets. The verifier also checks that the values C; ; for all ¢ and j, do not
contain any repetitions. The verifier checks that none of the @; for all i are
repetitious. If any of these verifications fail, then false is returned (the prover
can easily avoid repetitions by checking that the chosen values are not repeating
which is a negligible probability event for the honest prover). The verifier then
computes by, b2, ..., bap(n) in the same way as in the “share” computation. For
i =1 to 2k(n), the verifier verifies the following things:

1. enc(w;, s;,j, PUB) = C; j where j =1+,
2. Qi/(y") mod p = g mod p

The verifier concludes that = is recoverable as long as all the verifications
pass and as long as both 1 and 2 above are satisfied for 1 < i < 2k(n).
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Recover: When the shareholder(s) obtain(s) the non-interactive proof P all
values are decrypted and the second cleartext value is subtracted from the first
cleartext value mod p — 1 for each pair to obtain a value. To verify that such
a value is z, the shareholder(s) raise(s) g to this value mod p and compares it
with y. We remark that the ability to do this in a shared fashion depends on the
algorithms used for enc and dec. Some schemes may use threshold encryption,
whereas general semantically secure algorithms can always support a shared dec
algorithm in which decryption is performed by each participant in turn, giving
the result to the next participant for decryption. The trust model in the later
case has to be such that the last participant to decrypt has to be trusted to share
its information. Verification of the value is public due to the public homomorphic
commitments.

4 Security and Correctness

The non-interactive PVSS for sharing x was constructed based on a 3-round
atomic computational ZKIP with error probability 1/2. To see this, note that it
directly corresponds to the following interactive 3-round protocold:

1. For i =1 to k(n) do:

2. P chooses 7; €r 2,1

3. P chooses s; 1 and s; 2 randomly for use in enc

4. P computes Q; = ¢"* mod p

5. P computes C; 1 = enc(r;, $;,1, PUB)

6. P computes C; 2 = enc(r; —x mod p — 1, s, 2, PUB)
7. P sends (Qz, Ci,la Oi72) to V

8. V sends b; €r {0,1} to P

9. P computes w; = r; — b;x mod p — 1

10. P sends z = (w;, s;;) where j =14b; to V

11. 'V verifies that:

12. enc(wi, s; j, PUB) = C; ; where j =141,
13. Qi/(y*) mod p = g"« mod p

Here n be a security parameter and k(n) = w(log n) is given. The proof
achieves error 27%(") Soundness of the above protocol can be seen by the fact
that if P does not know z then in a given round P can respond to only one
possible outcome, otherwise P can compute discrete logarithms. It differs from
standard zero-knowledge proofs in that, in addition to a commitment value being
sent in the first round (i.e., using @Q; to commit to the base g logarithm of Q;
mod p), the prover sends two semantically secure encryptions (which must be
consistent with the commitment in @; and x). The first of these encryptions

3 We comment that an interactive variant which is based on parallel execu-

tion (using claw-free function commitments by the verifier) exists and that al-
lows the entire proof to be conducted in a small (constant) number of rounds
[GKIBMOIIS93IBJY97].



A PVSS as Hard as Discrete Log and Shareholder Separability 293

can be thought of as yet another commitment of the base g logarithm of Q);.
The second encryption is a commitment to the base g logarithm of Q;/y. Since
these are both semantically secure encryptions, they give nothing to a poly-time
bounded adversary that the adversary couldn’t compute himself. They are, in
some sense, redundant commitments of Q; and Q;/y (they are useful since they
provide recoverability by the participants). In the second round, the verifier sends
a randomly chosen bit to the prover, as in standard zero-knowledge proofs. In
the third round, the verifier either opens the commitment r; (for Q;) or opens
r; —x mod p — 1 (for Q;/y), as in standard zero-knowledge proofs. The only
difference is that exactly one of the two semantically secure encryptions is also
opened, and verified for consistency (to insure that “recover” works). In arguing
zero-knowledge of the interactive procedure, r; is chosen at random and if b; is
expected to be 0, Q; is computed as in the protocol. In this case Cj ; is encrypted
correctly and C; o is formed by encrypting the string with each bit being zero
(indistinguishable from a correct encryption). On the other hand, if b; is expected
to be 1, then again r; is chosen at random, C; ; is made to be an encryption of
zeros, and C; o is made to encrypt r;. In addition @); = ¢"y is published (so that
the verification checks pass). Standard zero-knowledge, assuming commitment
(encryption in our case) implies that the simulation can be conducted in expected
polynomial time. Completeness follows a standard argument. Thus, given y the
above is a complete and sound and computational zero-knowledge (simulatable)
interaction.

Lemma 2. The PVSS scheme is computational zero-knowledge and therefore
secure in the random oracle model (with error 1/2F™),

Proof. (sketch). In section 5.2 of [BRal, a reduction is given that shows how to
transform any three move ZKIP for L € NP with error probability 1/2 into
a non-interactive ZK proof in the random oracle model. The reduction accounts
for a set of envelopes being sent in the first round, and having some subset
of the envelopes opened according to a randomly chosen challenge bit b. The
reduction therefore applies to our protocol above for discrete logs. The transfor-
mation that is given in [BRa] is the same transformation that was used to obtain
the non-interactive version given above. Since semantically secure encryptions
yield nothing that can’t be computed efficiently without the encryptions, the
lemma then follows from the transformation. Note that since the transcript is
zero-knowledge (simulatable) given y = g% then whatever is derivable from the
public key y about the private key x without the transcript, can be derived with
the transcript with related probability (the relation is given by the simulation
argument given in the transformation). In particular, if x can be derived from
y and the transcript by a party that does not hold PRIV (namely, violation of
secrecy ), then if enc is semantically secure, we can use the successful derivation
to break the discrete log assumption. QED.

We will now prove that the non-interactive PVSS for DL based keys is a
proof of knowledge in the random oracle model. This will imply that the PVSS
itself is, with respect to shares, complete and sound. This part does not need
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the assumption that computing discrete logs is intractable but we still need the
fact that the encryption is indeed a commitment scheme and we still need to use
the random oracle model (for the protocol to be non-interactive and produce
a transferable transcript). We do not give in this version a formal definition
for a non-interactive proof to be a proof of knowledge in the random oracle
model. However, in a nutshell, it is a continuation of the formalization of the
Fiat Shamir [F'S86| notion (which was formalized but not for proofs of knowledge
in [BRaIPS96]). We would like that possible unpredictable different (forking of)
values of a polynomial portion of the oracle answers imply the extractability of
the witness value. We then extend extraction, to extraction by a third party who
can recover the commitment. (Familiarity with proof of knowledge, extractors,
and the random oracle model is assumed).

Lemma 3. The non-interactive PVSS for DL based keys constitutes a proof of
knowledge with knowledge error 1/2F(™).

Proof. Tt is easy to see (similar to the zero-knowledge proof being complete) that
the non-triviality condition holds. We will now consider the validity condition.
The common input « is y = ¢* mod p. The auxiliary input (witness) [ is
x mod p — 1. We have that z; = (Q;,C;.1,Ci2), ¥i = 2, t = 2k(n), and the b;’s
in the proof are the same as the b;’s in the definition. Suppose that P makes a
total of T'(n) oracle queries when given H and H' (e.g., in an attempt to fool
V). If the prover doesn’t know a witness then the prover will convince V of
the validity of the proof with probability at most T'(n)2~2*(") which is at most
1/2%() for sufficiently long n (see [BRa] section 5.2). Thus, the knowledge error
is at most 1/2*(™) Tt follows that p(«a) is at least 1 — 1/2F("),

Let T = P, pg,(H) and T" = P, 3,(H') Consider the following knowledge
extractor K. Suppose that in round 4, b; in T is 0 and b; in 7" is 1. K then
subtracts the w; in 7’ from the w; in T mod p — 1 to get z., a candidate value
for x. The operation of K when the bits are inverted is similar.

We will now give a lower bound on K’s probability of extracting a witness
from T and T’ (we won’t derive an exact probability, since using T'(n) oracle
queries, P may always try to make the first half of the b;’s 0 to try to fool the
prover, for example). Assuming no extra oracle queries are made, with probabil-
ity 1/2 we have that b; in T equals b; in T”, since the b;’s are chosen randomly
for both T and T' (H and H’ serve as honest verifiers). So, with probability
1/2, the b;’s in each transcript differ and the knowledge extractor can extract
from both de-committed values. To see this recall that P for both transcripts is
using: the same common-input «, the same auxiliary input 3, and the same ran-
dom tape . The probability that x isn’t extracted in any of the 2k(n) rounds is
272k(") Now consider the case where P makes T'(n) additional oracle queries. Tt
can be shown that the probability that x isn’t extracted is at most T'(n)2~2F(%),
For sufficiently large n this probability is at most 2=%(®). Thus, the probability
that the witness s = z is extracted by K is at least 1 —27%(") Taking this worst
case value, along with the worst case values for p(a) and the knowledge error,
we get the claimed knowledge error.a QED.
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Theorem 4. The PVSS above is a complete, sound, and secure protocol.

Completeness holds since any decrypted pair can give the correct secret that
is shared. The proof of knowledge (extraction) which is done by verifying the
commitments (which are in fact encryptions openable by the owners of the en-
cryption’s private keys) implies that with the same probability of extraction (as
in Lemma 2), the owner of the encryption method can decrypt both envelopes
of the correct shared secret (and verifies its value against its public witness),
and the owner is fooled only with a negligible probability (that of the knowledge
error). This implies soundness. Lemma 1, in turn, implies secrecy.

5 Applications

Shareholder Separability:

The simplified PVSS here treated the encryption keys of the shareholding au-
thorities as a given black box. This enables many applications in an extended
setting where the public key schemes of authorities/shareholders/agencies are
managed and organized separately from the users who only have access to an
agency’s public key; various authorities, in fact, may have different types of pub-
lic keys. This principle of separation of management of various roles is key in
evolving organizations. Cryptographic designs in critical commercial and finan-
cial settings should follow such principles, as advocated in [EY99] in the context
of PKI. The structure and composition of the shareholder group can be changed
using “proactive maintenance” [OY91] and the secret is not revealed while the
shareholders change as discussed in [FGMY].

E-cash with anonymity revocation:

Various schemes have been used to implement e-cash where the authorities are
off-line and the user performs a proof of encryption with the trusted authority
keys (e.g. [FTY96]). In these schemes the trustees’ key is a shared ElGamal key.
Since our PVSS decouples the receivers’ key (it can be any public key, have any
access structure, and have any organization), we can extend the above schemes
by allowing the user to commit to the value of the coin based on the discrete log
problem while encrypting using any scheme. The PVSS becomes a generalized
“indirect discourse proof.” This may be a significant extension which enables
the development of the structure of the trustees and their organizational and
operational changes independently from the underlying scheme. The changes
may be done implicitly or explicitly (notions described in detail in [FY99]). If
an explicit change is performed, the trustees’ keys are publicly changed and the
users have to be notified to spend or replace their coins for the coins to maintain
their value. An implicit change does not change the external view of the trustees
and seems preferable in this setting.

Universally-verifiable secure ballot election:

We can use our PVSS to obtain a simplified scheme for secure ballot election (in
the setting of [CF85]) or with distributed tallying authorities (as in [BY86]). Here
we assume that the exponents are taken from a prime order subgroup generated
by g (say p = 2g + 1, where ¢ is a large prime and g generates the quadratic
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residues G ). Voter i commits to a random G, = ¢® and to H; = y° or yth),
depending on whether it casts 0 or 1, respectively (the discrete log of y mod g is
globally unknown, the security here relies on the semantic security of ElGamal
in the subgroup which is equivalent to DDH [TYINR]). The voter proves (in
NIZK) the relationship between G; and H; (see [Sch99]). It then PVSS’s the
value of s in G; = ¢g°. The tallying authorities can recover s and the ballot (s or
s+ 1) for each voter but will keep it secure. The voting is robust (each user’s
PVSS proof is publicly verifiable) and can be made independent of other users
(by changing the hashing procedure for users based on the unique user ID). The
authorities can present and prove the correctness of the results. Everyone can
compute the product of the values of G = [], G; and that of H = [], H;. The
discrete logs of G, H and their difference mod ¢ (the exact tally) is available to the
authorities, who can claim the result and present a NIZK proof of knowledge
of this value based on the public availability of G, H and the result (and the
private knowledge of the discrete log values). Of course the exponent additive
group size, ¢, is larger than the number of voters which, together with the NIZK
of the users being verified, prevents wrap-arounds of the difference above.

Once again, the keys and organization of the tallying authorities and their
structure is independent of the ballot construction. This has some advantages
such as: a number of parallel tallying authorities can be easily implemented (by
encrypting in parallel with their keys), authorities organized as a general linear
access structure is possible, dynamic changes in the tallying authorities between
and during elections [F'Y99] is possible, etc. A somewhat more specific separation
was given already in the scheme of [CGS97].

Software key escrow applications:

In [YY9§] a model and solution for key recovery in the context of a public-key
infrastructure was given and implementation based on double-decker exponenti-
ation was given. In this model, each user is responsible for escrowing his or her
own private key and is responsible for constructing a proof to this effect. Such a
user is granted a digital certificate by a CA only if a public key, an encryption
of the corresponding private key, and a proof that the encryption is correct is
supplied to the CA during key certification (and only during certification). The
PVSS scheme can be used to solve this problem as follows. The user computes
the public key y = ¢g® mod p where p is cryptographically secure (e.g. p — 1 is
a multiple of a large prime). The prover, who is the dealer in the PVSS scheme
then shares the private key x among the participants which are the escrow au-
thorities (just by knowing the keys of the authorities which are public). For
verification, since the CAs know the shared public key of the participants, the
user can send y along with the proof to any CA for key certification. The CA is
thus the verifier in the PVSS. The recover procedure is run by the authorities
given the transcript from the CA. The authorities recover the private key (or
even better they recover encryptions of session keys encrypted under the user’s
public key without ever recovering the user’s private key itself (as advocated in
[LWY95FY95]) which is possible in various threshold cryptography settings).



A PVSS as Hard as Discrete Log and Shareholder Separability 297

In contrast, in [Sch99] a similar key escrow solution based on [YY98| was
given that makes use of a value f which generates a high order subgroup of Z,,,
and which uses a fixed element g with high order in Z. In that solution the value
Cp = ¢*® is published (in the distribution protocol of section 3 in that paper).
Thus, the escrow solution is secure only if computing discrete logs in a subgroup
is intractable (as well as the DH assumption). Note that the parameters g and h
require that p = 2tq+ 1 and ¢ = 2wr + 1 where p, ¢, and r are primes and ¢ and
w are positive integers. Also, the public key in that solution is H = f(¢°), where
f is an appropriate generator (as in [S96]). Since both H and Cj are public,
this escrow solution makes a cryptographic assumption above and beyond the
new PVSS, and this assumption is missing from the paper. The cryptographic
assumption is that given (H,Cp) it is intractable to recover G* (and therefore
s too). Note that the exact same assumption was made in [YY98], where it
was refereed to as “problem 1”7 (which is a DH-Dlog combined problem). This
is not the standard DH assumption. It is important to distinguish between the
assumptions made for the security of the PVSS protocol, and the assumptions
made for the security of the published trapdoor values. This is especially true
when a PVSS is used for software key escrow, since the requirements for a secure
software key escrow solution exceed the requirements of a PVSS (e.g., sharing a
public key, or recovering only values encrypted under that key; we can achieve
both in the last application).

Certified mail:

When an escrow system and signature scheme are in place a simple “optimistic”
certified mail system is possible with an off-line post-office (an idea due to Micali
[Mi98]). The sender commits to the encrypted mail and the mail key, signs this
message, and sends it to the receiver together with a proof of that everything
was constructed correctly, which in our case is just the PVSS escrowing the
message key (as above) under the post-office key. The receiver sends back a
receipt acknowledging the above message and signs this message. The sender
then sends the mail decrypted (by sending the key). If the last message is not
received promptly (under an agreeable definition of “promptly”) the receiver
gets the post-office involved. The PVSS assures the receiver that the encrypted
key is recoverable by the post office (under any organization of the post office
agents).
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Abstract. Pedersen designed the first scheme for generating Discrete-
Log keys without any trusted dealer in 1991. As this protocol is simple
and efficient, it appeared to be very attractive. For a long time, this
robust algorithm has been trusted as being secure. However, in 1999,
Gennaro et al. proved that one of the requirements is not guaranteed :
more precisely, the property that the key is uniformly distributed in the
key space.

Their main objective was to repair the security flaw without sacrific-
ing on efficiency. As a result, the protocol became secure but somehow
unpractical. In particular, the “complaint phase”, in which cheaters are
thrown out, makes the scheme overly complex and difficult to deal with
in practical situations. In order to avoid this phase and other drawbacks
such as the initialization phase where private channels have to be cre-
ated, we present a one round scheme which generates a discrete-log key
with public channels only. Finally, we show how to improve the efficiency
of our algorithm when the number of servers increases.

Key words: Threshold DLK Generation, Publicly Verifiable Encryp-
tion, Adaptive and Concurrent Adversary

1 Introduction

In order to design threshold cryptosystems such as signature or public key en-
cryption schemes, the first stage consists in sharing the key generation procedure.
Indeed, if a trusted dealer is used in the key generation protocol, the security
of the overall distributed scheme depends on a unique server. Key generation
protocols are based on random distribution processes. The servers jointly gener-
ate a random key such that, at the end of the process, all honest servers have a
share of the secret key.

Improvements to the random generation of private keys for public key cryp-
tography usually fall into two areas : the distribution of a secret for discrete-log
based cryptosystems and the distribution of RSA keys.

The latter case is partially solved by the nice paper of Boneh and Franklin
[H]. However, the protocol does not allow to efficiently share RSA modulus with
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strong primes and is not robust against cheaters. Following this paper, two ar-
ticles provide robustness using different techniques. The first one by Frankel et
al. [11], is based on the same methods as [4] and uses the protocol of Ben-Or,
Goldwasser and Widgerson [2] with private channels between each pair of par-
ticipants. Frankel et al. also propose protocols that make the scheme proactive
in [I1]T0/12]. In [22] Poupard and Stern present a protocol for two players which
avoids private channels. They introduce a new technique simpler and more effi-
cient that does not need to perform many rounds of communication. It is based
on a trapdoor version of the discrete logarithm problem. This kind of protocol is
well-suited to small group of participants which, from a practical point of view,
is the usual case. Gilboa has followed this method in [14].

Methods for distributing keys for discrete-log cryptosystems have been known
for a long time, starting with Feldman and Pedersen papers [920J21]. However,
a flaw in the requirements has been discovered and a first solution as well as a
security model for DKG protocols have been defined by Gennaro et al. in [13].
The solution has been improved by Canetti et al. in [7] to withstand adaptive
attacks. In [16], Lysyanskaya and Jarecki have proposed two new models of secu-
rity for this kind of attacks. The first one dealt also with concurrent adversaries
whereas the second presents erasure-free adaptive security with persistently in-
consistent players. The schemes are based on Pedersen Verifiable Secret Sharing
and consequently use private channels. Only, Jarecki’s solution uses public chan-
nels but it needs non-committing encryption scheme which makes the protocol
less efficient.

Whereas previous solutions to DKG prove security in the information-
theoretic model, we use here a computational model as the goal of such pro-
tocol is to construct a public key. Therefore, we eliminate the committing values
of [I617] which are needed to prove the security against adaptive adversaries. To
cope with such adversaries, we design a one round protocol.

Following the new approach proposed by Poupard and Stern, the contribu-
tion of this paper is to introduce public channels in order to reduce the com-
munication rounds to a unique phase. If we use non-interactive protocol, we can
also ignore concurrent and adaptive adversaries as this kind of attackers make
no sense in a one round protocol. To achieve a non-interactive protocol, we
need primitives such that all servers can decide whether the other servers have
correctly performed their tasks and synchronous network to prevent “rushing at-
tacks”. Consequently, we need NIZK proofs secure in the random oracle model
and public channels. In appendix Bl we relax the assumption of synchronous
network and present a model where we can easily prevent the “rushing attack”
and adaptive adversaries at the price of a particular player.

1.1 Background and Related Work

Pedersen scheme [20] is a non-interactive scheme with broadcast and private
channels. The scheme is organized in two phases : in the first stage, the partici-
pants select the key while in the second, the key is distributed between servers.
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In the distributed phase, each server acts as the dealer in a Feldman protocol
[9] which uses verifiable secret sharing.

Participant P; chooses z; € Z,4 at random and picks ¢ random numbers a; j
in Z,. Then, he sets f;(X) = ZZ:O ai’ka where a; o = z;. He privately sends
a secret share s; ; = f;(j) mod ¢ to participant P; and broadcasts as public
information y; ; = ¢*> mod p, and A;, = ¢g** modp for k = 0,...,t. These
data can be used by all servers to check whether the random, z; chosen by P;,
has been correctly distributed. Let

¢
&
Yij = H Aik mod p
k=0

If s5; ; is not the discrete logarithm of y; ;, participant P; broadcasts a complaint
against P;.

The complaints are managed through different strategies. A possible one
is the following : if more than ¢ participants complain against server P;, that
server is clearly faulty and is disqualified. Otherwise, P; reveals the share s; ;
for each complaining player P;. If any of the revealed shares fails the equation
¥i,; = g° mod p, P; is disqualified, otherwise P; can still be qualified. One
can then define QUAL as the set of non-disqualified players. The public key is
defined as y = HieQUAL y; where y; = A; o = ¢™* mod p.

In the previous scheme, participant P; chooses a random secret x; and shares

it between the other servers. Consequently, since disqualifications may occur
after the distribution phase, the selection phase which aims at unambiguously
fixing the public key, is not completed before the beginning of the distribution
phase. Hence, an adversary can compute the public key at the end of the dis-
tribution phase using the values A; . Depending on this intended value and on
the goal of the adversary, this player can, for example, disqualify some members
in order to modify the public key distribution. Gennaro et al. describe an attack
in which two malicious members can create a bias in the distribution of the last
bit of the public key with probability 3/4 rather than 1/2. Their attack relies
on the fact that the following scheme uses secret channels between each member
such that we cannot know whenever an error appears which party has cheated
if both players are corrupted.
To avoid this attack, Gennaro et al. duplicate the scheme: in the first part, the
honest group is selected and in a second phase, the public value associated to
the shared secret is made public. In this case, the qualified group is determined
at the end of the first phase. In the first selection phase, each server commits a
random value with the unconditional scheme of Pedersen in [21] ; whereas in the
distribution phase, players release information enabling everyone to compute the
public value. If a player cheats in the second phase, but belongs to QUAL, the
other players run an error-correcting algorithm with the values that the cheating
player had distributed during the first phase.

The need for two phases comes from the fact that the private channels used
hide faulty players. Consequently, after the first phase which uses a symmetric
algorithm, we do not know if the cheating player is :
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— the sender who has sent a false share within the private channel, or
— the receiver who claims that he has received a bad share.

Therefore, the second phase is needed to solve the “complaints”. However, we
can expect that in general no server will be corrupted. Thus this second phase
appears to be redundant and useless. Moreover, it is the most time consuming
phase of the protocol.

1.2 Owur Solution

Our approach is focused on simplifying previous protocols. In a real implemen-
tation of private channels, an additional previous round must be executed to
share the secret key between each pair of servers. This first round is usually put
as a requirement for the channel but this phase involves penalties in practical
implementations.

Moreover, in private channels, we cannot know whether the faulty player
is the sender or the receiver in the first phase. The second phase of [13] is
therefore needed to solve the complaints coming from this ambiguity. Hence, if we
use a Publicly Verifiable Secret Sharing scheme (PVSS) and Publicly Verifiable
Encryption scheme (PVE) [5], we are able to immediately detect whether the
sender has sent faulty parts. Then, malicious players are caught and we do not
allow them in the group of qualified members. Consequently, our scheme consists
of only one phase where each participant shares his random number with a PVSS
scheme and transfers the share to the intended party with a PVE scheme in such
a way that all parties can verify that the receiver is able to recover his share.
As we use only one phase with a PVSS, all users must be able to determine the
public key at the end of this stage. Consequently, we use a synchronous network
to avoid “rushing attacks”, where an adversary waits until all other servers have
played before defining its own value. In this scenario, an adversary can choose
a public key or at least bias the distribution. Therefore, the release of values
A; o will be made at a fixed time for each server. In 81l we show how to avoid s
ynchronous network with a new kind of player.

Complexity of the Protocol. In our scheme, all users have to verify a lot of
proofs. Particularly, if the numbers of participants is £ and each of them shares his
secret random in £ pieces, we have O(¢?) shares in the scheme. Moreover, in our
scenario, all of these pieces are broadcast and must be verified by all participants.
We do not use a “complaint phase” in which a misleading player informs the
others that a verification does not work. Hence, the computation complexity is
O(k(?), whereas other schemes have a complexity in O(kf). However, we believe
that it does not tamper practicality since the number of participants is usually
limited. Finally, the hidden constant in the O-notation of other protocols makes
the comparison a bit meaningless.

Improvement of the Complexity. At first glance, our scheme seems to be
costly in terms of computations since all servers have to check the shares of the
others. However, as noted above in practical situations we have to deal only with
few servers. Furthermore, if we want to execute our protocol with more servers,
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we provide in appendix[8:2 a solution to speed-up the verification phase. Thanks
to a fast batch verification, we prove that the computation complexity of our
scheme is comparable with previous ones.

1.3 Outline of the Paper

In section 2, we define the security model for the distributed key generation
of discrete-log keys. In section 3, we recall some cryptographic primitives and
present a proof of fairness. In section 4, we describe the scheme and in section 5
the security proof. Finally, we discuss the complexity of our protocol in section 6.

2 The Security Model

2.1 The Network and the Players

Our game includes the following players connected through a synchronous broad-
cast channel : a set of ¢ servers Pi,..., P, and an adversary who may control
up to t servers. A player P; is considered good as long as he has followed the
protocol and faulty once he has deviated from the protocol.

2.2 Formal Definition

A t-out-of-£ threshold key generation scheme is a protocol that allows any subset
of t 4+ 1 players out of £ to generate the secret key, but disallows the generation
if fewer than t players participate to the protocol.

A t-out-of-¢ threshold key generation is composed by a key generation algo-
rithm that takes as input a security parameter k, the number ¢ of generation
servers, and the threshold parameter ¢ ; it outputs a public key PK, and a list
SKi,...,SKy of shares of the private key associated to the list PK;,... , PKj
of shares of the public key.

2.3 Security Requirements

The security requirements for a threshold key generation scheme are correctness
and secrecy. We present here the requirements for discrete logarithm public key
PK =y =g¢" mod p and SK = z. The SK is shared among the ¢ servers.

The correctness property consists of the three followings items.

— All subsets of t+ 1 shares provided by honest players define the same unique
secret key x.

— All honest parties have the same value of public key y = g* mod p, where z
is the unique secret guaranteed by the previous item.

— The value z is uniformly distributed in Z,, and hence y is uniformly dis-
tributed in the subgroup generated by g.
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The secrecy property means that no information on = can be learned by an
adversary beyond what follows from equality y = ¢ mod p. The secrecy condi-
tion can be more formally expressed in terms of simulatability. The simulation
enables to prove that the attacker A learns nothing on the random numbers
of the uncorrupted servers. More precisely, if A has knowledge of the ¢ random
numbers of the corrupted servers and knows the public value y, a program called
simulator & can be executed in expected polynomial time, so that the view of
the adversary during a real run is indistinguishable from the output of the simu-
lator. Hence, the adversary cannot see if the distribution comes from a simulator
or from a real run. Consequently, as the simulator does not know the secret in-
formation, the output of the simulator cannot be used by the adversary to learn
knowledge on the secret numbers of the uncorrupted players.

2.4 The Adversarial Game

To define correctness and security against a static adversary, we consider the
following game played against such adversary.

A1l The adversary A has knowledge of the intended output of the distributed
discrete-log public key algorithm : the public key .

A2 The attacker chooses to corrupt t servers. A learns all their secrets and she
actively controls their behavior.

A3 Each participant chooses a random number and shares it using a Publicly
Verifiable Secret Sharing scheme among the others.

3 Cryptographic Primitives

3.1 The Paillier Cryptosystem

Various cryptosystems based on randomized encryption schemes E(M), which
encrypt a message M by raising a basis g to the power M and suitably randomiz-
ing the result, have been proposed so far [15lJ3[[17/1819]. Their security is based
on various “residuosity” assumptions and the trapdoor is a hidden subgroup
where discrete log computations are feasible. We call those cryptosystems trap-
door discrete logarithm schemes. As an important consequence of this encryption
technique, those schemes have homomorphic properties that can be informally
stated as follows:

E(M; + M) = E(My) x E(My) and E(k x M) = E(M)"

Paillier has presented three closely related such cryptosystems in [T9]. We
only recall the first one.

This cryptosystem is based on the properties of the Carmichael lambda func-
tion A(IN) in Zy=". We refer to A(N) as A\. We recall here the main two theorems:
for any w € Zp-=",

w*=1mod N, and w™ =1mod N?
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Key Generation. Let N be an RSA modulus N = pq, where p and ¢ are prime
integers. Let G be an integer whose order is a large multiple of N modulo N?2.
The public key is PK = (N, G) and the secret key is SK = A.

Encryption. To encrypt a message M € Zy, randomly choose v in Zx™ and
compute the ciphertext ¢ = GMu mod N2.
L(c* mod N?)
L(G* mod N2)
L-function takes in input elements from the set Sy = {z < N2?|z = 1 mod N}
and computes L(z) = .

The integers ¢* mod N? and G* mod N? are equal to 1 when they are raised
to the power N so they are N*® roots of unity. Furthermore, such roots are of the
form (1+N)? = 14+BN mod N2. Consequently, the L-function allows to compute

such values § mod N and L((GM)A mod N?2) = M x L(G* mod N?) mod N.

The Residuosity Class Problem. Assume the order of G is a multiple of N.
A number v is said to be a N*" residue modulo N? if there exists a number
uw € Zy2" such that v = v mod N2. For w € Zy2", we call N*" residuosity
class of w with respect to G the unique integer r € Zy for which there exists
u € Zn™ such that G"u = w mod N2.

The Composite Residuosity Class Problem is defined to be the computational
problem of computing the class of a random element in Zy2".

Decryption. To decrypt ¢, compute M = mod N where the

Security. This problem that exactly consists in inverting the cryptosystem, is
believed to be intractable. The semantic security is based on the difficulty to
distinguish N*! residues modulo N2. We refer to [19] for details.

3.2 A Proof of Fairness

In this section, we present a proof in the style of [23] which enables to prove
that decryption of Y = G®u" mod N? in base G allows to recover the discrete
logarithm of y = ¢g* mod p in base g, where g is of order a prime ¢ in Z,".

We describe a non-interactive statistical zero-knowledge proof of the existence
of two small numbers ¢ and 7 so that || < A and |7| < B which verify that
G°Y 7 is a N*® residue for o7~ ! = log, y. We prove the security of the proof
in the random oracle model.

Description of the Proof. Let « € [0, 5] be the secret value, and A, B and
S three integers such that |A| > |B| - |S| 4+ k’ where £’ is a security parameter.
The value B is the output length of a hash function H.

The prover chooses a random r in [0, A[ and arandom s € Zy™. Then, he com-
putes t = (¢” mod p, G"s" mod N?). Let e be the hash value H(g, G, y,Y, g" mod
p, G"s mod N?). Next, the prover computes z = r + ex and w = su® mod N.
If z ¢ [0, A, the prover restarts with another random values r and s until
z € [0, A[. The proof is the triple (e, z,w) € [0, B[x[0, A[x[0, N[. It is checked
by the equations e = H(g,G,y,Y, ¢*y~¢ mod p, G*w™Y ~¢ mod N?), z € [0, A,
and y? = 1 mod p.
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Completeness. The execution between a prover who knows the secret x and a
verifier is successful with overwhelming probability if SB/A < 1/2F is negligible.

Proof: The verifier has access to (e, z,w) where z = r + ex < A, w = su® mod
N, and e = H(g,G,y,Y,g" mod p, G"s"Y mod N?). He can check whether z <
147 gr — gr+e:1:(gz)fe — gzyfe modp, and GTSN — Gr+ex(5ue)N(quN)fe —
G*w™NY "¢ mod N2.

If the prover follows the protocol, the proof fails only if z > A. The probability
of failure of such an event taken over all possible choice of r is smaller than
SB/A. Consequently, the execution of the protocol is successful with probability
greater than 1 — STB. Thus, if SB/A is negligible, the probability of success is
overwhelming. a

Soundness. If the verifier accepts the proof, with probability > 1/B + € where €
18 a non-negligible quantity, then using the prover as a “black-box” it is possible
to compute o and T such that |o| < A and |t| < B such that o7~ = 2 mod g,
g° =ymod p and G°Y7 is a N*® residue modulo N2.

Proof: For a given t, if a prover can find two triples (e, z,w) and (¢, 2, w’)
which pass the proof with non-negligible probability, he can obtain the following
equalities : G*=% (w/w')N¢ = Y¢=¢ mod N2 and g% = y*=¢ mod p.

Hence, if wenote c =2 — 2 and 71 =¢ — ¢ :

G (w/w)N® =Y7 mod N? and ¢ =% mod p (1)
and |o| < A and 0 < |7| < B.

As y? = 1 mod p and as there is a unique subgroup of order ¢ in Z,", the
value y is in {g). Hence, from the second equality, we deduce that o7~ mod ¢
is the discrete log of y.

We note d = ged(o, 7). As ¢ is a prime number, we get o/d = 7/d x  mod q.
Let og = o/d, 7o = 7/d. Knowledge of (0¢, 7o) enables to compute the secret
x =070 ! mod q.

Let Z be the result of the decryption of Y. If ¢* = y mod p, we are done.
Otherwise, we search the values o¢ and 79 where o9 = o/d, 70 = 7/d and
d = ged(o, 7) to find x. In [23], Poupard and Stern describe how to find o¢ and
70 from Z and N provided that the proof is correct. They show that the smallest
vector of the lattice of dimension two where a basis is ((N,0), (Z,1)) corresponds
to the vector (og,79) whenever N > 2v/2AB. Hence, as the dimension of the
lattice is two, Gauss algorithm can be used to efliciently recover the smallest
vector in O(log N).

Consequently, if the proof is well-formed, participant P; can always recover
the intended share x which matches y = ¢* mod p. This fairness property is
useful to guarantee that the receiver will receive the correct data. a

Zero-Knowledge. This proof is a non-interactive statistical zero-knowledge
proof.
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Proof: We can construct a simulator that simulates the adversary’s view without
knowing the value z in the random oracle model. When an uncorrupted player
is supposed to generate a proof for a given y, Y, the simulator chooses e € [0, B|,
z € [0,A] and w € Zy" at random, and defines the value of the random ora-
cle at (g,G,y,Y, gy~ mod p, G*w™NY ~¢ mod N?) to be e. With overwhelming
probability, the simulator has not yet defined the random oracle at this point.
The proof is just (z,w,e). It is straightforward to verify that the distribution
produced by this simulator is statistically close to perfect provided that BS/A
is negligible. a

4 The Scenario

Each server has to verify all proofs broadcast by other players and to select the
qualified group of servers. All players are considered as probabilistic polynomial
time Turing machines. In the initialization stage, each participant performs the
key generation algorithm of Paillier’s cryptosystem. For ¢ = 1 to ¢, the public
keys PK; = (G;, N;) are published and the server P; secretly stores SK;. The
value N; is a RSA modulus, G; is an element in Zy2" of order a multiple of NV;
and SK; = A\(IV;). '
We consider the following scenario :

— Participant P; generates a random s; o, sets a; 0 = s;0 and chooses a;  at
random from Z, for 1 < k < t. The numbers a;, ... ,a;; define the polyno-
mial f;(X) = EZ:O a; . X* € Z,[X]. Then, he computes s; ; = f;(j) mod q.
He broadcasts : for k = 0,... ,t, A; x = ¢** mod p and y; ; = ¢° mod p,

= G5 u)i mod N?, and a proof (e; j,w; ;,2i ;).

— Then for each 1 <i,j < {, the servers verify that :
HAJk_Hga@k] _gzh oazk] fi( modp

and check whether ¢fi(%) mod p is equal to Yi,; in order to verify that the
distribution is correct. The servers also verify the proofs (e; ;,w; ;, 2, ;) and
ifyiq’j =1modpfor1 <45 <V

— The set QUAL of qualified servers is defined from the players who have
correctly played. The others are disqualified.

— Participant P; decrypts Y; ; and obtains s; ; for 1 <7 < £. He stores the parts
s, fori e QUAL and computes the public key as HleQUAL Aio= 7 mod
p if we note f(X) = > ,cquar fi(X). The share of the key obtained by
participant P; is equal to

Z si,j = f(j) mod ¢

i€EQUAL

The secret key s is shared in polynomial form with f(j) mod ¢ and in additive
form with z; mod ¢ between all participants belonging to the set QUAL.
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5 Security Proof

In this section, we prove the security of the scheme following the security model
defined in section [2.4] We have to ensure the correctness and the secrecy of the
scheme.

Correctness means that all players obtain the same key at the end of the
protocol, that t + 1 correct shares allow to recover the secret key and that the
secret value is uniformly distributed in the subgroup generated by g modulo p.

Secrecy means that no information on x can be learned by the adversary
except what follows from equation y = ¢* mod p.

Theorem 1 The sharing scheme s correct against adversaries.

Proof: Let us assume the existence of an adversary A able to break ¢ servers.

Correctness. It is clear that, at the end of the protocol, each server obtains the
same public key because each honest server has received the same information
and deduced the same set QUAL.

At the end of the protocol, the secret value is shared in polynomial form such
that any ¢t + 1 correct shares enable to interpolate the polynomial f of degree ¢
whose constant coefficient represent the secret key s.

Finally, the public key y is uniformly distributed in the subgroup (g) because
if one of the honest server is not disqualified and has selected his additive share
xz; at random, the secret ZiEQU AL i mod ¢ is randomized uniformly in Z,.
Therefore, the value y is uniformly randomized in (g). O

Theorem 2 Under the decisional composite residuosity assumption and in the
random oracle model, the sharing scheme is secure against static adversaries.

Proof: Secrecy. We describe a simulator S which takes as input an element

y € Z," in the subgroup generated by g and produces an output distribution
which is polynomially indistinguishable from A’s view of a run of the protocol
that ends with y as its public key output.

Let A the adversary who knows y in phase A1 and corrupts t servers at the
beginning of the protocol in phase A2. A learns all their secrets and she actively
controls their behavior.

Here, we can take advantage of the synchronized network. We have to sim-
ulate the distribution of all servers. However, when we simulate the run of the
protocol, the synchronization is not needed and we can wait until all malicious
servers play. This allows us to determine the public value y; of a specific good
server P such that we do not know its internal state.

Hence, each server P;, except P}, chooses at random z; mod ¢ and ¢ other
values a; 1 for k = 1,...,t. He sets fl(X) = 22:0 ai,ka € Z4[X]. Then, he
computes A; ; = g‘“ *mod p for Kk =0,...,t and calculates y; ; = ¢ mod p
and Y; ; = Gf 2 u; ]J mod N7 2. The distribution of these values and the distribu-
tion of those of the real protocol are equal.

Now, we have to simulate the distribution of player Py If we want the ending
value to be y, let yf = AT =y- HZGQUAL\{P*}(yZ) mod p, as the set QUAL is



310 Pierre-Alain Fouque and Jacques Stern

defined at the end of the synchronization. We choose at random ¢ values f;*(i;)
for the ¢ corrupted servers {i,...,4;} and send these values to these servers.
With the Lagrange interpolation formula, we can compute the public values y; j
of all other shares as :

t
S

* 1f

yi,j__gf (])_ i Il A )

where A7, = [T, ES\{]} = J, and S = {0,d1,... it}

Here we use an assumption which seems weaker than the assumption used
in order to prove the semantic security of the Paillier cryptosystem. In fact,
we have ¢® mod p and G®u” mod N? whereas the semantic security has to de-
cide whether the value G*u’Y mod N? encrypts z or not. To simulate Y;* TR
can therefore choose at random z;; € Zy, and u; € Zy,”, and set V", =
GfJujvJ mod N7?.

Player P; has an inconsistent internal state because he does not know the
discrete-log of y; in basis ¢ modulo p. However, this player will not be attacked
because in this model all corrupted servers are chosen at the beginning of the
game A.

Finally, in the simulation, the distribution produced by the simulator is sta-
tistically close to perfect. In the random oracle model, where the simulator has a
full control of the values returned by the hash function H, we define the value of
H at (9,G,y,Y,¢*y~¢ G*wNY ~¢) to be e. With overwhelming probability, the
simulator has not yet defined the random oracle at this point so the adversary
A cannot detect the twist. O

6 On the Complexity of The Protocol

All servers must perform ¢ x (£—1) verifications of the form y; ; = HZ:O Aikk mod
pforl <i</{andforl < j </l except for the ¢ shares generated by themselves.
Finally, each server must decrypt its part of the secret x.

In this case, P; has computed the ¢t + 1 values Al r = g% * mod p and the 3¢

values s; j = fi(j), vi,; = ¢° mod p, Y; ; = GS’ & 1; mod N7?.

For the proofs, each server P; has to check whether ¢;; =
H(g,Gj,vij,Yij, g7y~ mod p, Gz”w 7Y, 7 mod N?) and y! ; = 1 mod p
for each 1 < j </ and for each 1 <1 < / except for the proofs generated by P;.

In this case, P; has to compute the proofs (e; ;,z; j, w; ;) where the heavy
calculation is to compute w; j = s; ju;’;’ mod Nj.

Finally, each server decrypts its own part x; of the common secret . To
make this operation in an efficient way, the server P; computes the product
Y; =[L,Yi, = GjZi ¥4 mod sz using ¢ — 1 multiplications and performs a
single decryption on Y; to recover x; mod N;. This operation consists in a single
exponentiation as seen in Bl As z; = ), z; ; is upper bounded by 02 < g,
and ¢ x logy(¢l) < logy(IN;) for all j, the share z; mod N; is equal to z;.
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The complexity of our scheme is in O(k¢?) modular exponentiations where £ is
the number of servers and k a security parameter whereas the complexity of [13l/7]
is in O(kf). However, for a small number of participants, our protocol is more
efficient. In an appendix we provide an improvement of the computation
cost when ¢ becomes large and show that the complexity is of the same order as
previous schemes.

7 Conclusion

In this paper, we have proposed a threshold discrete-log key generation scheme.
We have described a distributed key generation with public channels using one
round of communication. Since the communication has been reduced, the com-
putational cost of the scheme increases, but if the number of servers is limited,
the overhead is not significant.

Our approach tends to simplify previous work in an area where recent works
have resulted in making schemes complex. Moreover, a second phase is not nec-
essary if we use public channel instead of private channel as was done before.
Our protocol is well-suited for small groups of servers. It runs in one round and
does not require interaction between servers.
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8 Appendix

8.1 Asynchronous Network

In some cases the synchronous network seems to be a strong requirement. We
use such network to cope with “rushing attacks”. A simple solution is to force
a Incorruptible Third Party (ITP) to play at the end. We call this third party
“incorruptible” since we do not require a “trusted” party, but only honest. At
the beginning, this server picks a random value @ in Z, and commits H(a) using
the hash function H. The servers play and compute 3’ = g“'/. At the end, the
ITP releases a to all players. The secret value is = 2’ + a mod ¢. Each server
can compute its share of the secret as x; = z’; + a mod ¢. This is due to the
Lagrange interpolation since the sum of the Lagrange coefficients is equal to 1.
Indeed, if S is a subset of cardinality ¢ + 1,

£(0) = AFf(i) mod q

€S
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Therefore, if we share the constant polynomial ¢(x) = 1 for all x, the value in 0
is always 1 and we obtain 1 =), ¢ /\f”ol. Consequently, if we write f(i) = 2/;,
FO) +a= (Y Aof (@) +a= Ao(f(i) +a) mod g

€S €S

Note 1. In this model, simulations against adaptive adversaries are easy since
we can fix the value of the ITP in the random oracle model. We can see it as
the “persistently inconsistent player” of [16].

Note 2. Dodis and Micali in [8] proved that a class of Secure Function Evaluation
(SFE) remains secure if we compose simple and secure protocols in sequence or
in parallel in the information-theoretic model. They use two models of parallel
reducibility (or parallel composition of protocols) that they called concurrent
reducibility and synchronous reducibility. The Concurrent reducibility applies
when the order of sub-protocol calls is not important whereas the Synchronous
reducibility applies when the sub-protocols must be executed simultaneously.
Their results [§] hold only in the “information-theoretic model” where we allow
private channels and not in the “computational model” that we need in our
protocol. In [6], Canetti proved the same results in the computational model but
only for concurrent reducibility and not for synchronous reducibility. Therefore,
the asynchronous network scheme that we propose in this appendix can be also
proved using Canetti’s theorem.

8.2 Improvement of the Complexity

When the number of servers is relatively small, our protocol is practical. How-
ever, it can be unpractical when the number ¢ of servers becomes larger. Here,
we provide methods to reduce the computation cost in this situation. We present
the computation cost in term of multiplications and we show that asymptoti-
cally our protocol has the same order of magnitude than others, i.e. O(¢3log(¢))
multiplications. This is achieved by reducing all verifications of our protocol to
three computations which are used in all protocols. This last calculation rep-
resents the heavy part of the computation cost and cannot be avoided in the
verifiable interpolation phase.

Since bad players only appear in rare situations, we aim to design efficient
protocols when all players are honest. However, we must be able to detect when-
ever bad players try to cheat and therefore, we require fast detection of active
malicious servers. When a malicious server is detected, we need to carry out the
protocol of section[f or to reboot the system as our protocol is state-free.

The first remark is that we cannot avoid the complexity factor O(¢2k), where
k is the bit-length of |p| or |N;|/2, from the communication point of view, since
in one round, all servers must be able to test whether other servers have cor-
rectly played. But, as today’s networks have large bandwidth and high speed
performance, the bottleneck is not the network communication but the compu-
tation load. Consequently, our main objective is to decrease the computation
complexity for detecting bad servers.
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It is straightforward to see that the larger complexity factor comes from the

verifications of ¢fi7) = HZ:O Ag’ , mod p. We have to check ¢? such equations
while the previous schemes only require ¢. Here we reduce the computation of
each player to 3¢ such equations.

Batch Verification. Bellare et al. in [I] describe algorithms to perform fast
batch verification for modular exponentiation and digital signatures. In this pa-
per, they present techniques to test whether many instantiations (z;,y;)7, sat-
isfy the equations g** = y; mod p. The naive method requires n exponentiations.
However, if we use probabilistic batch tests, the sequence of modular expo-
nentiations can be computed significantly faster than the naive re-computation
method.

They also describe an efficient algorithm to compute H?:l afi where the cost
is k+nk/2 modular multiplications if we note k the greatest bit-length of the ele-
ments b; (b; = b;[k] ... b;[1]). This number is strictly less than n exponentiations
followed by n — 1 multiplications where the cost of a single exponentiation a’ can
be estimated as 3k/2 multiplications if k is the bit-length of b. This algorithm
is hereafter called FastMult.

Algorithm FastMult((a1,b1),..., (an,bn))

a:=1;

for j = k downto 1 do
fori=1tondo if b;[j] =1 then a:= a.a;
a:=a?;

return a

This algorithm does k multiplications in the outer loop and nk/2 multiplica-
tions on the average in the inner loop. Hence, for computing y we get a total of
k + nk/2 multiplications.

Finally, they also provide a batch verification of the following form: given a
set of points, determine whether there exists a polynomial of a certain degree,
which passes through all these points. More formally, let S = (a1, ag,... ,am)
denote a set of points. We define the relation DEG £ 4 (8, g,,... ,3,,)(S) = 1iff there
exists a polynomial f(z) such that the degree of f(x) is at most ¢, and for all
1 €{1,... ,m}, f(Bi) = ay, assuming that all the computations are carried out
in the finite field F. Let the batch instance of this problem be Sy,... ,.5,, where
Si = (a1, .., m). The batch instance is correct if DEG £ (g,,... 3,.,)(5:) = 1
for all i« = 1,...,n; incorrect otherwise. This test is called RANDOM LINEAR
COMBINATION TEST.

Random Linear Combination Test. This algorithm takes as input n sets
S1,... .8, where S; = (a1, ,im); B1s- -, Bm, security parameter k, and a
value ¢ and checks whether for all ¢ € {1,...,n} there exists a polynomial f;(z)
such that deg(fz) S t and fz(ﬂl) =51, ,fi(,())nL) = Q4im-

The algorithm works as follows:

1. Pick regF
2. Compute v; = r"ap,; + ... + rag,;. This can be efficiently computed with
the Horner algorithm.
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3. If DEG£,5,,....8,)(715-++ »¥m) = 1, then output “correct”, else output
“incorrect”.

NOTATION If f;(x) = ama™ + ...+ ag, where a,, # 0, we denote by f;(x)[/!
the polynomial a,,z™ + ...+ az 12t Consequently, for m < ¢, f;(z)|'*! must
be equal to 0.

The polynomial F(z) = Y"1, 7' fi(x) is of degree at most ¢, and, therefore, it
holds that Y"1, r f;(x)|**! must be equal to 0. This is an equation of degree n
in the unknown r and hence has at most n roots. Therefore, to output “correct”
when in fact the instance is incorrect, » must be one of the roots of the equation.
This algorithm fails with probability at most %, which is a negligible quantity.
The running time of this algorithm is O(nm) while the naive method which
consists in computing the polynomial interpolation with t+1 points and checking
for each of them requires O(m?n) multiplications.

Application to Our Situation. First of all, we note that the computation cost
of checking whether the ¢? values y; ; encrypt g7 require 2 exponentiations.
In fact, we do not need to exactly test whether these equations hold but rather
whether a server send false shares. Obviously, each server must verify its own
shares but can only check whether the others are correct with high probability.

To this end, we can use the RANDOM LINEAR COMBINATION TEST. We need
to run this algorithm “in the exponents” and the proof follows from the fact that
g is a primitive element in the subgroup of Z," of order ¢. In our situation, we
have values «; ; correspond to y; ; and values 3; to 1.

The algorithm works as follows:

1. Pick regZ,

2. Compute v; = O‘ITZZ X ... % af ;. This can be efficiently computed from the
values y; 1, ... ,Yi using £ times the FastMult algorithm.

3. f DEGz, ¢,1,....0)(71, - - - ,7v¢) = 1, then output “correct”, else output “incor-
rect”.

The DEG consists in checking whether forall j = 1,... , ¢, ") = H};:O Agk
is equal to ;. The values A, correspond to the coefficients of the polynomial F
and are equal to ngzl @ikt = Hf:l Asz. In fact, v; is equal to ygi X.oXyp ;=
gl @'+t hir = X i) = gF () mod p.

Consequently, we have to compute the ¢ values v;, the t + 1 values Ap ) and
the ¢ relations DEG.

This algorithm fails with probability at most g which is a negligible quantity.

As usual, we estimate t as £/2 and accordingly, the complexity of the scheme
in the number of multiplications is:

1. To compute the values 7;, we need ¢ times calls to the FastMult algorithm
for ¢ products of powers where the size of the exponents are in £|q|; hence,
€ [tlg] + 5¢1gl) = O(£|ql).

2. To compute the coefficients of ¢F'*), we need (t+ 1) calls to the FastMult
algorithm for ¢ products of powers where the size of the exponents are in
lg/¢; hence, (¢ +1) x [|qle + Flql) = O(£]q]).
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3. To check the relation DEG, we need ¢ calls to the FastMult algorithm for
(t + 1) products of powers where the size of the exponents are in tlog(¢);

hence ¢ x [tlog(¢) + w log(£)] = O(£3log(¥)).

This algorithm requires O(¢3|q| + ¢3 log(¢)) multiplications.

The previously proposed algorithms cannot used this trick as they have only
one value in all set S;. Therefore, each server j has to perform ¢ calls to the
FastMult algorithm to verify whether y; = HZ:O Azkk for i =1 to ¢. This leads
to £ times the t + 1 products of powers where the size of the exponents are
in tlog(¢); hence, ¢[tlog(f) + ng(ﬂ)] = O(£3log(?)). If we have used this
method whereas the RANDOM LINEAR COMBINATION TEST “in the exponents”,
the complexity will have to be O(¢*1og(¢)).

In general, |q| = 160 and if we take £ = 32 = 25, {log(¢) = 160. Therefore,
when the number of server is greater than 32, our batch verification method
becomes to be more efficient than the standard method.

In order to be self-contained, we provide here an estimation of the complexity
of the proofs. The verifications of the ¢? proofs has a complexity negligible in
relation to the previous operation. We can essentially summarize the proofs as
checking whether the precomputed value g” is equal to g* x y~° mod p and G”
is equal to G*w™Y ~¢ mod N2. We have to carry out £? products of two or three
numbers where the size of the exponents are in |A| or |N|. Therefore, if we call
the FastMult algorithm, we obtain |A|¢? for the verifications in Z,* and |N|¢? for
the proofs in N?2. Consequently, the computation complexity is upper bounded
by the Random Linear Combination Test in the exponent for all schemes.
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Abstract. This paper addresses the security and efficiency issues of the
Mix-net based on permutation networks introduced in [I]. We first show
that the original construction results in a Mix-net that yields biased
permutation, so it gives some advantage to adversaries. A simple repair
is provided. We then observe that one of the original schemes can be
improved so that the servers and verifier enjoy more efficient computation
and communication.

1 Introduction

Secure networks will need to provide data integrity and authenticity, and ex-
isting networks like the Internet are pursuing these goals. In some applications,
however, sending data in an anonymous way plays a central role. Anonymous
voting, payments, or donations are typical examples of applications that con-
cern user’s privacy. Mix-net is a cryptographic technique that offers anonymity
over non-anonymous, i.e., traceable networks; it hides the source of a message
by mixing it with other message sources.

Since the notion of Mix-net was introduced by Chaum [3], much work has
been done on providing more secure, efficient and widely applicable schemes
[L5T9T3IRISOITITO0IT4]. Some of them are cryptoanalyzed and plausibly fixed
[L7T1IRI616/12].

In [I], Abe introduced an efficient construction of robust and publicly ver-
ifiable Mix-nets based on permutation networks. Since the resulting schemes
provide O(tN log N) efficiency for N inputs and ¢ tolerable corrupt mix-servers,
they suit a small to moderate number of inputs. Those schemes are considered
to be the most efficient ones that provide robustness and public verifiability.

This paper addresses the security and efficiency issues of the schemes in
[I]. We first show that the construction results in a Mix-net that yields biased
permutation, so an adversary can have more advantage in violating anonymity
than random guessing. We provide a sure and simple solution that achieves
uniform distribution over all permutations. We then observe that one of the
original schemes can be improved so that the servers and a verifier enjoy more
efficient computation and communication.
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Fig. 1. Settings of a switching gate.

PN® = Switching Gate PN® = Switching Gate

Fig. 2. PN® with PN Fig. 3. PN®) after decomposing PN®

2 Review

We begin by reviewing the Benes permutation network [20]. Consider a switch
that transposes two input signals according to a binary control signal as illus-
trated in Fig[ll The Benes permutation network is a network of such switches. It
yields arbitrary permutation of the inputs by setting the switches. For IV inputs,
which is restricted to be a power of 2, Nlogs N — N + 1 switches are necessary
and sufficient to produce arbitrary permutation. Fig.[2and [Blillustrate recursive
construction of the Benes permutation network for 8 inputs, denoted by PN®),
Boxes represent switching gates, and the dotted ones indicate fixed gates that
simply output the inputs.

Next we review the Mix-net in [[I], which they call MiP-1. It consists of m
servers. Up to ¢(< m/2) of them can be malicious and colluding. Let p, ¢ be
primes. Let g be an element of Z; that generates a prime subgroup of order
g denoted by (g). Let x be the decryption key of the Mix-net and y(= ¢*) be
the corresponding public key (all arithmetic operations in this paper are done
in Z, unless otherwise noted). The input to the Mix-net is a list of N ElGamal
ciphertexts encrypted with y. An ElGamal ciphertext of message msg € (g) is
a pair (M, G) computed as (M, G) = (msg - y*,¢°) where s €g Z,. The servers
logically simulate a series of ¢t + 1 permutation networks that take IV ciphertexts
as inputs. Let £ denote the total number of columns in ¢ + 1 PN®)s. That is,
& = (t+1)(2logy N+1). Each server is assigned some (or all) columus of switches
in a permutation network in such a way that m servers are assigned £ columns
in total. Let y1,...,y¢ be shares of y such that y = Hle y;. Let x; be private
key for y;, i.e. y; = g*¢. The server that is in charge of the i-th column privately
holds z;. For the sake of robustness, x; is shared among all servers by using ¢+ 1
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threshold secret sharing. Let §; denote Hf: j+1Yi- (Let go =y and ge = 1.) At
each switching gate in the j-th column, each input ciphertext (M, G) is partially
decrypted and randomized as

(', G") = (MG §5.Gy')

for r €y Z;, and output according to the randomly selected setting of the
switch. (For all fixed gates and the switching gates in the &-th column, let
(M',G") = (MG~%i,G).) A zero-knowledge proof is then used to prove that
the the outputs are correct. The proof can be done efficiently by using Chaum-
Pedersen technique [4] combined with the OR-proof technique of [5]. Observe
that (M’,G’) is an ElGamal ciphertext for public key ;. Accordingly, the out-
puts from the last column, which are M’ = MG™%¢, are the plaintexts that
correspond to the input ciphertexts.

This scheme provides O(¢N log N) efficiency and is known to best suit small
numbers of inputs as the previous robust verifiable schemes, e.g., [T913] require
O(mNEk) for error probability 27%.

It was proven in [I] that, under the decision Diffie-Hellman assumption, any
poly-time adversary can guess the setting of each switch with probability only
negligibly better than 1/2 since ElGamal encryption is indistinguishable and the
proof is zero-knowledge with regard to switch setting. Hence, it was claimed that
the scheme provides anonymity.

3 Security Issue

3.1 Biased Permutations

We show that randomly selecting each control signal results in a biased permu-
tation even if all servers behave correctly. Let n be the number of switching gates
in PNWY) | that is 1= Nlogy N — N + 1. Observe that N! < 27 holds for N > 2.
So there are 27 — N! permutations that have two or more different representa-
tions (switch settings). Accordingly, permutations with multiple representations
are more likely to be generated than those with single representations if control
signals are randomly set.

Indeed, the bias is even worse. Let (5 be the number of representations of
PN™) for the identity permutation, which straightforwardly outputs the inputs.
The identity permutation is clearly produced when b = 0 for all switching gates.
Observe that the identity permutation can also be obtained by setting b = 1 for
two gates located in the same row of the leftmost and rightmost columns such as
gate 2 and 5 in Figure 2. Since there are N/2 — 1 such pairs of gates in PN(N)7
we have

(N = CN/Q2 oN/2=1 (1)

;From the above recursive formula and the fact that (; = 1, we obtain

(= 2(V/2) loga (N/2)=N/2+1, o)
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Furthermore, as we will discuss in Section B.2] there exist permutations that have
only one representation. Thus, when each control signal is chosen randomly, the
identity permutation appears with probability exponentially higher than the
ones that have only one representation.

Table [T shows the number of permutations that have more than two repre-
sentations for PN®)_ It can be observed that some permutations are likely to be
chosen with 32 times higher probability.

Table 1. Number of permutations in PN®that have multiple switch settings. 128 of
8! permutations have 32 different switch settings.

#(equivalent settings)|# (permutations)

32 128

16 512

8 2816

5 2048

4 12288

2 14336

1 8192

3.2 Generating Non-biased Permutations

This bias can be eliminated in a simple way; first choose a permutation uniformly
and then compute a proper setting of switches that represents the permutation.
Clearly, this results in uniform distribution over all permutations. As in the
original scheme, the setting of switches remains concealed.

A drawback is the increase of computation needed to transform a permutation
to a switch setting. According to Waksman’s algorithm [20], such a computation
incurs O(N log N) time and memory.

The following description might be easier to follow if readers keep Figure
in mind. Let I, ---, I, be inputs to PN and O1,- -+, 0, be the corresponding
outputs from the switching gates in the first column of the permutation net-
work. Similarly, let O, ---,0,, be outputs of the network and I, -+, I, be the
corresponding inputs to the switching gates in the last column. All switches are
set to be straight, i.e. b=0, as the initial state.

The following algorithm sets the switching gates so that the network repre-
sents a given permutation o : {1,---,n} — {1,---,n} that results in O; = I,
for i = 1,...,n. Indeed, we describe the algorithm so that it sets the gates in
only the first and last column of PN("), i.e., the numbered gates in Figure 2.
Applying the algorithm repeatedly to the next inner set of gates, eventually sets
all switching gates.

In the following, for some index j, j denotes the index such that I; and I;
(or O; and Oj3) are connected to the same gate. Let F; be a flag, associated with
O;, which is initially unset. The algorithm starts with ¢ = 1.
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Step 1 Find the smallest ¢ such that F; is unset. If i # 1, arbitrarily set b €
{0,1} for the switch O; comes from.
Step 2 Repeat the following steps.
2-1 Set Fz B
2-2 Identify j such that I; = O; by examining the switching gate that O;
comes from. R
2-3 For k such that I, = I; (i.e, k = o(i)), if either j or k is even while the
other is odd, then set b = 1 for the switch I enters.
2-4 Identify ¢ such that Og~: I, by examining the switching gate I enters.
2-5 For t such that O; = Oy (i.e, t = 0~ 1(k)), if either ¢ or /£ is even while
the other is odd, then set b = 1 for the switch that O; comes from.
2-6 Set F; and let 7 be t.
2-7 If F; is already set, exit Step 2.
Step 3 Repeat Step 1-2 until all flags have been set.

The switches in the first and the last column are now configured and the
internal permutation produced by the remaining switches can be computed from
the current configuration. By recursively applying the above procedure to the
remaining switches, taking the internal permutation as o, one can configure all
switches.

By using the above conversion algorithm, we can show that there exists a
permutation with a unique representation. Observe that for any switch setting,
there exists an execution of the above algorithm that results in the setting.
Thus, the algorithm can yield all possible switch settings. Observe that Step
1 is deterministic when i = 1, and Step 2 is always deterministic. Thus, if a
permutation has two or more representations, corresponding executions of the
above algorithm must select different b at Step 1 in some level of recursion.
Conversely, a permutation has a unique representation if Step 1 is executed only
once in every recursive execution during the conversion. And clearly, one can
manipulate the switch setting so that it happens.

4 Efficiency and Availability Issues

Here we observe that the original scheme reviewed in Section [2] unnecessarily
uses many keys. In that scheme, decryption is incorporated into the task of
every switching gate so that one layer of encryption is removed each time a
ciphertext passes a gate. The following drawbacks arise.

— The servers have to securely maintain £ private keys and m times many
shares of the keys.

— The number of inputs has to be fixed before generating y1,...,ys as § de-
pends on .

— The zero-knowledge proof at each switching gate is expensive.

Our solution to eliminating these drawbacks is to incorporate the partial
decryption only into the switching gates in the last column of each permuta-
tion network; the remaining switching gates perform randomization only such as
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(M',G") = (Myj,,,Gg"). Although computational efficiency is asymptotically
unchanged, this surely saves running time for computing factor G™** in most
switching gates and corresponding proofs. Furthermore, since the number of y;
becomes t + 1, which is independent of the number of inputs, the number of
inputs need not be fixed before key generation.

5 Refined Scheme

The refined scheme, which reflects all the remarks in the previous sections, is
given below.

[Preparation]
Let {1,...,m} denote servers. The servers agree on a subset of servers, say
W cC {1,...,m} that contains ¢ + 1 servers.

[Key Generation]

The servers generate key pairs (y;,z;) for i = 1,...,¢ + 1 by executing the key
generation protocol of [7]. Public key y; is published and private key z; is shared
in a threshold manner so that x; can be re-constructed by ¢ + 1 honest servers.
Working server 4, which refers to the i-th server listed in W, is given shares from
other servers and computes x; privately.

[Mix processing]
Let Ly be a list of input ElGamal ciphertexts. Working server ¢ takes list L;_
and outputs list L;. Working server ¢ simulates the i-th permutation network in
the following way.

1. Randomly choose a permutation 7 : {1,...,N} — {1,...,N}.

2. Compute the switch setting that corresponds to 7 following the algorithm
shown in Section [32

3. For each switching gate except for the ones in the last column of the sim-
ulating permutation network, randomize each input ciphertext (M,G) as
(M',G") = (Mg;,,,Gg") with random factor » €g Z,. For each switching
gate in the last column, perform randomization and decryption at the same
time as (M',G') = (MG~*47,Gg"). (The last server only perform decryp-
tion as M’ = MG~®*+1.) Then, output the resulting ciphertexts in order
according to the switch setting defined in the previous step. For the fixed
gate in the last column, decrypt the inputs as (M',G’) = (MG~ ", G) and
simply output them. Then prove that the output is correct by using zero-
knowledge proof. The proof protocol is unchanged from the original one in [I]
(also see [10] for a slightly more efficient proof protocol).

All servers verify the proofs given by server ¢. If more than ¢ servers agree that any
of the proofs is faulty, then server i is disqualified. All servers then cooperatively
reconstruct z; and decrypt the ciphertexts in L;_1 in public.

The security of this scheme can be argued in the same way as shown in the
original paper with the additional consideration that this scheme yields a uniform
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distribution over all permutations. (One missing argument in the security proof
of [1] was about the distribution of the resulting permutation.)
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Abstract. Wireless authentication and key establishment (WAKE) pro-
tocols are essential in mobile communications. The key recovery mech-
anism may also be required in mobile communication systems for the
investigation of serious crimes and for national security. Recently some
protocols that give key recovery in the WAKE protocol have been pub-
lished. In this paper we propose new key recovery protocols that improve
previous protocols in security and efficiency.

1 Introduction

Mobile communications comprises one of the fastest growing sectors of the IT
industry. Current second generation services such as cellular and PCS are world-
wide used. The next generation of mobile communication systems, such as UMTS
(Universal Mobile Telecommunications System) [1] and IMT-2000 (International
Mobile Telecommunications-2000) [2J3] will provide a wider spectrum of services,
including high quality multimedia and Internet services.

The security features for mobile communication systems include: confiden-
tiality on the air interface (which is much more vulnerable to eavesdropping
than a wired interface), anonymity of the user and authentication of the user
to network administration in order to prevent fraudulent use of the system [11].
As the number of network operators (NOs) or value-added service providers
(VASPs, e.g. a bank in electronic commerce) grows, a user may want to en-
sure that he is connected to the NO/VASP that he trusts. Further, users and
NOs/VASPs may want to establish a shared session key to encrypt the subse-
quent message exchange. This is achieved through the successful execution of
wireless authentication and key establishment (WAKE) protocol between the
user and the NOs/VASPs.

As mobile communications increase, the key recovery mechanism may be re-
quired in mobile communication system for the investigation of serious crime
and national security. Key recovery, although still a matter of debate, is ex-
pected to be deployed in the UMTS security architecture to satisfy government
requirements concerning lawful interception [4].

In this paper, we briefly review the background on key recovery in Section 2.
This is followed by previous key recovery systems in WAKE protocol of ASPeCT
project [11] in Section 3. New key recovery systems will be described in Section
4. Finally Section 5 contains concluding remarks.

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 325-338 2001.
© Springer-Verlag Berlin Heidelberg 2001
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2 Background on Key Recovery

The history of key recovery started in April 1993, with the proposal by the
U.S. government of the Escrow Encryption Standard [5], EES, also know as the
CLIPPER project. Afterwards, many key recovery schemes have been proposed.

To protect user privacy, the confidentiality of data is needed. For this, key
recovery (KR) seems useless, but there are some scenarios where key recovery
may be needed [6l/7]:

— when the decryption key has been lost or the user is not present to provide
the key

— where commercial organizations want to monitor their encrypted traffic with-
out alerting the communicating parties; to check that employees are not
violating an organization’s policies, for example

— when a national government wants to decrypt intercepted data for the in-
vestigation of serious crimes or for national security reasons.

In this paper we use following terminology, as in [6]:

Key Recovery Agent (KRA). A trusted third party that performs KR in
response to an authorized request.

Key Recovery Information (KRI). An aggregate of data that is needed by
the KRA in order to complete a KR request, e.g. a session key encrypted under
the KRA’s public key.

Key Recovery Requester (KRR). An authorized entity that requests KR
from the KRA. The KRR would usually be a LEA (Law Enforcement Agency)
in possession of a valid warrant.

Interception Agent. An entity that acts in response to an authorized request
for interception of a target identity by filtering out the communications traffic
corresponding to the target identity. This function would usually be performed
by NOs [89]

In [10], two different enforceability levels are defined in key recovery:
Level 1. At this level, the enforceability mechanism ensures that no user of

the system (including VASP) can succeed in circumventing the KR mechanism
unilaterally, i.e. without the cooperation of the other communication party.
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Level 2. At this level, enforceability mechanisms ensure that no user of the sys-
tem (including VASP) can succeed in circumventing the KR mechanism, even
with the cooperation of the other communicating party.

If a user in the KR system sends a bogus value instead of KRI, the KR cannot
succeed and the session key will be unrecoverable. Here, the level 1 condition is
not satisfied. In order to satisfy the level 1 condition, the KR system needs addi-
tional verifiable information to prove validity of KRI before KR occurs. However,
KR system cannot satisfy the level 2 condition because of super-encryption [10].
Therefore, we do not consider level 2 condition here.

3 Previous Protocols

In this section we review the ASPeCT WAKE protocol [TTT2], the KR enhanced
ASPeCT protocol [7], and the modified KR enhanced ASPeCT protocol [6]. We
mainly use notations and definition in [6] to describe these protocols.

3.1 ASPeCT WAKE Protocol

The most well-known public key based WAKE protocol for UMTS is proposed
by the ASPeCT project, which is responsible for the research and development
of security technologies to be used in the UMTS system. The ASPeCT protocol
[11] is proposed for user-to-NO/VASP interfaces to achieve the following goals:

1. mutual explicit authentication of A and B;

2. agreement between A and B on a secret session key K 45 with mutual implicit
key authentication;

. mutual key confirmation between A and B;

. mutual assurance of key freshness (mutual key control);

. non-repudiation of origin by A for relevant data sent from A to B;

. confidentiality of relevant data sent by A to B.

S Ok W

Two protocols have been designed for these purposes (B- and C- variant)
[TT/T2]. Their main difference is the existence in the C-variant of an on-line TTP
of user A. For brevity we describe the B-variant and mainly consider key recovery
in B-variant, but the same solutions can be applied to C-variant.

The message flows of the ASPeCT protocol are shown in Figure 1, where all
the charging related data field are omitted for simplicity. The detailed description
can be found in [ITJI2]. The notations used in this, and subsequent protocol
descriptions, are shown below.

A the identity of the user

B the identity of the VASP

TTPy the identity of the TTP that user A trusts
g a generator of a finite group

TA a random nonce chosen by user A
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B a random nonce chosen by user B

Kap a secret session key established between A and B

Kgl A’s private signature key

Acert public key certificate of the user A that is signed by T7T P4

Beert public key certificate of the user B that is signed by TT P4

b the private key component of the public-private key-agreement
key pair of the B

g° the public key component of the public-private key-agreement
key pair of the B

m}—1 e message m signed by the user wi is private signature
K th igned by th ith hi ivate signat

key K

{m} Kap the symmetric encryption of a message m using the session
key KAB

h,h1,ho, hs one-way hash functions

A: user, B: VASP, TTPa: TTP of A, Kap = h1(r5,g"™)
1. A— B: ¢"4, TTPa

2. A+ B: TB,hQ(KAB,TB,B),Boert
3. A— B: {{h3(grA7gb7TB7B)}K—17Acert}
A Kap

Fig.1 The ASPeCT protocol

A generates a random number r 4, computes g"4, and sends it to B with the
identity TT P4. On receipt of the first token, B %enerates a random number rg
and computes a session key Kap = hy(rp, (g . B then sends Token 2 to A.
On the receipt of the second token, A computes the key Kap = hi(rp, (g°)"™)
and compares the hashed value ho(Kap,r5, B) with the one received. If the
check succeeds, A generates the signature (shown in Figure 1) and sends Token
3 to B.

3.2 KR Enhanced ASPeCT Protocol

Rantos and Mitchell proposed a KR enhanced ASPeCT protocol [7]. Their strat-
egy was to modify the already designed and well-studied ASPeCT WAKE pro-
tocol [IT12] without any overhead at the user end and without introducing any
vulnerability.

In their protocol, each entity A and B registers with a KRA, KRA, and
KRApg in their respective domain. The same TTP is assumed to act both as
the certification authority (CA) and the KRA for each entity. Two different
KR schemes are proposed that are applicable to both B- and C-variants of the
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ASPeCT protocol. For brevity, we describe the B-variant protocol with KR.
The application to C-variant ASPeCT protocol is straightforward. The first KR
scheme is described in Figure 2.

A: user, B: VASP, TTP4: TTP of A, Kap = hi(rp, ")
A:ra = f(wa,sa), L = (g"4)™

1.A— B: g™ ,s4,{A},, TTPx

2. A+ B:rp,h2(Kap,7B,B), Bcert
3. A— B: {{hg(grA,gb,T’B,B)}KflyACert}
A Kap

Fig.2 KR enhanced B-variant ASPeCT protocol

The ASPeCT protocol is given a key recovery capability by slightly modifying
the way that A’s random nonce, r4 is generated. In the ASPeCT protocol, 74 is
chosen at random by A prior to the start of protocol. But in the KR enhanced
protocol, 74 is computed as:

ra= f(wa,sa)

where f is a one-way function, s4 is a one-time random seed, and wy4 is a
secret value shared between A and K RA,4. The user A registers wy with his
K RA 4 during the key recovery registration phase. In order for the K RA4 to be
able to compute the value s4, the user A must send s4 and his own identity A
encrypted under L = (¢g*4)"4, where g*4is the K RA4’s public key-agreement
key.

In the key recovery phase of A’s domain, intercepted values include s4, {A},,
rg, and g°. With these values, KRA4 decrypt {4}, and, from A’s identity, ob-
tain the corresponding secret value w4, which, in turn, can be used to recompute
K4p. In B’s domain, however, the procedure is slightly different. In key recov-
ery registration phase, B escrows his private key b to K RAg. Thus KRAp can
recover K 4p when presented with rg and g"4. Other fields from the protocol
also must be submitted to KRA to check that the request is within the scope of
the warrant. However, we omit these fields for brevity.

To increase flexibility, Rantos and Mitchell [7] proposed that w4 could be a
temporary secret, computed as:

waA = f*(wZaTT)

Where f* is a second one-way function, wj is a long-term secret shared
between KRA 4 and A, and T'T is a time stamp.

The second KR scheme does not require any shared secret between A and
KRA_4. The only difference is that the first token is changed as:
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1.A— B: g"4,{A,ra},,TTPy

where r4 is a random number generated by A. KRA, can compute Kap
directly by decrypting {A, 74}, .

3.3 Modified KR Enhanced ASPeCT Protocol

Nieto et al. identified security flaws with the KR enhanced ASPeCT protocol [7],
and proposed a modified KR enhanced ASPeCT protocol [6]. They pointed out
that the inclusion of {A}, in Token 1 of the KR enhanced ASPeCT protocol was
unnecessary (see Figure 2). In the KR enhanced ASPeCT protocol, A’s identity
allows K RA 4 to obtain the corresponding secret key w 4. In order to preserve the
anonymity of the user, the identity is further encrypted under L. However, the
identification of the encrypted data is performed before the actual submission
of the KRI to the KRA. Therefore, Nieto et al. dropped the unnecessary {A},
from Token 1 in their modified protocol.

Nieto et al. also pointed out that the mutual authentication property, which
was originally provided in the ASPeCT protocol, was not provided in the KR
enhanced ASPeCT protocol. They explained how an impersonation attack can be
mounted in the KR enhanced ASPeCT protocol in the case wa is a temporary
secret. Futher, user A cannot be sure whether the protocol tokens are being
exchanged with B or KRApg, since both B and K RAg know b. Therefore, in
their modified protocol the escrow of b is avoided and the protocol token is
changed slightly to protect the impersonation attack. They also enforced the
KR protocol by providing a public KRI validation function in the domain A.
According to their definition, a public KRI validation function is a validation
function that can be executed to verify the integrity of KRI by anyone using
only public available information.

The modified KR enhanced protocol is described in Figure 3.

A: user, B: VASP, TTP4: TTP of A, Kap = hl(rB,gb’"A)
A: sa = (wah(¢g"™) +ra) mod q, B: rg = fe(ws, sB)

1. A= B: ¢"A, TTPa
2. A« B:rg® ¢4, ha(Kap,r8, B), {SB}KAB’BC”t
3. A— B: {{h3(grA7gb7T‘B7B)}K;17ACe’rt}K ,SA,SB

AB

Fig.3 Modified KR enhanced B-variant ASPeCT protocol

In the description of the protocol, we use the following notation: p a large
prime, g a prime with ¢|(p — 1), and g an element in the multiplicative group Z}
of order gq.
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KRI Generation Phase. The user A generates wa, 1 < wy < ¢ — 1, and
shares with K RA 4. The value ¢4 = g4 is made publicly available. A selects a
random integer r4, 1 <74 < ¢ — 1, and compute ug = g"* and calculates s4
as:

sa4 = (wah(ua) +ra) mod q

B generates a random number rg = fp(wp,sg), where fp is a one-way
function, wpg is a secret value shared with KRApg, and spg is a random number.

KR Phase. In A’s domain, K RA 4 first computes 74 as:
ra =84 —wah(uy) mod g,

Next, KRA4 compute Kap = hi(rg, (g°)™).

In B’s domain, K RAp computes ¢4 by first calculating

rg = fB(wp, sB)
and therefore
9" = (rp @ ¢") @rp.
Next, K RAp computes K p = hy(rg, g").

Public KRI Validation Phase in A’s Domain. Given the public data
uA,Sa, and A, a monitoring third party V' can check the integrity of the KRI
fields generated by A, as follows:

— obtain authentic public value ¢4
— compute ¢’ = h(u4) mod ¢ )
— V resolve the validation process as successful if and only if g°4 = ¢§ ua

Problems on Modified KR Enhanced ASPeCT Protocol. In Figure 3, s
and sp are withheld until the last token exchange in order to prevent imperson-
ation attack. This insertion of s4, sp, and {sp} K, Ay occure transimission
and computation overhead. Due to the different manner in which B authenti-
cates to A, a public KRI validation property cannot be applied in B’s domain in
the modified KR enhanced ASPeCT protocol. If rg and sp are generated in a
similar manner to A, whoever knows r4 can restore wg, which is secret between
B and KRApg. For example, A knows r4 and he can obtain rg from the token
rp @ g""4. Next, from the following equation wpg can be restored:

sp = (wph(g"™”) + rp) mod q.
When designing KR schemes, it is common practice to distribute shares
among multiple KRAs. However, the KR enhanced ASPeCT protocol specifies
only one KRA. Nieto et al. showed simple (but not efficient) example of how to

allow multiple KRAs using the modified KR enhanced ASPeCT protocol that
doesn’t give public KRI validation property.
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4 New Key Recovery in WAKE Protocol

In this section, we propose some improved KR enhanced WAKE protocols which
improve on the previous protocols described in Section 3. First, we improved
Nieto et al.’s protocol [6] by adding the public KRI validation property in domain
B. Secondly, we consider multiple KRAs. The use of multiple KRAs is more
practical and increases the user’s acceptability on the KR system over that of
only one KRA. Finally, we considered key recovery on the more general WAKE
protocol with the property of perfect forward secrecy.

4.1 Public Verifiable Key Recovery in Both A’s and B’s Domains

As already seen in Section 3.3, Nieto et al.’s protocol [6] doesn’t provide pub-
lic KRI validation property in B’s domain. However if we slightly modify the
protocol, we can provide this property. In Nieto et al.’s protocol (see Figure 3),
user A knows rp from the Token 2. This eventually makes the public KRI val-
idation in B’s domain to be impossible. Therefore if we modify the session key
to Kap = hl(gb’"A"’"B) and use ¢g"B instead of rg, we can resolve this problem.
The proposed protocol (we call this type 1) is described in Figure 4.

A: user, B: VASP, TTP4: TTP of A, Kap = h1(g*"47"B)
A: sa = (wah(g™) +ra) mod q, B: s = (wph(g™8) 4+ rp) mod ¢

1. A— B: "4, TTPa
2. A« B: ¢g"B,wp ®rp EngTA,hQ(KAB7gT‘B,B),{SB}KAB7BCET15
3. A— B: {{h3(grA7gb7grBzB)}K;17ACe'rt}K ;SA,SB

AB

Fig.4 Proposed KR enhanced protocol - type 1

In this proposed protocol, the modification of session key, K4p, does not
break any property that WAKE protocol should have (see Section3.1). The user

A generate session key K ap by first calculating
(9"

and therefore
Kap =hi(¢"*g"™).
The user B generate session key K4p by first calculating
(9")"
and therefore

Kap = hi(g™"g™).
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KRI Generation Phase. Each user A and B generates wy and wpg, and
shares with K RA 4 and K RAp respectively. The value ¢4 = ¢g*4 and ¢ = g8
are made publicly available. The user A selects a random integer, r 4, compute
us = g'4, and calculates s4 as:

s4 = (wah(ua)+ra) mod q

Similarly the user B generates rg, ug, and sg.

KR Phase. In A’s domain, K RA 4 computes firstly r4 as:
ra=54—wah(ua) mod g,

KRA, computes (gb)TA and computes Kap = hi(g"4g"®).

In B’s domain, K RAg computes firstly rp as:
rg = sp —wph(up) mod ¢,

KRAgp computes ¢*4 from wg @ rg @ ¢*™4. Then KRAp computes K p =
hi(g™2g""4).

Public KRI Validation Phase. Given the public data u 4, s4, and A, a mon-
itoring third party V can check the integrity of the KRI fields generated by A,
by doing the following:

— obtain authentic public value ¢4
— compute ¢ = h(ua) mod g
— V resolve the validation process as successful if and only if g°4 = ¢§ ua

In B’s case, the same procedure is applied.

Analysis of the Protocol. The user A does not know the real value of rp.
Therefore, a public KRI validation in B’s domain as well as A’s domain can
be achieved without any computational overhead at the user’s end. In B’s end,
additional one modular exponentiation, ¢"5, is required. However, this can be
precomuputed, and usually the computation power of the server is expected to
be great. Therefore, this is unlikely to pose serious problems.

4.2 Multiple KRAs

If we use multiple KRAs, the KR protocol can be more efficient in transmission
bandwidth. In the proposed protocol (we call this type 2), the user B shares
private key-agreement key, b, with multiple KRAs and then the session key,
K ap, can be recovered without revealing the value of b in KR phase. Before we
describe the proposed protocol, we review verifiable secret sharing (VSS) scheme
[13).
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VSS Scheme The secret s € Z, is distributed to n trusted entities, 7;,1 < ¢ <
n. The dealer selects (k — 1) th polynomial f(z) = fo+ fiz+... + fr_12¥~! that
satisfies f(0) = s and computes s; = f(z;), where z; is public number associated
with T;. The s; and (g7, ...g7*—1) are sent to each T}, where g is a generator in
Z,. The secret s can be recovered when (for notational convenience the first) &
trusted entities are merged:

k
s = E a;S;
i=1
Th
=11
Th — &4

hi

Each trusted entity, T;, could also verify that the received s; is a valid share.
For brevity we omit the validation process of s;. For a detailed description, see
[13].

A: user, B: VASP, TTPa: TTP of A, Kap = hi(rs,¢"™4)
A: sa = (wah(g™) 4+ ra) mod q

1. A — B: g"4,TTPa
2. A+ B: TB,hQ(KAB,TB,B),BCert
3.A— B: {{h3(grA7gb,7"B,B)}K;17ACert}K ,SA

AB

Fig.5 Proposed KR enhanced protocol - type 2

The proposed protocol is described in Figure 5. It is same with ASPeCT
protocol without sending s, in the third token. We consider multiple KRA’s
only in B’s domain for brevity. In the case of multiple KRA’s in A’s domain, the
secret, w4, which is shared between A and only one KRA in the protocol, has
to be shared with multiple KRA’s by using a publicly verifiable secret sharing
scheme.

KRI Generation Phase. User A generates wy, 1 < wy < ¢ — 1, and shares
with K RA 4. The value ¢4 = g*4 is made publicly available. A selects a random
integer 74, 1 <r4 < q—1, and compute ug = ¢g"* and calculates s4 as:

sa = (wah(ua) +ra) mod g

User B shares his private key-agreement key b with K RApg’s using VSS scheme.
In practice, any VSS scheme can be used if the session key K 4p can be recovered
without revealing the value of b in KR phase.
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KR and Public KRI Validation Phase. In B’s side, each KRAp gives

ibi .
(g“)a and then the value of ¢g"4? is recovered as:
gTAb _ gTA(llblg’r‘A(Lzbz . _gTAa'kbk‘
_ gTA(a1b1+azb2+~~+akbk)

Because the real value of b is not recovered in KR phase, A can be sure
only B knows b, i.e. authentication of B to A can be achieved. Futher, public
KRI validation can be achieved if we use public verifiable secret sharing (PVSS)
scheme instead of VSS scheme.

Analysis of the Protocol. The proposed protocol has reduced transmission
overhead by dropping {sp} K., 1 Token 2 and sp in Token 3. Further, the
symmetric encryption/decryption process, which are needed to encrypt sp in B
and decrypting {sp} Kap 1A, is not required. Furthermore public verifiability
on both A and B’s domain can be achieved. By using multiple KRA’s, it is more
practical and applicable.

4.3 Comparison of Protocols

In this section, we compare existing protocols and our proposed protocols. In
Table 1, we calculate the number of modular exponentiation in A’s and B’s
side. The number within the bracket refers to the number of the required online
modular exponentiation when precomputation is allowed.

Table 1. Comparison of protocols

protocol modular exp. additional public KRI
A [ B |transmission overhead| validation
ASPeCT 2(1) | 1(1)
KR enhanced 3(1) | 1(1) |[sa, {A}, or {A,ra},| None
Modified KR enhanced| 2(1) | 1(1) {sB}r, > 54, sB A
Proposed type 1 2(1) | 2(1) {SB}KAB’ sA, SB, g'B A, B
proposed type 2 2(1) | 1(1) sa A'B

The proposed protocol type 1 requires one more modular exponentiation in
B’s side. However this can be precomputed and usually the computation power of
B is expected to be great. So it can be serious problem. The proposed protocol
type 2 reduces the transmission overhead remaining same computation load.
Also both the proposed protocols provide public KRI validation property in A’s
and B’s side.
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4.4 Problem of Perfect Forward Secrecy

The original ASPeCT protocol [11] described in Section 3.1 does not provide
perfect forward secrecy. A protocol is said to have perfect forward secrecy if
compromise of long-term keys does not compromise past session keys (ch.12,
[11)).

In the original ASPeCT protocol, if the long term key, b, is disclosed, then
all the previous session keys can be calculated by keeping g"4, rp which used in
previous protocol. To solve this perfect forward secrecy problem, the generation
method of the session key must to be changed. We improved the original ASPeCT
protocol by changing the session key to K4p = h(¢"™4"2) and using ¢"2 instead
of rp in the protocol.

The modified protocol is shown in Figure 6. The g4 is inserted in the hashed
value ho(Kap,g"®, g4, B) of Token 2 to provide the authentication of B to A.
This protocol is similar to the protocols in [I5], although the protocols were
developed independently.

A: user, B: VASP, TTPa: TTP of A, Kap = hi1(g"4"B)
1. A= B: g'A, TTPa

2. A<+ B: "B ho(Kap,g"B,¢""4, B), Boert
3. A— B: {{h3(grA,gb7grB7B)}K—17ACert}
A KaB

Fig.6 Modified ASPeCT protocol with perfect forward secrecy property

Considering the key recovery system in this modified protocol. Each KRA,
KRA, and KRAR, must know 74 or rg in order to recover K 45 in KR phase.
We can achieve this easily by the method used in previous protocols. The result-
ing protocol is described in Figure 7.

A: user, B: VASP, TTP4: TTP of A, Kap = hi(¢g""?)
A: s4 = (wah(g"™) +ra) mod q, B: sg = (wph(g™8) 4+ rg) mod ¢

1.A— B: g"4,TTPa

2. A+ B: gT‘B7h2(KABagTB7gbrA7B)> {SB}kAB7BC67't
3. A— B: {{hg(gTA7gb,gTB,B)}K717Acert} ,SA,SB
A Kap

Fig.7 Proposed KR system on the modified ASPeCT protocol
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5 Conclusion

In this paper, we proposed improved KR enhanced WAKE protocols that are
both efficient in transmission and have improved security. First, we provided a
publicly verifiable key recovery protocol that holds on both sides that commu-
nicate each other. Secondly, we improved the efficiency of protocol in the case of
multiple key recovery agents. In general, the use of multiple key recovery agents
helps increasing the user’s acceptability on the key recovery system. Finally,
we modified the existing ASPeCT WAKE protocol to add the perfect forward
secrecy. We also gave this modified protocol to have key recovery property.
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Redundant Representation of Finite Fields
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Abstract. A redundant representation of finite fields with 2" elements
is presented. It unifies the advantages of polynomial and normal bases by
the cost of redundancy. The arithmetic, especially exponentiation, in this
representation is perfectly suited for low power computing: multiplication
can be built up with reversible gates very efficient and squaring is a cyclic
shift.

1 Introduction

Hardware implementations of cryptographic schemes based on the Discrete Log-
arithm Problem in Fan, the field with 2" elements, (see e.g. [12]), require efficient
exponentiation architectures.

On the one hand, research has been particularly attracted to the choice of
the representation of the field. Dual basis multipliers in Fa» were first suggested
by Berlekamp [14] for encoding Reed-Solomon codes. A representation in a poly-
nomial basis is the standard representation, usually the best choice for general-
purpose applications. A very promising approach is the use of a normal basis,
where squaring is an extremely simple operation [GJ8[ITIT3]. However, normal
basis multiplication can become very complex and good normal bases have to be
selected carefully [13]. Especially for exponentiation with low weight exponents
the advantage of a normal basis is pronounced.

On the other hand, work on low power computing is coming up more and
more. One reason is the problem of cooling of the chips with the increasing
integration; another problem in cryptology is the resistance of encrption units
against differential power analysis [9].

1.1 Classical Multiplication

In this section a brief overview on different representations of finite fields and
the resulting circuits is given. More details can be found in [BJRITE].

Polynomial Basis Multiplication The standard representation of an exten-
sion field is the polynomial basis:

Definition 1. Forn € N,n > 2 it holds Fan ~ ]FZ[CU]/f(x) where f(x) € Fa[z]
is an irreducible polynomial of degree n. Let o € Fan be a zero of f(x), then

(1, a,... ,a"‘l) is an Fy (vector space) basis of Fan, called a polynomial basis.

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 339-352] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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In this representation multiplication can easily be performed by linear feed-
back shift registers (LFSRs), where f(z) is used as the feedback polynomial.
One of the possible realizations is given in Figure [l

L bo b1 b2 bs

CpC1C2C3C4q . .
O O
do GL dv 4

|

S—( | =

o—(]

da ds

>

=]

Fig. 1. A polynomial basis multiplier for Fos : Fy mod f(z) := 2 + 2% + 1.

Normal Basis Multiplication A normal basis of Fy» is defined as follows.

Definition 2. A basis N = (ao,a1,...,an-1) of Fan is called a normal basis
(over Fy) if there exists some o € Fon with a; = o foralli, 0<i<n.

In a normal basis (o, aq,...,a,—1) of Fan squaring is a cyclic shift of coef-
ficients due to

n—1 2 n—1
E wiey | = g uiaiyr  and o, 1= o = ag. (1)
i=0

=0

Multiplication is more difficult as the products a;a; are, in general, not ele-
ments of the normal basis. The cost of normal basis multiplication is frequently
measured by the complexity of the linear combinations needed to represent the
elements agpa; in the normal basis [I3]. The efficiency of any normal basis mul-
tiplier suggested uses field extensions in which good (optimal) normal bases
exist [3II3]; in many fields such good normal bases are not available.

1.2 Reversible Computing

From physics it is known that erasure of information (deleting or resetting of
storage cells) results in heating up the system. Therefore one approach to design
low power computing devices is to use reversible gates [AI2JT0]. These gates
keep all information, i.e. they are bijections.

Permutations and shifts obviously fulfill this condition.



Redundant Representation of Finite Fields 341

One basic gate is the Fredkin gate: the inputs (a, b, c¢) are mapped to the
outputs (a, b, c) if a = 0;if the input a = 1 the outputs b, c are exchanged,
i.e. the output is (a, c, b).

Another reversible gate is the CNOT (Controlled NOT), the reversible ver-
sion of the XOR ((a, b) — (a, a®b)). It is self inverse and can be built up
with Fredkin gates.

The generalization of the CNOT is the Toffoli gate, it is a “double controlled
NOT” ((a, b, ¢) +— (a, b, cP(aAb))) and is self inverse.

All these gates are shown in Figure [2

— Permutation
& Shift

0/1 0/1

Fredkin b b/c
c c/b
a —— e — a

b ——— adb

- CNOT

Toffoli h — o

Fig. 2. Basic reversible gates

A polynomial basis multiplier, built up with reversible gates can be found in
Figure[3l There are n = 5 steps required, each step needs

— 2 shift(n) operations;
— wgt(f(z)) —2 =1 CNOT gates (the feedback operation) and
— n =) Toffoli gates.

The normal basis multiplier suggested by Massey and Omura [11], modified
for reversible gates, is shown in Figure [l There are n = 5 steps required, each
step needs
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c=a-b
(Init = 0)

Fig. 3. A polynomial basis multiplier modulo f(z) = z° + 2% +1

— 3 shift(n) operations and
— “normal basis complexity (f(z))” =9 Toffoli gates.

There are other realizations of normal basis multipliers, but the “normal
basis complexity”, as defined in [13], is a lower bound for the number of gates
needed. This bound is for optimal normal bases of Fy» equal to 2n — 1. In most
field extensions such a basis does not exist and in some cases the best known
normal basis of Fan is not much smaller than n?/2. More details in this topic
can be found in [68].

2 Redundant Representation of Finite Fields

The representation of Fon given in this section can perfectly be used in reversible
circuits; but the representation can as well be used for very efficient classical
circuits.

The main reason to use a normal basis is the easy procedure for squaring as
a cyclic shift. The advantage of a polynomial basis is the easy realization of the
multiplication as linear feedback shift register.

A representation that merges these two advantages is the following:

Theorem 1. Let m € N be minimal with ™ — 1 € Fylz] has an irreducible
factor f(x) of degree n; let & € Fan be a zero of f(x). Then the elements of Fan
can be represented as Fo-vectors of size m according to the following embedding:
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c=a-b
(Init = 0)

JIAL T T FAL

AY A ya A
I U I \d \d I I

Fig. 4. The Massey-Omura normal basis multiplier with f(z) = P+t 41

n—1 n—1

¢ : Zai-oﬂ — a; - x* = (ag,.-,Gn-1,0,...,0)
i=0 i=0
m—1 m—1

1) b; o' — b; - x* = (boy -y bm—1) -
i=0 =0

It holds:

(a) ¢(d(a) + (b)) =a+b  fora,b€ Fafa],
(b) d(¢(a)-¢(b)) =a-b  fora,be Fsal.

Proof. Property (a) obviously holds.
To prove (b), note that f(z) | (™ — 1) and thus ™ = 1. I

The arithmetic in F2[7] /(anrl + 1), can be performed as follows:

— Addition: Is the XOR of the vectors.
— Multiplication with z: Is a cyclic shift.

m—1
: — X i s A b = (bo,bh...,bm,l)
With b := ; bi-a'itholds: _ ", = RPN

— Multiplication: Is performed with an LFSR with trivial feedback polynomial
™ — 1.
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— Squaring: Is a permutation (“stretching”).
(Note m is odd, because of m being minimal with f(z) | (z™ — 1).) Let

b= Z b; - ', then
i=0

m—1 (m—1)/2
b2: ZO Z b 17214* Z bi-a:%*m.
1= 1= m+1

Written as vectors this is:

b :(bo,bl,bg,... b—1)
= b* = (bo, Dm+1)/25 01, b(mt3) /2, b2 - -+ Dn—1, D(m—1)/2)-

Ezample 1. The elements of the field 4 can be represented as vectors of length
5 according to the factorization of #° +1 € Fa[z] to 2% + 1 = (z + 1)(z* + 2® +
2?2 + 2+ 1). Let a be a zero of z* + 23 + 22 + x + 1, then (1 + o®)® can be
calculated as follows:

F;[a] Fz[x/(xf’ +1)
1 + ag ) ) ) 3
(1+a?)? (by stretching)

(14?2 (14 a?) ® (0,0,0,1,1)
(with a* =a® +a? +a+1

this reduces to)

(> 161> 1P

NN TN TN
—
_ = =0
coo o
_— O O =
=A==
NN

||>

(1,1,0,1,1).

In the appendix a list of the minimal required length m of the redundant
representation is given for n < 250 and for primes n < 2000.

3 Multiplication with a Fixed Element

For crypto systems based on a discrete logarithm problem in Fon exponentiation
of one fixed element a € IFa» is one of the operations required. This is an oper-
ation perfectly suited to reversible computing when squaring is a permutation.
The multiplication with a is a linear mapping and can be performed without
any intermediate results that need to be deleted.

One way to generate a reversible implementation of a linear mapping (rep-
resented as multiplication ¢(a) — A - ¢(a) with A an m x m matrix and ¢(a) a
vector of size m) is to decompose A into A = P - L-U with P a permutation
matrix, L a lower triangular matrix and U an upper triangular matrix.

For the multiplication U - ¢(a) first calculate the first component by adding
the required components to it (first row of U). After this step one bit of the
result is stored in the first component — the previous value is lost, but not
needed any more because of the trinagular structere of U. Proceeding with the
other components of ¢(a) in the same way gives U-¢(a) without any intermediate
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result to be deleted. The number of CNOT gates required is the weight of U —1I,,,,
where I,,, denotes the unity matrix of size m.

The multiplication with L is performed in the same way, but the resulting
bits are calculated in the reverse order.

In the rest of this section we give some examples for normal basis multiplica-
tion and the multiplication in the corresponding redundant representation with
reversible gates according to the decomposition of matrices.

Ezxample 2. For the smaller examples the decomposition of the matrices is given,
for the larger ones we restrict ourself to the complexity only.

- ]F242
Let o be a zero of 2* + 23 + 22 4+ 2 + 1, then o generates a normal basis with
the multiplication matrix

0100
0001
1111
0010

Then « + 1 is a primitive element and the multiplication with A4 + I de-
composes as follows:

1000 1000 1100
0100 0100 0101
Avtli=1 6001 {o0010] [o0011
0010 1001 0001

This decomposition results in a multiplication circuit with 14+ 3 =4 CNOT
gates and 1 permutation of two elements.

For the redundant representation m = 5 (note: 2° = (z + 1)(z* + 23 +
2% 4 x + 1)). The matrix Ry € F5*® corresponding to multiplication with x
has to perform a cyclic shift and thus is the circulant matrix with first row
(0,1,0,0,0). The element 1 + z + 22 is primitive, and the decomposition of
the corresponding matrix is:

10000 10000 11100
01000 01000 01110
Is+R:+R)=|o00100]|-|00100]-]00111
00001 10110 00010
00010 11001 00001

Here the multiplication circuit requires 4 + 6 = 10 CNOT gates and 1 per-
mutation of two elements.
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- ]FQGI
In this field an optimal normal basis exists with the multiplication matrix:

010000
100010
000110
001001
011000
000101

As =

The corresponding field element is primitive and Ag decomposes to:

010000 100000 100010
100000 010000 010000
Ag = 000100) J0O0O1000) [0O01001
001000 000100 000110 |~
000001 000110 000011
000010 011001 000001

giving a reversible realization with 3+4 = 7 CNOT gates and 3 permutations
of two elements.

For the redundant representation m = 9 (note: 2° + 1 = (z + 1)(2% + z +
1)(2° 4+ 22 +1)). The element 1+ x + 3 is primitive, and the decomposition
of the corresponding matrix is:

100000000 100000000 110100000
010000000 010000000 011010000
001000000 001000000 001101000
000100000 000100000 000110100
Iy+Rs+Ri=|000010000 000010000 000011010
000001000 000001000 000001101
000000100 111010100 000000100
000000010 011101010 000000010
000000001 110100101 000000001

Here the multiplication circuit requires 12 + 12 = 24 CNOT gates and no

permutation.

]F254I

In Fgs4 a good normal basis (with complexity 209) exists. The generator «
is not primitive, thus we choose the primitive Element: 1 + . The decom-
position of the corresponding matrix gives us a circuit with 236 + 255 = 491
CNOT gates and a very irregular permutation.

The redundant representation with m = 81 and the primitive element = +
23 4+ z gives a circuit with 1354 159 = 294 CNOT gates and a very regular
permutation, a cyclic shift on all but 3 elements.
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- ]F2121:
In Fy12: a good normal basis (with complexity 705) exists. The generator « is
primitive and the decomposition of the corresponding matrix gives us a cir-
cuit with 1183+ 1126 = 2309 CNOT gates and a very irregular permutation.

The redundant representation with m = 727 and the primitive element = +
22 + 23 gives a circuit with 968+ 550 = 1518 CNOT gates and a very regular
permutation, close to a cyclic shift.

— Fo2s0:
In Fs239 a good normal basis (with complexity 477) exists. The generator «
is primitive and the decomposition of the corresponding matrix gives us a
circuit with 233 + 234 = 467 CNOT gates and a very irregular permutation.

The redundant representation with m = 479 and the primitive element = +
22 + 23 gives a circuit with 6374955 = 1592 CNOT gates and a very regular
permutation, close to a cyclic shift.

- ]F22402
In Fay210 no good normal basis exists. We chose the best we found, with
complexity 28433. The generator « is primitive and the decomposition of
the corresponding matrix gives us a circuit with 14213 4+ 14370 = 28583
CNOT gates and a very irregular permutation.

The redundant representation with m = 1067 and the primitive element
14 2 + 22 gives a circuit with 1420 + 2130 = 3550 CNOT gates and a very
regular permutation, close to a cyclic shift.

If a good normal bases exists in a field extension, it depends very much
on the degree of redundancy required, if the normal basis representation or the
redundant representation is better. If an optimal normal basis of type 1 (see. [13])
exists for the extension degree n, the redundant representation with m = n+41is
the best choice for implementation; if an optimal normal basis of type 2 (see. [13])
exists, the best redundant representation is with m = 2n — 1 and the normal
basis multiplication (with complexity 2n — 1) is the better choice.

If no good normal basis exists in the field in question even a high degree of
redundancy will result in a better performance than a normal basis multiplier.

4 General Multiplication

The general multiplication (with two variable inputs) can be realized with re-
versible gates in a straight forward manner. There are exactly m Toffoli gates
and 2 cyclic shifts of m signals needed. It corresponds directly to a LFSR with
trivial feedback polynomial.
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The major problem of any normal basis multiplier is the irregular structure.
In hardware it results in additional area needed for wireing, in software unregular
access to the bits causes additional operations. With the redundant representa-
tion these problems do not occure at all. The highly regular structure can be

seen best in some example: The field F4 is represented as Fs[z] /(x5 —z)

perm(b)

c=a-b
(Init = 0)

The corresponding normal basis multiplier needs “normal basis complexity
(f(2z))” many Toffoli gates, in this example this is 9. The permutation of the
input b seems to reduce the advantage of the redundant representation; in cryp-
tography in most cases an exponentiation is required, and thus the permutation
has to be performed only once and not for each multiplication.

In this setting the redundant representation has often a better performance
than a normal basis representation if the number of gates is the measure to be
used. If the regularity of the design is taken into account the advantage is even
more pronounced.

5 Conclusion

The presented redundant representation of finite extension fields via roots of
unity joins the two good properties of normal and polynomial bases. On the one
hand squaring can be performed by a simple and very structured permutation —
a stretching; on the other hand multiplication can be performed with an LFSR
with trivial feedback polynomial.

The price to pay is the additional place required for storage of the redun-
dancy. The level of redundancy depends very much on the degree of the field
and in many cases it is a perfect choice for exponentiation.
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A Degree of Redundancy

In the following table for all fields Faon with n < 250 and extension degrees
with n < 2000 beeing a prime, the smallest degree of redundancy m is given,
that allows a representation with roots of unity. In some cases even the field
Foni, O Fan can be represented with the smallest m-th roots of unity where Fan
can be embedded.

niny|m n|ini m n ni m n n1 m
41| 82| 83 81| 162| 163 121) 121| 727
21 21 3 42| 42| 147 82| 82| 83 122] 244| 733
31 3] 7 43(172] 173 83| 83| 167 123| 246] 581
41 4] 5 44| 44| 115 84| 84| 203 124] 372| 373
5| 10| 11 45]180| 181 85| 340(1021 125| 500| 625
6] 6| 9 46(138] 139 86| 172| 173 126| 378| 379
7| 28] 29 47| 94| 283 87| 348| 349 127] 508| 509
8| 8| 17 48| 48| 97 88| 88| 353 128| 384| 769
9| 18] 19 49(196| 197 89| 178| 179 129] 258(1033
10| 10| 11 50({100| 101 90| 180| 181 130] 130] 131
11 11} 23 51| 51| 103 91| 546| 547 131} 131| 263
12| 12} 13 52| 52| 53 92| 92| 235 132} 132| 299
13| 52| 53 53(106| 107 93| 372| 373 133] 532|1597
14| 28| 29 54| 54| 81 94| 94| 283 134| 268| 269
15| 60| 61 55(110| 121 95| 95| 191 135] 135] 271
16| 48| 97 56(224| 449 96| 96| 193 136] 136| 289
17| 51|103 57(342| 361 97| 388| 389 137| 411| 823
18| 18] 19 58| 58| 59 98| 196| 197 138| 138| 139
19| 95(191 59(708| 709 991 99| 199 139] 556| 557
20| 20| 25 60| 60| 61 100| 100| 101 140| 140| 319
21| 21| 49 61(183| 367 101| 303| 607 141} 564(1129
22| 66| 67 62(372| 373 102| 102| 307 142] 284| 569
23| 23| 47 63(378| 379 103| 618] 619 143| 858| 859
24| 48| 97 64| 64| 641 104| 104| 901 144| 144| 577
25(100|101 65130| 131 105| 210] 211 145] 290| 649
26| 52| 53 66| 66| 67 106/ 106| 107 146| 292| 293
27| 54| 81 67|268| 269 107| 214| 643 147] 147| 343
28| 28| 29 68| 68| 137 108| 108| 405 148] 148| 149
29| 58| 59 69(138| 139 109(1090{1091 149| 298(1193
30| 60| 61 70(210| 211 110| 110| 121 150] 300| 707
31(155(311 71(284| 569 111| 444]1043 151} 906| 907
32| 96(193 72| 72| 323 112| 224| 449 152| 152{1217
33| 66| 67 73(292| 293 113| 226| 227 153| 612| 613
34| 68(137 74(148| 149 114| 342] 361 154| 154| 617
35| 35| 71 75(300| 707 115| 460| 461 155| 155| 311
36| 36| 37 76| 76| 229 116| 116| 295 156| 156| 169
37(148(149 77(231| 463 117| 117| 937 157(1570(1571
38| 76(229 78(156| 169 118| 708| 709 158| 316| 317
39| 39| 79 79(316| 317 119| 119| 239 159] 318| 749
40| 40(187 80(240(1067 120| 120{1037 160| 480|2123
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1

161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205

483
162
652
164
660
166
2338
168
676
340
342
172
346
348
700
704
708
178
179
180
543
546
183
184
370
372
1122
940
378
190
191
384
772
388
390
196
3546
198
796
200
201
404
812
204
820

967
163
653
415
661
499
2339
833
677
1021
361
173
347
349
701
1409
709
179
359
181
1087
547
367
799
1481
373
1123
941
379
573
383
769
773
389
869
197
3547
437
797
401
1609
809
841
409
821

ni

206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250

618
828
1040
418
210
1055
212
852
214
1290
648
651
1090
876
220
442
444
2676
224
900
226
908
228
916
460
231
464
466
468
940
708
237
238
239
240
723
1210
243
244
490
246
1482
744
249
500

619
829
2081
419
211
2111
535
853
643
1291
1297
1303
1091
877
575
443
1043
2677
449
1919
227
5449
1603
2749
461
463
929
467
1007
941
709
1423
717
479
1067
1447
1331
487
733
491
581
1483
1489
1169
625

ni

251
257
263
269
271
277
281
283
293
307
311
313
317
331
337
347
349
353
359
367
373
379
383
389
397
401
409
419
421
431
433
439
443
449
457
461
463
467
479
487
491
499
503
509
521

251
771
526
1076
542
1108
562
566
586
1228
1866
939
8242
1986
3370
2082
3490
2471
359
734
1492
1516
1532
2334
397
1604
1636
419
842
431
1732
2195
443
1796
6855
461
5556
2802
958
1948
491
1996
3018
1018
2084

503
1543
1579
2153
1627
1109

563
1699

587
1229
1867
1879
8243
1987
3371
2083
3491
4943

719
2203
1493
4549
4597
9337
2383
3209
1637

839
4211

863
1733
4391

887
3593

13711
2767
5557
2803
3833
1949

983
1997
3019
1019

16673

ni

523
541
547
557
563
569
571
577
587
593
599
601
607
613
617
619
631
641
643
647
653
659
661
673
677
683
691
701
709
719
727
733
739
743
751
757
761
769
773
787
797
809
811
821
823

2615
3246
547
557
7882
6828
571
2308
8218
1186
2396
601
3642
6130
1234
2476
3155
1282
7716
9058
1306
659
1983
2692
2708
683
3455
12618
2836
719
2908
7330
2956
743
4506
6056
1522
7690
2319
4722
2391
1618
4055
1642
4115

5231
9739
5471
3343
7883
6829
5711
2309
8219
1187
4793
3607
3643
6131
4937
2477
6311
1283
ey
9059
1307
1319
3967
2693
5417
1367
6911
12619
2837
1439
2909
7331
2957
1487
4507
12113
1523
7691
4639
4723
4783
1619
8111
6569
8231
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n ni m n ni m n ni m n ny m
827(11578(11579 1097| 7679|15359 1423| 5692| 5693 1693| 1693|10159
829| 8290| 8291 1103} 1103| 2207 1427| 8562| 8563 1697| 6788(13577
839(10068[10069 1109| 4436|13309 1429| 5716| 5717 1699| 6796|20389
853| 3412| 3413 1117| 3351| 6703 1433| 4299| 8599 1709(20508(20509
857| 857| 6857 1123| 4492| 4493 1439| 1439| 2879 1721{34420(34421
859(18898(18899 1129| 4516| 4517 1447|17364|34729 1723| 1723(17231
863| 5178| 5179 1151| 6906| 6907 1451| 1451| 2903 1733| 3466| 3467
877| 7016(14033 1153(12683(25367 1453| 5812| 5813 1741{19151|38303
881(15858(15859 1163| 4652(37217 1459| 1459|14591 1747| 8735|17471
883| 3532| 3533 1171| 7026| 7027 1471| 5884(23537 1753| 7012| 7013
887| 1774| 5323 1181{14172(14173 1481| 2962| 2963 1759(15831(31663
907| 5442| 5443 1187| 4748| 9497 1483| 7415|14831 1777| 7108| 7109
911| 911] 1823 1193| 3579| 7159 1487| 8922| 8923 1783|21396(21397
919| 3676| 3677 1201} 3603| 7207 1489(14890(14891 1787({10722(10723
929| 3716| 7433 1213|14556|14557 1493|10451|20903 1789|17890|17891
937| 2811| 5623 1217| 3651|29209 1499| 1499| 2999 1801(21612(21613
941| 2823| 5647 1223| 1223| 2447 1511 1511| 3023 1811 1811| 3623
947| 5682| 5683 1229| 2458| 2459 1523| 3046(21323 1823| 3646|10939
953| 1906| 1907 1231| 9848|19697 1531| 3062| 9187 1831/10986|10987
967| 7736(15473 1237| 2474(19793 1543| 6172| 6173 1847({11082(11083
971| 5826| 5827 1249|12490|12491 1549| 6196| 6197 1861|18610|74441
977| 1954| 7817 1259|17626|17627 1553| 4659| 9319 1867| 9335|18671
983(13762(13763 1277({25540(25541 1559| 1559| 3119 1871 1871(14969
991| 8919(17839 1279| 6395|12791 1567| 6268| 6269 1873| 5619|11239
997| 3988| 3989 1283| 2566| 7699 1571| 3142|12569 1877| 1877|15017
1009{10090{10091 1289| 2578| 2579 1579| 6316| 6317 1879| 7516| 7517
1013| 2026| 2027 1291| 6455|12911 1583| 1583| 3167 1889| 3778| 3779
1019| 1019| 2039 1297| 5188| 5189 1597| 6388| 6389 1901| 3802| 3803
1021| 2042(10211 1301{26020(26021 1601| 3202| 3203 1907|11442|11443
1031| 1031| 2063 1303/10424|20849 1607| 9642| 9643 1913|13391|26783
1033| 4132| 4133 1307| 2614|10457 1609| 3218|16091 1931| 1931| 3863
1039| 4156| 4157 1319| 3957|23743 1613| 4839| 9679 1933|23196|23197
1049| 2098| 2099 1321| 1321| 7927 1619| 6476|12953 1949|35082|35083
1051{12612{12613 1327| 5308| 5309 1621| 3242(29179 1951(42922(42923
1061| 3183| 6367 1361| 1361| 8167 1627| 4881|29287 1973| 3946| 3947
1063| 4252| 4253 1367| 1367|10937 1637|31103|62207 1979(39580(39581
1069|10690|10691 1373|16476|16477 1657| 6628(26513 1987| 7948| 7949
1087| 4348| 4349 1381| 1381| 8287 1663| 6652| 6653 1993| 1993|11959
1091| 6546| 6547 1399|12591|25183 1667| 1667|13337 1997|87868(87869
1093| 4372| 4373 1409| 2818| 2819 1669| 3338|16691 1999| 9995|19991
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Abstract. Techniques for fast exponentiation (multiplication) in vari-
ous groups have been extensively studied for use in cryptographic prim-
itives. Specifically, the coding of the exponent (multiplier) plays an im-
portant role in the performances of the algorithms used. The crucial
optimization relies in general on minimizing the Hamming weight of
the exponent (multiplier). This can be performed optimally with non-
adjacent representations. This paper introduces a compact encoding of
non-adjacent representations that allows to skip the exponent recoding
step. Furthermore, a straightforward technique for picking random num-
bers that already satisfy the non-adjacence property is proposed. Several
examples of application are given, in particular in the context of scalar
multiplication on elliptic curves.

Keywords. Public-key cryptography, non-adjacent forms, elliptic curves,
smart-cards.

1 Introduction

Most public-key cryptographic primitives rely on group exponentiations (or mul-
tiplications for additively written groups). We refer the reader to [3] for an ex-
cellent survey on exponentiation techniques. Many implementations are based
on the square-and-multiply methods or one of their numerous improvements, for
computing ¢g*. One of these uses Reitwiesner’s recoding algorithm [IT], which
requires the knowledge of g~!. This supposes that the value of ¢g—' is already
available (i.e., precomputed) or easily computable, as is the case for elliptic
curves [8].

Reitwiesner’s algorithm expresses exponent = with the set of digits {—1,0, 1}.
Because of the sign “—”, each digit is usually encoded with two bits and so,
twice the size of the usual binary representation of x is needed to store its
Reitwiesner’s representation. That’s why it is suggested to compute it “on the
fly” when needed [4]. In this paper, we exploit the non-adjacency property of

* Some techniques presented in this paper are patent pending.

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 353-364] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Reitwiesner’s representation to encode the exponent with the same efficiency
(up to 1 bit) as the binary representation.

Moreover, we present a straightforward method to pick a r-bit random num-
ber so that it already satisfies the non-adjacency property. In this case too,
NAF-recoding is thus useless. We prove that the numbers we generate in this
way are exactly the elements of {0,1}"; there is therefore no loss of security for
cryptographic applications. We then extend our method to 7-NAF recoding for
use on Koblitz curves and conjecture, based on numerical evidences, that the
numbers we generate are almost perfectly distributed in the set {0,1}".

The rest of this paper is organized as follows. In Section [2, we briefly re-
view elliptic curves and Koblitz curves. Section [3 presents our new encoding
method. In Section [, we explain how to pick a random number satisfying the
non-adjacency property. Section [ highlights the benefits of our techniques in
a Diffie-Hellman key exchange and for El Gamal encryption on a smart-card
implementation. Finally, we conclude in Section

2 Elliptic Curves

Up to a birational equivalence, an elliptic curve over a field K is a plane nonsin-
gular cubic curve with a K-rational point [12), Chapter III]. Elliptic curves are
often expressed in terms of Weierstrafl equations:

B/K :y? + aizy + azy = 2° + apx? + ayr + ag (1)

where aq,...,a¢ € K. In characteristic Char(K) # 2,3, the equation may be
simplified to y? = 2 + a4 + ag, and in characteristic Char(K) = 2 the equation
(for a non-supersingular curve) may be simplified to y? + zy = 2% + as2? + a.

2.1 Scalar Multiplication

Together with an extra point O, the points on an elliptic curve form an Abelian
group. We use the additive notation. The computation of

[k]P:=P+P+---+P
| S —

k times

is usually carried out through the binary method. However, noting that if P =
(s, py) its inverse is given by —P = (py, —py — a1ps — ag), we see that the
computation of an inverse is virtually free. So we can use a binary signed-digit
representation for k, i.e., (..., ko, k1, ko) with k; € {0,1, —1}. This speeds up the
scalar multiplication by a factor of 11.11% compared to the binary method [g]
(see also §B.1), on average.
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2.2 Frobenius Expansions

In [6], Koblitz suggested the use of so-called anomalous binary curves. These are
elliptic curves over GF(2") given by

E,:y?+ay=a>+2>+1 or E,: > +ay=a>+a22+1 . (2)

The Frobenius map, ¢ : (z,y) — @(z,y) = (22, y?), satisfies the characteristic
equation T2 — T +2 =0 for E,, and T? + T + 2 = 0 for E,. It corresponds to
multiplication by 7 = (14 v/=7)/2 on E,, and by —7 = (=1 +v/=7)/2 on E,,.

Since multiplication by 7 is cheap (i.e., [7](z,y) = (22,%?)), it is advantageous
to write k in 7-adic expansion (i.e., k = Y k; 7°) when computing [k](z,y) on
E,. Note also that since 7" = 1, we can first reduce k modulo (7™ — 1) [7].
The advantage resides in that the norm of k, as an element of the Euclidean
domain Z[r], is k? = O(2?") and the norm of k mod (7™ — 1) is smaller than
Norm(7™" —1) = #E,, = O(2") by Hasse Theorem [12, Theorem 1.1, Chapter V].
Consequently, k reduced modulo (7" — 1) has a 7-NAF representation of length
almost equal to the length of its binary representation.

3 How to Represent the Multiplier?

3.1 Non-adjacent Forms

A b-non-adjacent form (or b-NAF in short) of length n for an element z in a
ring A is a sequence of digits (d,,—1 - - - dp) such that

x:nidibi (3)

i=0
and
d;-diy1 =0, Vi. (4)

Equation (@) captures the property of non-adjacency. In the sequel, a b-
NAF representation for x will be denoted by NAF;(x). Moreover, the integer
associated to a b-NAF, say d, will be denoted by 9(d); i.e., if d = (dy—1 - dp)
then 9(d) := Y1 d; b

Reitwiesner [I1] proved that each integer has exactly one 2-NAF represen-
tation. More importantly, he proved that the 2-NAF minimizes the Hamming
weight amongst all the binary signed-digit representations. NAF's are thus par-
ticularly suitable for fast exponentiations [3]. See also [RI13] for applications to
elliptic curves. Another representation minimizing the Hamming weight is de-
scribed in [5].
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3.2 New Compact Encoding

An r-bit integer has a 2-NAF representation of (r 4+ 1) digits in {0,1, —1} [I1]
and hence needs 2(r 4 1) bits to be encoded, that is, twice more than the binary
representation. However, we can exploit the non-adjacency property (Eq. (@),
that is, a ‘1’ or a ‘—1’ is always followed by a ‘0’. We therefore suggest the
following simple right-to-left encoding;:

01 +— 01 01 +— 01
R:Q 01— 11 | R1: {1101 . (5)
0—0 0—0

With conversion R, a 2-NAF representation requires only one bit more than
the binary representation to be encoded. For example, by right-to-left apply-
ing R, NAF5(29) = (100101) is encoded into 101101:

(100101) + (101101)

Moreover, the inverse right-to-left transformation, R !, unambiguously gives
back the NAF representation.

It is also possible to design a left-to-right encoding. The previous encoding
implicitly assumes that the NAF begins with a ‘0’. For the left-to-right transfor-
mation, we add an artificial ending ‘0’, e.g., NAF5(29) = (100101.0). Then we
left-to-right apply transformation

10 + 10
10 < 11 . (6)
0+ 0

(Note that if the last obtained digit is ‘0’, we may discard it.) Again with our
example, NAF5(29) is left-to-right encoded into 100111:

(100101.0) = (10011 1.0)

and the inverse transformation gives back the NAF representation.

3.3 Frobenius Expansions

On a Koblitz curve E,, (see Eq. (2)), it can be shown ([3] Theorems 5 and 6]) that
every (rational) integer 0 < k < #FE,, has a (non-unique) 7-NAF representation

n+1
k= Z kit (mod (7" —1)), k; €{0,1,—1}, (7)
i=0

and that this NAF representation has 1/3 of nonzero digits, on average. The
same also holds for the twisted curve E,,.

Consequently, the proposed encodings (&) and (€) can be used to efficiently
store k (or more exactly k mod (7" — 1)) in the computation of [k](z,y) on an
anomalous binary curve, as well.

! For convenience, we write 1 for —1.
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4 How to Pick a Random Number?

4.1 Generating a Random Integer

Cryptographic applications frequently require random numbers of a given length.
We show here how to obtain an r-bit random number already in the non-adjacent
form. Our technique is based on transformation R=1 (cf. Eq. ().

First, pick a random number k in {0,1}". Next, right-to-left apply R~ to
the binary representation of k. If the most significant digit of the resulting rep-
resentation is 1, pad the representation with ‘0’ until position (r — 1) and add a
‘1’ in position r. The representation resulting from the whole transformation is
referred to as the R*-representation.

Here is an example to illustrate the technique. Let » = 3. So the set of
3-bit numbers, their 2-NAF representations and their R*-representations are
respectively given by

k NAF,(k) R*(k)
0 (0) (0)
1 n
2 (10) (10)
3 (101) (1001)
4 (100)  (100)
5 (101)  (101)
6 (1010) (1010)
7 (1001)  (101)

From this example, we see that:

Theorem 1. Transformation R* induces a permutation on the set {NAFs(k) |
ke {0,1}"}.

Proof. By construction, transformation R ! uniquely maps the representation of
a r-bit number k to a binary signed-digit representation. When the leading digit
is 1, a ‘1’ is added in position r; the corresponding representations are the only
ones having exactly (r 4+ 1) digits. Therefore, each r-bit binary representation
is transformed by R* into a different (r + 1)-digit representation. Noting that
all these R*-representations verify the NAF property (Eq. {)), are all different,
and represent numbers smaller than 2" , the theorem follows. O

4.2 Generating a Random Multiplier on a Koblitz Curve

Solinas proposed in [I3] an algorithm to compute a 7-NAF of length less than
n + 2 for a multiplier on a Koblitz curve (cf. Eq. (). This algorithm involves
two steps: an Euclidean division in the ring Z[7] and the computation of the
7-NAF itself. The idea here is simply to generate directly a random NAF of the
required length using transformation (H), and then to use the associated integer
as a multiplier.
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Let P be a base-point on a Koblitz curve E,,. For some primes n, one has
#E, = 2-prime (or #E, = 4 - prime) [6]. So w.l.o.g. we suppose that P has
prime order p and that p > 2772,

Now, in order to randomly generate a multiplier for P we proceed as follows.
We pick a random z in {0,1}"3. Next, using transformation R~ we set g :=
Y(R~1(x)) and use it as a random multiplier when computing [g] P on E,,. (Note
here that the length of  is chosen to be n + 3 since the leading digit of R~ (z)
is always 0.) The arising question is to determine the distribution of g in [0, p).
First, it is clear that R~! generates all the NAF representations of length smaller
than or equal to n + 2. Hence, from the discussion in §B3] ¥(R~!(z)) reaches
all the elements in {0,...,p — 1}; or equivalently

{0,...,p—1} C {g=9(R"(z)) | z € {0,1}""3} .

To estimate the quality of g, we bound the statistical difference of J(R~!(z))
where x is considered as a random variable uniformly distributed in {0,1}"+3.
The following argument does not conclude but gives evidences to conjecture that
the distribution g is close to the uniform one.

The statistical difference of g is defined as

p—1
Pr(g=1i)— -
b

(®)

)
=0

The next lemmas respectively give a bound on the statistical difference in term
of exponential sums and a formula to approximate it numerically. Their proofs
are given in appendix. In the sequel, we let & denote the usual complex number

verifying $2 = —1, whereas i is merely used as an index.
Lemma 1. Let p be a prime and let X be a random variable in [0,...,p — 1].
Then,
1 [p-l o
5(X) < 3\ S 1EIGX)
i=1

where x(z) =e v
Lemma 2. E[x(ig)] is equal to ag, where (ag,...,ant2) is the sequence recur-

sively defined by

1 .
=3 [aj41 + cos(2imT! /p) aji2] YO<j<n, 9)
with an41 = [cos(2inT/p) + 1] and an42 = 1.

Letting f(i) = E[x(ig)], Lemmas [[]and [2 imply that

3(g) < Bi= |5 107 (10)
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The numerical computation of this sum becomes untractable for large values

of p. Nevertheless, considering numerical experiments, we conjecture an esti-
mated bound for d(g).

Theorem 2 (Conjectured). On a Koblitz curve E,, for n > 100, we have

5(g) <27/ .

Table [ summarizes different values of Bgamp = 1&’%; Z;V:Sﬁm" (t) for
random points ¢;. The values are obtained using various n and p corresponding
to Koblitz curves. The list of the primes used is given in appendix. We took
Nsamp = 10000. Of course, Ngamp is completely negligible compared to p, and
these experiments do not prove anything about the exact value of the bound.
Nevertheless, we remark that Bsamp < 2-"n/%n where o, seems to decrease as n

grows. This fact indicates that our conjecture seems reasonable.

Table 1. Estimated bounds for d(g).

n  |logy Bsamp| an

109 -23 4.7
113 -27 4.2
131 -39 3.6
163 -40 4.1
233 -75 3.1
239 -80 3.0
277 -93 3.0
283 -87 3.3
359 -120 3.0
409 -158 2.6
571 -196 3.0

5 Applications

This section gives a non-exhaustive list of practical applications of the new en-
codings (Egs (B) and (@)), namely the Diffie-Hellman key exchange and the
El Gamal encryption. Finally, we discuss the implications for a smart-card im-
plementation.

5.1 Diffie-Hellman Key Exchange

Let E be an elliptic curve over [F; and let G be a base-point on E. To exchange
a key, Alice and Bob choose a random number z4 and x g, respectively. Alice
computes Y4 = [£4]G and sends it Bob. Likewise, Bob computes Yz = [z5]G
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and sends it to Alice. Their common key is Kap = [r4 - 5]G. Alice computes
it as [x4]Yp and Bob as [z5]|Ya.

The advantage of using the proposed encodings is that randoms x4 and
xp can be seen as NAF representations and so the computations are speeded
up since subtraction has the same cost as an addition over an elliptic curve.
Moreover, if uniformity is desired, Section[4 shows that the proposed encodings
can easily be adapted to meet this additional requirement (under a reasonable
conjecture for Koblitz curves).

5.2 El Gamal Encryption

Again, let E be an elliptic curve over IF, and let G be a point on E. The private
key of Alice is x4 and her public key is Y4 = [£4]G. To encrypt a message m for
Alice, Bob first represents m as a point M € E. Next, for a randomly chosen k,
he computes C; = [k]G and Cy = [k]Y4+ M. The ciphertext is the pair {C, Cs}.
To decrypt {C1, Cy}, using her private key, Alice recovers M = Cy — [x4]C and
SO message m.

Here too, the proposed encodings are advantageous since the NAFs do not
have to be computed. When computing multiples of points on E, Alice and Bob
just consider the binary expansion of the scalar multiplier as a representation
given by encoding (@) or (@). Note that since the mappings are 1-to-1, there is
no loss of security; moreover as before, if desired, uniformity can be achieved.

5.3 Smart-Card Implementation

The proposed methods are particularly suitable for smart-cards. A direct genera-
tion of the multiplier avoids the precomputations proposed in [13]. Furthermore,
the RAM space needed for the scalar multiplication is smaller, because the mul-
tiplier can be generated on the fly, and does not need to be stored beforehand.
Besides, the code space required for the routines that precompute the NAF is
quite large. Consequently, the proposed encodings enable to save a non-negligible
amount of space in ROM or EEPROM.

6 Conclusion

We proposed a new method to encode in a compact way the non-adjacent form
of an integer. We gave several applications of this encoding, including the gener-
ation of a random multiplier in the context of elliptic curves. For Koblitz curves,
we gave an argument to conjecture a bound on the distribution of this gener-
ator. Finally, we exposed practical examples of this encoding for some widely
used cryptographic schemes.
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A Proof of Lemmas [Il and 2|

Similarly to [9], we make use of the Fourier transform in our proofs. We first
recall some basic notions (see [I0, Chapter 1]).

Let p be a natural number. For each m = 0,...,p — 1, we define a vector in
C? by
27m 47Sm 2(p—1)7Sm
um:(l,e poe P ,...,€ P )
. Uy Um, o p—1 ..
We also define e, =z = 2. The system of vectors {em}r, is an or-

thonormal system in CP with the standard inner productE So, for every vector
v € CP, we can write

2 That is, {(aoy.--yap—1),(bo,...,bp_1)) = 5;3 a;bj.



362 Marc Joye and Christophe Tymen

For m =0,...,p— 1, the coefficients FT (v),, := (v, em> are called the Fourier
coefficients of v. The sequence FT(v) = {FT(v),}F: is called the transform
Fourier of v.

Lemmal[dl Let p be a prime and let X be a random wvariable in [0,...,p — 1].
Then,

1
) |Ex(iX)[?

p

6(X) <

N | =

i

28w

where x(z) =e »

Proof. We let a = (a;)1<i<p—1 and u = (u;)1<i<p—1 denote the sequences de-
fined by a; = Pr(X =4) and u; = %, respectively. The Cauchy-Schwarz inequal-
ity yields

S la—u S ol 5

x)< ¥ \/z (a—upf2 =[S |FT(a - w2,
=0 =0

by noting that the Fourier transform is an isometry when p is prime.

Furthermore, since FT(a)y = f’ FT(a); = Zp 1Pr( = j)x(ij) =
%E[x(iX)] and FT(u) = (f’ yoo50), we ﬁnally obtaln

X) < “N; FT@iP = 5/ S 1B,

as required. O

Lemmal[2. E[x(ig)] is equal to ag, where (ag,...,ant2) is the sequence recur-
sively defined by

a; = = [aj41 + cos(2inT? /p) ajpa] VO < j <,

5l
with an41 = [cos(2inT/p) + 1] and an42 = 1.

Proof. Recall that g is obtained from x by right-to-left applying R~! to = =
(Tpto -+ xo), that is, by right-to-left applying the rules

01— 01
11 — 01
0—0
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If we denote by y = (dy 41 - - do) the result of this transformation, the inde-
pendence of the x;’s implies that for j > 0

Pr(dj = O‘dj_l == O) PI‘(.’Ej == O) = 1/2

Pf(dj =1dj_1 =0) =Pr(z; = Liz;jp =0) =1/4
Pr(d; =1|dj—1 =0) = Pr(z; = Lizjya = 1) =1/4 7
Pr(d; =0|d;—1 #0) =1

and
Pr( =0) =Pr(zg =0)=1/2
Pr(do = 1) = Pr(zo = 1;21 = 0) = 1/4
Pr(do =1)=Pr(zg=1L;21=1)=1/4
In particular, the sequence of digits d; forms a Markov chain. Now, for d €
{-1,0,1} and 1 < j <n + 1, we define
n+1 :|

Tjd = E|:X(Z lZA dﬂ'l) | dj_l =d
=J

By convention, we also define z,420 = 1 and x99 = E[x(ig)]. Using Bayes’s
formula and the definition of a Markov chain, we have

’ ) .l
zjo= Y Prld; =d|dj 1 =0)XG T d)E|x(i Y dir') | dj1=0:d; =]
d'e{1,0,1} =i+l
= Y Pr(d; =d|dj1 = 0) x(i7'd) 241,
d’'e{1,0,1}

1 L .
= Z(%‘H,I X(—i77) + 2xj510 + 2j41,1x( 7))

Furthermore, z;1 = ;1 = zj410if j <n,and 11 =711 = 1= Tpi20
because of the non-adjacency property. Therefore, for 0 < j < n,
1 .
SCJ'70 = 5 (Ij+270 COS(Z’LWTJ/p) —+ $j+170) . (11)
Bayes’s formula applied to x(ig) yields
E(x(ig)] = Pr(do = 1)x(—i)x1 1 + Pr(do = 0)z1,0 + Pr(do = 1)x(i)z1,1 .

Consequently, as x11 = 217 = ¥2,, the recursion formula (II]) holds for
all 0 < j < n. It remains to compute z,410 = E[x(idpy17"1)|d,, = 0]. By
definition of partial expectation, this is equal to

Tpi10 = Pr(dps1 = 1|d, = 0) x(—i7" ) + Pr(dpy1 = 0|d, = 0) +
Pr(dus1 = 1/dy = 0) (i)

= %[cos(%m’/p) +1],

as 7" = 7 (mod p). Thus, setting a; = z; for all 0 < j < n + 2 concludes
the proof. O
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B Values of p and 7 Used in Table {1l

b, T

109

113

131

233

277

283

359

409

571

= 324518553658426701487448656461467
= 138423345589698157369693034392981
= 5192296858534827627896703833467507
= 3126605487954413221319732774018522
= 680564733841876926932320129493409985129
= 196511074115861092422032515080945363956
= 3450873173395281893717377931138512760570940988862252126328087024741343
= 2598851043790259083579160746211533789223151387669521214510026908255781
= 220855883097298041197912187592864814948216561321709848887480219215362213
= 11282863073195994094887783155777768965281647003338630860570162193181852
607084028820540334662331845882349658325751104987865087648841755618916221\
65064650683
353992045507433384574068525952839139632658201745749716048780945143046006\
18244376699
388533778445145814183892381364703781328481173379306132429587499752981582\
9704422603873
T = 162253735759432174230582978486606377514699833490883648184574795706225844\
1461142295062
p = 587135645693458306972370149197334256843920637227079966811081824609485917\
244124494882365172478748165648998663
T = 162253735759432174230582978486606377514699833490883648184574795706225844\
1461142295062
p = 587135645693458306972370149197334256843920637227079966811081824609485917\
244124494882365172478748165648998663
T = 180233645531928689293637781182435953315044566263288800836105166268336446\
405029570298350415645598109280911691
330527984395124299475957654016385519914202341482140609642324395022880711\
289249191050673258457777458014096366590617731358671
T = 953774549173500098520882611070108682320029172836475855985603040002899322\
91317179548226087991151495035569641628246841874340
= 193226876150862917234767594546599367214946366485321749932861762572575957\
1144780212268133978522706711834706712800825351461273674974066617311929\
682421617092503555733685276673
= 173761715345266710045062065436101013657569621494943574842405832235085200\
3406707707278390660980311506772309793318508751262778482693856154191237\
912594889446307146732063445937
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Abstract. This contribution describes a methodology used to efficiently
implement elliptic curves (EC) over GF'(p) on the 16-bit TI MSP430x33x
family of low-cost microcontrollers. We show that it is possible to im-
plement EC cryptosystems in highly constrained embedded systems and
still obtain acceptable performance at low cost. We modified the EC
point addition and doubling formulae to reduce the number of interme-
diate variables while at the same time allowing for flexibility. We used
a Generalized-Mersenne prime to implement the arithmetic in the un-
derlying field. We take advantage of the special form of the moduli to
minimize the number of precomputations needed to implement inversion
via Fermat’s Little theorem and the k-ary method of exponentiation. We
apply these ideas to an implementation of an elliptic curve system over
GF(p), where p = 2'%® — 297 — 1. We show that a scalar point multipli-
cation can be achieved in 3.4 seconds without any stored/precomputed
values and the processor clocked at 1 MHz.

1 Introduction

It is widely recognized that data security will play a central role in the design of
future IT systems. Until a few years ago, the PC had been the major driver of the
digital economy. PCs have processors with large RAM memories and fast CPUs
that make most cryptographic algorithms practical from a user’s satisfaction
point of view. Recently, however, there has been a shift towards IT applications
realized as embedded systems. In fact, 98% of all microprocessors sold today
are embedded in household appliances, vehicles, and machines on factory floors
[12/6]. Not only are embedded devices already ubiquitous in our lives, but it is
predicted that in the very near future, we will be able to add to these devices
two simple technologies: reliable wireless communication and sensing and actu-
ation functions [6]. On the other hand, these new applications represent many
challenges among which security and privacy will play an important role [6].

* Part of this work was performed while the author was at cv cryptovision gmbh.

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 365-382] 2001.
© Springer-Verlag Berlin Heidelberg 2001
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Embedded devices are very different from PCs from the computational re-
sources and memory availability point of view. Generally, embedded computers
possess CPUs with very slow clock rates and a relatively small pool of memory. In
addition, embedded systems are usually designed to consume small amounts of
energy. Despite these constraints, we want to be able to run the same (or similar)
types of applications that we run today in a fast computer. These applications
often need to talk to each other and transmit information over wireless channels
which are insecure by nature. Thus, cryptographic algorithms, which are com-
putationally intensive by design, are imperative for embedded applications. In
particular, it is important to show that it is feasible to implement cryptographic
algorithms in constrained environments and, at the same time, be able to obtain
acceptable levels of performance.

Our contribution deals with the implementation of Elliptic Curve (EC) cryp-
tosystems [25J20] on the TT MSP430x33x family of devices. These 16-bit micro-
controllers are one example of embedded device used for extremely low-power
and low-cost applications, running at a maximum frequency of 3.8 MHz. Elliptic
curves, on the other hand, are a particularly attractive option because of their
relatively short operand length as compared to RSA and systems based on the
discrete logarithm (DL) in finite fields.

The remaining of this contribution is organized as follows. Section [2 gives
a survey of previous implementations of public-key algorithms on embedded
processors. Section Bl describes the choice of parameters used in our EC imple-
mentation and a modification to the point addition and doubling algorithms
which allow for a reduction in the memory requirements. The architecture of
the TT MSP430x33x family of devices is covered in Section [4. In Section B we
modify the k-ary algorithm to take advantage of the special form of the moduli
and compute the inverse of an element in GF(p) via Fermat’s Little theorem. We
also describe ways to tailor multiplication, squaring, and modular reduction al-
gorithms to the architecture of the processor, thus, making the algorithms more
efficient. Finally, Sections [6] and [ summarize our implementation results and
provide recommendations for possible enhancements.

2 Previous Work

Most of the cryptographic research conducted to date has been independent of
hardware platforms, and little research has focused on algorithm optimization
for specific processors. In the following, we will review previous implementations
of public-key algorithms on embedded processors.

In [5], the Barret modular reduction method is introduced. The author imple-
mented RSA on the TT TMS32010 DSP. A 512-bit RSA exponentiation took on
the average 2.6 seconds running at the DSP’s maximum speed of 20 MHz. Ref-
erence [I1] describes the implementation of a cryptographic library designed for
the Motorola DSP56000 which was clocked at 20 MHz. The authors focused on
the integration of modular reduction and multi-precision multiplication accord-
ing to Montgomery’s method [26l/7]. This RSA implementation achieved a data
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rate of 11.6 Kbits/s for a 512-bit exponentiation using the Chinese Remainder
Theorem (CRT) and 4.6 Kbits/s without using it.

The authors in [16] described an ECDSA implementation over GF(p) on the
M16C, a 16-bit 10 MHz microcomputer. Reference [16] proposes the use of a field
of prime characteristic p = e2° 4+ 1, where e is an integer within the machine
word size and c is a multiple of the machine word size. This choice of field allows
to implement multiplication in GF(p) in a small amount of memory. Notice that
[16] uses a randomly generated curve with the a coefficient of the elliptic curve
equal to p — 3. This reduces the number of operations needed for an EC point
doubling. They also modify the point addition algorithm in [29] to reduce the
number of temporary variables from 4 to 2. This contribution uses a 31-entry
table of precomputed points to generate an ECDSA signature in 150 msec. On
the other hand, scalar multiplication of a random point takes 480 msec and
ECDSA verification 630 msec. The whole implementation occupied 4 Kbyte of
code/data space.

In [I7], two new methods for implementing public-key cryptography algo-
rithms on the 200 MHz TI TMS320C6201 DSP are proposed. The first method
is a modified implementation of the Montgomery variant known as the Finely
Integrated Operand Scanning (FIOS) algorithm [7] suitable for pipelining. The
second approach suggests a method for reducing the number of multiplications
and additions used to compute 2™ P, for P a point on the elliptic curve and
m some integer. The final code implemented RSA and DSA combined with
the k-ary method for exponentiation, and ECDSA combined with the improved
method for multiple point doublings, sliding window exponentiation, and signed
binary exponent recoding. The total instruction code was 41.1 Kbytes. They
achieved 11.7 msec for a 1024-bit RSA signature using the CRT (1.2 msec for
verification assuming a 17-bit exponent) and 1.67 msec for a 192-bit ECDSA
signature over GF(p) (6.28 msec for verification and 4.64 msec for general point
multiplication).

Recently, two papers have introduced fast implementations on 8-bit proces-
sors over Optimal Extension Fields (OEFs), originally introduced in [3]. Ref-
erence [J] reports on an ECC implementation over the field GF (p™) with p =
216 165, m = 10, and f(x) = x'° — 2 is the irreducible polynomial. The au-
thors use the column major multiplication method for field multiplication and
squaring, for the specific case in which f(z) is a binomial. They achieve better
performance than when using Karatsuba multiplication because in this processor
additions and multiplications take the same number of cycles. Modular reduc-
tion is done through repeated use of the division step instruction. For inversion,
they use the variant of the Itoh and Tsujii Algorithm [I8] proposed in [4]. For
EC arithmetic they combine the mixed coordinate system methods of [I0] and
[22]. These combined methods allow them to achieve 122 msec for a 160-bit point
multiplication on the CalmRISC with MAC2424 math coprocessor running at
20 MHz. The second paper [34] describes a smart card implementation over the
field GF((2® — 17)!7) without the use of a coprocessor.
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Reference [34] focuses on the implementation of ECC on the 8051 family
of microcontrollers, popular in smart cards. The authors compare three types
of fields: binary fields GF(2%), composite fields GF((2")™), and OEFs. Based
on multiplication timings, the authors conclude that OEFs are particularly well
suited for this architecture. A key idea of this contribution is to allow each of
the 16 most significant coefficients resulting from a polynomial multiplication
to accumulate over three 8-bit words instead of reducing modulo p = 28 — 17
after each 8-bit by 8-bit multiplication. Fast field multiplication allows the im-
plementation to have relatively fast inversion operations following the method
proposed in [4]. This, in turn, allows for the use of affine coordinates for point
representation. Finally, the authors combine the methods above with a table of
9 precomputed points to achieve 1.95 sec for a 134-bit fixed point multiplica-
tion and 8.37 sec for a general point multiplication using the binary method of
exponentiation.

3 Elliptic Curves over GF'(p)

In this paper, we will only be concerned with non-supersingular elliptic curves
over GF(p), p > 3. Thus, an elliptic curve E will be defined to be the set of
points P = (x,y) with 7,y € GF(p) and satisfying the cubic equation 3> =
23 + az? + b, where a,b € GF(p) with 4a® + 276> #0 (mod p), together with
the point at infinity O. The points (z, y) form an abelian group under “addition”
where the group operation is defined as in [23]. It is a well known fact that in
affine representation, one needs to compute the inverse of an element in GF(p)
to perform an addition or a doubling of a point P € FE. Inversion can be a
very time consuming operation (when compared to multiplication, addition, and
subtraction in the finite field) and thus, to avoid inversion in the group operation,
one can represent points in projective coordinates. Given a point P = (z,y)
in affine coordinates, one obtains the projective coordinate representation of
P=(X,Y,Z) by:

X=x;, Y=y, Z=1 (1)

On the other hand, the projective coordinates of a point are not unique and
they require more bandwidth. Thus, for transmission/exchange of data, affine
coordinate representation is the method of choice. Given a point P = (X,Y, Z)
in projective coordinates, the corresponding affine coordinate representation of
P = (z,y) is given by:
X Y
€= 72 y= 73 (2)

where we have chosen the Jacobian representation [SI[I0].

3.1 Addition and Doubling Formulae in Jacobian Representation

Using the representation in (Il) and (2) is equivalent to using a curve equation

of the form:
E: Y?=X%+aXZ*+b2° (3)
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Then, one can define addition and doubling of points as follows. Let Py =
(X(),YO,Z()),Pl = (X17Y1,Z1),P2 = (X27Y2,ZQ) € E, then if Po = Pll

Xy = M? 28
Py=2P ={ Ya=M(S—X5)—T (4)
Zo = 2Y1 7,

where M = 3X? +aZ?, S = 4X,Y?, and T = 8Y;*. On the other hand, if
PO 75 Pli

Xy =R2—TW
Py=Py+Pl={2Ys=VR— MW3 (5)
Ty = ZoZuW

where W = XoZ? — X122, R = YoZ3 — Y123, T = XoZ? + X123, M =
YoZ3 +Y1Z3, and V = TW? — 2Xs.

Based on (@) and (&) one can implement doubling of EC points using 5
temporary variables and addition of EC points using 7 temporary variables [29].
The number of temporary variables used in the addition and doubling operation
can further be reduced to 2 temporary variables and 3 output variables if one
follows the ideas proposed in [T6].

3.2 Elliptic Curve Arithmetic Implementation

Our point addition and doubling routines follow closely the formulae in [29]
combined with modifications similar to the ones proposed in [16]. In particular,
we follow a similar idea to minimize the number of temporary variables used in
performing a point addition or a point doubling. Our implementation requires
5 temporary variables but it also allows for greater flexibility. We perform the
following computation P, «— Py + P; as opposed to Py < Py + P; as described
in [16]. Another difference is that whenever we have to multiply by 2,3, or 8 in
the algorithms, we substitute the multiplication by one, two or three additions
respectively. As it will be seen in Section [6] one modular multiplication time is
about 10 modular addition times, thus it makes sense to exchange multiplica-
tions for additions whenever possible. Similarly, we have used a special squaring
routine whenever possible since squaring is 24% more efficient than regular mul-
tiplication. Finally, notice that because point addition and doubling will never
occur simultaneously, it is possible to use the temporary memory space available
for the point addition routine in the point doubling routine, effectively reducing
the memory required by a factor of 2.

For scalar point multiplication, which is the most important operation in
ECDSA [2I27] signature generation or verification operation we implemented
the binary method for exponentiation [19] which is simple to implement and
minimizes memory requirements. It is important to point out that signature
generation times can be further improved by using point precomputation since
the base point in ECDSA is a system parameter. However, this method has the
drawback of increasing the memory required for the implementation.
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3.3 Elliptic Curve Parameters

In this contribution, we consider two 128-bit elliptic curves, both specified in [31].
Notice that the set of parameters recommended in [31] is also identical to the
set of parameters recommended in [T]. Both curves presented in this section are
defined over GF'(p) and their parameters are verifiable generated at random. The
parameters are a sextuple T' = (p,a,b,n, h, G), where a,b are the elliptic curve
coefficients as defined in (@), G is a base point of prime order n and represented
in affine coordinates, and h is the cofactor #E(GF(p))/n, where #E(GF(p))
denotes the number of points in the curve E. We also include the seed S used
to choose E according to [2].

Parameters secpl128rl.

(FFFFFFFD FFFFFFFF FFFFFFFF FFFFFFFF);q = 2'%% — 297 — 1

p=
a = (FFFFFFFD FFFFFFFF FFFFFFFF FFFFFFFC)y = p — 3
b = (E87579C1 1079F43D D824993C 2CEESED3) 16
n = (FFFFFFFE 00000000 75A30D1B 9038A115)16
h = (01)16
G = ((161FF752 8B899B2D 0C28607C A52C5B86) 16,

(CF5AC839 5BAFEB13 C02DA292 DDED7A83)16) = (z, )
S = (000EOD4D 696E6768 75615175 0CC03A44 73D03679)16

Parameters secp128r2.

p = (FFFFFFFD FFFFFFFF FFFFFFFF FFFFFFFF);s = 2'%° — 297 — 1
a = (D6031998 D1B3BBFE BF590C9B BFF9AEE1)6
b = (SEEEFCA3 80D02919 DC2C6558 BB6DS8AS5D)16
n = (3FFFFFFF 7TFFFFFFF BE002472 0613B5A3)16
h = (04)16

G = ((TB6AA5DS 5E572983 E6FB32A7 CDEBC140)16,

(27B6916A 894D3AEE 7106FES0 5FC34B44)16) = (z,y)

(004D696E 67687561 517512D8 F03431FC E63B88F4)16

/\o

S

4 The TI MSP430x33x Family of Microcontrollers

The TT MSP430x33x is a 16-bit RISC based family of microcontrollers with
a 16-by-16, 16-by-8, 8-by-16, and 8-by-8 bit hardware multiplier. This family
of devices is commonly used in low-cost and low-power applications involving
electronic gas, water, and electric meters and other sensor systems that capture
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analog signals, convert them to digital values, and then process, display, or trans-
mit the data to a host system. It is important to point out that they have been
specially designed for ultra-low power applications. Family members include the
MSP430C336 with 24 Kbytes of ROM and the MSP430C337, MSP430P337A,
MSP430P337A and PMS430E337A with 32 Kbytes of ROM (or EPROM/OTP).
All of the MPS430x33x family members include 1 Kbyte of on-chip RAM and
can be clocked to a maximum frequency of 3.8 MHz. The total addressable space
is 64 Kbytes [32].

Instruction fetches from program memory (ROM) are always 16-bit access,
whereas data memory can be accessed using 16-bit (word) or 8-bit (byte) in-
structions. In addition to program code, data can also be placed in the ROM
area of the memory map and it can be accessed using word or byte instructions.
This is useful for storing data tables, for example. At the top of the 64 kilobytes
of addressable space 16 words of memory are reserved for the interrupt and reset
vectors. The remaining address space (after ROM, RAM, and interrupts) is used
for peripherals.

The architecture of the MSP430 family is based on a memory-to-memory
architecture, a common address space for all functional blocks and a reduced in-
struction set. The MSP430 RISC CPU includes sixteen 16-bit registers R0— R15.
Registers RO — R3 are special function registers or SFRs and have the dedicated
functions of Program Counter, Status Register, Constant Generator, and Stack
Pointer. The remaining registers (R4 — R15) are general purpose registers and
have no restrictions in their usage. All registers except for the Constant Gener-
ator can be accessed using the complete instruction set. This includes 27 core
instructions and 24 additional emulated instructions (instructions that make
programming simpler and that are substituted for core instructions by the as-
sembler). All instructions are single or double operand instructions. The MSP430
devices support 7 different addressing modes. They include: register mode, in-
dexed mode, symbolic mode, absolute mode, indirect register mode, indirect
auto-increment, and immediate mode. Depending on the addressing mode the
instructions take between 1 cycle and 6 cycles to execute. As a final remark,
notice that the result of a multiply instruction is available one clock cycle after
loading the two operands into the hardware multiplier [33].

5 Finite Field Arithmetic

In this section we summarize the rational behind some of our design choices.
We emphasize the description of a new inversion algorithm specially suited for
primes of special form. We also describe how our implementation was tailored to
take the most advantage of the architecture of the MSP430 family of processors.

5.1 Modular Reduction

Reduction Modulo p = 2'28 — 297 _ 1. One of the critical operations

when implementing finite field arithmetic is modular reduction. We chose the
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field GF(p) where p = 228 — 297 — 1, for the underlying arithmetic of our
EC implementation. The first thing to notice is that p is a generalized Mersenne
prime and that this type of fields allow for efficient reduction as described in [2§].
Following [28], we first notice that any number A € GF(p) such that A < p? can

be written as:
i=15

A=) a2 0<q; <291 (6)
i=0
where we have chosen 2'6 — 1 to be the maximum digit value because of the
MSP430 16-bit based architecture. Then, it is easy to see that only the 8 most
significant digits a; need to be modulo reduced. Using the fact that p = 2128 —
297 _ 1, one obtains the following identities:

ag2'®® = 2ag2% + ag  (mod p) (

a92' = 209212 + 492'%  (mod p) (8
a102"%0 = 4a,02% + @102*? + 2410 (mod p) (
a112' = 4a112"? + 0112*® + 2a1,2'%  (mod p) (
a122'%? = 841920 + 4152%% + 2415232 + days (mod p) (
a132%%8 = 8a132M2 + 015250 + 2a132%8 + 44,320 (mod p) (12
a142%* = (16 + 1)a142% + 20142%* + 4a142%* + 8ay4 (mod p) (
a152*° = (16 + 1)a152"'? + 2a152%° 4 4a152*® + 8a152'%  (mod p)  (

Adding up the first 8 words from A, relations (@) through (I4), and reducing
modulo p, one readily obtains A mod p. Notice that one only needs single preci-
sion additions to perform this operation. In general, whenever a product of the
form 2°a; happens in relations (7) through (I4)), it is more efficient to compute
the product and then add it to the partial result than adding a; (2° — 1)-times.
Notice that the final result after adding relations (7)) through (I4) and the first
8 words of A, only needs nine 16-bit words to be represented and that one will
need at most 2 subtractions to reduce this result modulo p. Thus, we kept all
the partial sums in 9 of the 12 general purpose registers to minimize the fetches
to memory during the modular reduction operation.

Modular Reduction for Arbitrary p. In both ECDSA signature and ECDSA
verification operations, one needs to perform modular reductions modulo the or-
der of the base point G. In general, ord(G) = n is not of special form and, thus,
one needs to implement modular reduction for arbitrary moduli. We used Mont-
gomery modular reduction [26]. In particular, we implemented the Separated
Operand Scanning (SOS) method as proposed in [7]. Algorithm [ summarizes
the SOS method for Montgomery reduction.

Algorithm 1 SOS Method of Montgomery Reduction

INPUT: tzE@z(a-rmodn)~(b~rmodn):(t2571,...,to)
n=(Ns—1,...,M0)
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r =2°" and w is typically the word size of the processor
ny where n’ = (n}_q,...,ng), satisfies (r)(r™') + (—n)(n/) =1
OUTPUT: ¢=(Cs—1,...,60) =a-b-rmodn

01 fori=0tos—1

02 c=0

03 m = t; - np mod 2%
04 forj=0tos—1
05 (C,ti+j) ItiJrj +m-n; +c
06 endfor

07 while (¢ # 0)

08 (C, ti+5) =tiys +c¢
09 i=i+1

10 endwhile

11 endfor

12

13 for j=0to s

14 Uj =tjts

15 endfor

16

17 ifu>n

18 returnc=u —n
19 else

20 return ¢ = u

21 endif

First, we notice that in our particular implementation s = 128/16 = 8, thus
it is possible to load all of n into 8 of the 12 general purpose registers. This
simple observation saves 2 cycles per iteration when loading n; in line 05 of
Algorithm [I] into the multiplier. Since the j-loop executes s-times and this in
turn is executed s-times by the i-loop, it gives a total of 8 - 8 - 2 = 128 cycles
in savings. In addition, since m stays constant within the j-loop, we can load m
into the multiplier before starting the execution of the j-loop and only load n;
each time we execute line 05 in Algorithm[d]. This observation saves 4-8-7 = 224
cycles.

5.2 Multiplication and Squaring

Multiplication and squaring operations for long number arithmetic are described
n [24]. For completeness Algorithm [ summarizes the school-book method for
multiplication. We notice Algorithm Pl has a similar structure to that of Algo-
rithm [0 In particular, in line 04, for a fixed word a; we compute s inner products.
Thus, the same optimizations that were applied to Algorithm [0 are applicable
to Algorithm [2. Finally, we notice that a squaring operation is 24% cheaper to
compute than a regular multiplication because, in the squaring case, we do not
need to fetch from memory the words from the second operand.

Algorithm 2 School-book Method for Multiplication
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INPUT: A: (as_l,...,ao)
B = (bs—1,...,b0)
OUTPUT: 02(02571,..4700)=a-b
01 fori=0tos—1
02 c=0
03 forj=0tos—1
04 (¢, tivg) =tivj +ai-bj+c
05 endfor
06 t7;+s =C
07 endfor

5.3 Modular Addition and Subtraction

We followed the methods described in [24] to implement modular addition and
modular subtraction. Given two elements A, B € GF(p), C = A+ B mod p can
be obtained by first adding A and B and reducing modulo p. This last step can
be accomplished by simply subtracting p from the partial result A + B, rather
than using the method described in Section [l The same comments apply to
modular subtraction.

5.4 A New Inversion Algorithm for Moduli of Special Form

Several methods to compute the inverse of an element in GF(p) exist. They
include methods based on the extended Euclidean algorithm [I9] such as the bi-
nary Euclidean algorithm and the Almost Inverse algorithm [30], methods based
on Itoh and Tsujii’s inversion algorithm and its variants [18/14l4], and methods
based on Fermat’s Little theorem. Despite the fact that on the average Fermat
based inversion is slower than methods based on the Euclidean algorithm, it has
several advantages. First, Fermat based inversion is easier to implement and it
allows for implementations that occupy less code space than those implementa-
tions based on Euclid’s algorithm. Second, in an ECC implementation that uses
projective coordinates, inversion is not time critical.

The new inversion algorithm is based on Fermat’s Little theorem, i.e., on
the observation that for any non-zero element A € GF(p), A~! = AP~2 mod
p. In particular, the algorithm that we are proposing in this section is only
applicable to the computation of inverses when p is a Mersenne or Generalized-
Mersenne prime. Despite this apparent constraint on the applicability of the
algorithm, it is our opinion that the algorithm is highly relevant given the recent
parameter recommendations by NIST [28] and SECG [31], both of which include
Generalized-Mersenne primes. The basic idea of the new algorithm is to minimize
the number of precomputations in the k-ary method for exponentiation [24]13]
used to compute the inverse via Fermat’s Little theorem. This is possible because
of the special form of Mersenne and Generalized-Mersenne primes and, as a
consequence, of p—2. Algorithm[3 describes the k-ary method for exponentiation.
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Algorithm 3 k-ary Method for Exponentiation

INPUT: A€ GF(p)
e = (eses—1...€e1€0)p, where b= 2% for some k > 1
OQUTPUT: C = A°

01 Precomputation

02 Ag=1

03 fori=1to (2" -1)
04 AZ':Ai_l A (Thus, Al :AZ)
05 endfor

06 A=1

07 for i = s down to 0

08 A=A

09 A=A A,

10 endfor

11 C=A

Notice that given a window size k, the precomputation stage of Algorithm [
computes all the possible values A’ for i = 1,...,2F — 1 (observe that the Im-
proved k-ary algorithm can reduce the number of precomputed values in half
[24]). These values are then used in line 09 of the k-ary algorithm. In addition,
the number of precomputed values (i.e., k) is determined by two factors: the
amount of RAM memory (or the size of the cache) available in the processor
and the number of operations (multiplications) used to compute the table val-
ues . In particular, the table of precomputed values should fit in RAM memory
(or in the cache), if we want to ensure that memory accesses to the table are
fast. Reference [13] also gives the following complexity formula for the number
of multiplications (assuming squarings and multiplications take the same time)
performed in the k-ary method, in the worst case:

1
#Multiplications = 2F — 2 4 <1 + k) |log, €] (15)

Equation (5 gives an easy way to find the optimum value of k for a given
exponent size. In particular, ¥ = 4 minimizes (I3]) for a 128-bit exponent. We also
notice that in general not all the precomputed values will be used. In particular,
only the values A% which correspond to the e; digits happening in the exponent
will be used. For the case k = 4 these values correspond to the hexadecimal
digits present in the exponent when e is in radix-16 representation. The above
discussion leads us to believe that it would be of great help if we find a way to
reduce the number of precomputations performed in the k-ary method.

Next, we turn our attention to the exponent. Notice, that to compute the
inverse of any element in GF(p) we need to raise to the p — 2 power, where p
is a Mersenne prime or Generalized-Mersenne prime. Thus, our exponent has a
very special form. We first consider the case in which p =2" — 1.

Theorem 1. Let p = 2" — 1 be a prime. Then, one can compute the inverse of
an element A € GF(p) using Algorithm [3 with only two precomputed values.
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Proof. If p=2"—1, then p—2 = 0zFF ... FFD in hexadecimal representation.
But, the hexadecimal representation of p—2 (the exponent) corresponds exactly
to the values that will be used in line 09 of Algorithm [3] which for the case k = 4
are A" and A'5. Thus, we only need to precompute and store 2 values. O

For the Generalized-Mersenne prime used here the case is very similar.

Theorem 2. Let p = 2" — 2* — 1 be a prime, with r = 4 - d for some d. Then,
one can compute the inverse of an element A € GF(p) using Algorithm[3, with
at most 8 precomputed values.

Proof. If p=2"—2'—1 with r = 4-d then we can rewrite it as p = 2" —2%.24v —1
where ©u = 0,1,2,3, ¢t = u+ 4 - v, and v is any positive integer less than d — 1.
Notice that the value 2" — 1 can be written as Yi=p/*~" (24 — 1) 2% Then, it
follows that we can write p — 2 as:

(2t -2t (2t - )2 (20— 2v 1) 2t
(2 =1 2" 4 (20— 1) 2 4 (20 - 3)

Looking at the coefficients of the powers of 24, we see that there are three: 24 —1,
24 — 2% — 1, and 2% — 3. This ends the proof. a

Notice, that Theorems [1 and Bl suggest an improved algorithm to compute the
inverse of a non-zero element A € GF(p). Algorithm Hl describes the new algo-
rithm.

Algorithm 4 Inversion Algorithm for Mersenne and Generalized-Mersenne
Primes

INPUT: A € GF(p) with p=2" —1 (Mersenne) or
p=2" —2%2%Y — 1 (Generalized-Mersenne prime
From Theorem [2])
e=(eses—1...e1e0)p =p—2, withb=2"and 0 <e; <2* -1
OUTPUT: C=A"1'=A°

01 Precomputation

02 ifp=2"-1

02 Az = A"
03 A5 = A
04 ifp=2"—2uv.2%v _1
05 Agt_gu_y = A —2"-1
06 Az = A"
07 Az = A
08 A=1

09 for ¢ = s down to 0

10 A= A"

11 A=A A,

12 endfor

18 C=A
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5.5 A Word about the Security of a 128-bit EC Implementation

In recent work, Lenstra and Verheul show that under particular assumptions,
952-bit RSA and DSS systems may be considered to be of equivalent security to
132-bit ECC systems [21]. The authors further argue that 132-bit ECC keys are
adequate for commercial security in the year 2000. This notion of commercial
security is based on the hypothesis that a 56-bit block cipher offered adequate
security in 1982 for commercial applications.

This estimate has more recently been confirmed by the breaking of the
ECC2K-108 challenge [T5]. First, note that the field GF(2'?8 — 297 — 1) has
an order of about 2'2%. Breaking the Koblitz (or anomalous) curve cryptosystem
over GF(2'98) required slightly more effort than a brute force attack against
DES. Hence, an ECC over a 128-bit field which does not use a subfield curve
is by a factor of V108 - V220 ~ 10000 harder to break than the ECC2K-108
challenge or DES. Thus, based on current knowledge of EC attacks, the system
proposed here is roughly security equivalent to a 69-bit block cipher. This im-
plies that an attack would require about 10000 times as much effort as breaking
DES. Note also that factoring the 512-bit RSA challenge took only about 2% of
the time required to break DES or the ECC2K-108 challenge. This implies that
an ECC over the proposed field GF (2128 — 297 — 1) offers far more security than
the 512-bit RSA system which has been popular, for example, for fielded smart
card applications. We would also like to point out that due to the shorter size
of the operands (128 bits vs. 160 bits) one could potentially attack a signature
scheme by trying to find collisions in the hash function. Nevertheless, we feel that
our selection of field order provides medium-term security which is sufficient for
many applications intended for the MSP430x33x family of microcontrollers.

6 Implementation and Results

6.1 Software Architecture

The EC arithmetic library for the MSP430x33x devices was designed with mod-
ularity in mind. Thus, the design consists of three levels as depicted in Figure 1.
Level 1 includes basic arithmetic functions such as addition, subtraction, multi-
plication, and squaring routines; modulo arithmetic functions such as modular
reduction for p = 2128 — 297 — 1 addition and subtraction modulo p, Mont-
gomery reduction; and other support routines such as memory copying and set-
ting routines, long number comparisons (>,<,=), and shift-right operations. It
is important to point out that many of the modular arithmetic routines were
optimized for the prime that we chose. Level 2 consists of macros. The assembly
language for the TI MSP430 allows the programmer to use macros which are
substituted by the compiler at compile time. This enables the programmer to
write the Level 3 routines in terms of the macros from Level 2, thus, making the
elliptic curve arithmetic routines independent of the chosen field. In the future,
this will allow us to change the underlying arithmetic without changing the top
level routines. It is important to point that this could have been accomplished
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Elipiccuve |

Arithmetic Functions LEVEL 3

Arithmetic Macros LEVEL 2
Support General Integer Moduop | . _
Functions Arithmetic Arithmetic LEVEL1

Fig. 1. Library Architecture

by using functions in Level 2 but this would increase the overhead (5 cycles per
function call) which would impact negatively on the performance of our imple-
mentation. Finally, Level 3 routines included addition and doubling of elliptic
curve points and scalar point multiplication.

6.2 Timings

The critical functions of the elliptic curve library were timed using the MSP430
TT Simulator version 2.30. The code was compiled using the MSP430 TT Macro
Assembler version 1.08 and the MSP430 COFF TI Linker version 1.01. These
tools are all part of the TT MSP-EVK430S330 Evaluation Kit which includes
the PMS430E337HFD (UV EPROM) chip. Arithmetic is always assumed to be
for 128-bit long operands. The actual timings are calculated for two frequencies:
1 MHz which seems to be a commonly used frequency in applications and 3 MHz
which is close to the highest frequency that the MSP430 device can be clocked
at. Table[ll summarizes the timings corresponding to basic arithmetic operations.

Some of the times reported are exact times. These include the execution
times for multiplication and squaring Montgomery reduction. On the other hand,
the times reported for modular addition, modular subtraction, and inversion
modulo p = 228 — 297 _ 1 using the modified k-ary method were computed
by averaging out the worst and best times observed during the execution of
these routines. Modular addition and modular subtraction, for example, perform
the modular reduction by subtracting p from the intermediate result. In some
cases, one can obtain the final result with only one subtraction, other times two
subtractions are necessary. Best and worst case timings correspond to one or
two subtractions performed in the reduction step, respectively. The remaining
timings in Table [ are the result of performing several computations with a
given routine (Montgomery reduction, Montgomery exponentiation, etc.) and
then averaging over the total number of operations performed. Finally, notice
that the timings do not include the loading of the operands onto the registers
where the routines expect their inputs. However, this operation can at most take
6 cycles for routines with 3 operands, so its impact on the overall performance
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Table 1. Timings for basic arithmetic operations with 128-bit long operands.

Arithmetic Average Timing|Average Timing
Operation @ 1 MHz(usec) | @ 3 MHz(usec)
addition modulo p = 2'% — 297 —1 164 55
subtraction modulo p = 2% — 297 — 1 156 52
multiplication 1425 475
squaring 998 333
reduction modulo p = 212 — 297 1 343 114
Montgomery reduction 1626 542
inversion modulo p = 2% — 297 — 1 235.9 msec 78.6 msec
via modified k-ary method.

of an elliptic curve operation is negligible. Table B] presents the timings for the
elliptic curve operations. The point doubling timings depend on whether the
coefficient a of the elliptic curve is equal to p — 3 or not. So both timings have
been included. The longer timing corresponds to the case a # p — 3. The point
addition timings depend on whether the Z coordinate of the second point is equal
to 1 or not. If it is equal to one then the number of operations is smaller and,
thus, the addition operation takes less time. In this case we have also included
both timings. The fulladd operation (a wrapper routine that can perform both
point addition and point doubling) if used only for adding (PO # P1) takes
less time than when a doubling (PO = P1) is performed. The reason for this
is that fulladd first performs an add and if the output is PO + P1 = (0,0,0)
(which is not a point on the elliptic curve but rather a pointer indicating that
the doubling routine must be used), it performs a point doubling. Only timings
for the case PO # P1 are included. It is important to point out that this is the
case of most relevance in practice since one can always make the Z coordinate
of the second operand equal to 1. In fact, it should not occur that we perform a
double with a fulladd when implementing point multiplication using the binary,
k-ary, sliding window, or addition-subtraction algorithms since the point G is
usually of prime order and in general the multiplier is chosen to be less than
the order of G. In all cases, it makes no sense to average the two values because
the timings correspond to situations which will not occur at the same time or
in the same implementation. For example, one either chooses a curve with the a
coefficient equal to p — 3 or one does not. Finally, the timings for 128-bit point
multiplication were computed using a 128-bit long exponent.

7 Conclusions

In this contribution, we have described a practical implementation of an EC cryp-
tosystem over a prime field, where the prime is a Generalized-Mersenne prime,
on the TT MSP430x33x family of low-cost and low-power microprocessors. We
show how the special form of the Generalized-Mersenne prime can be used to
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Table 2. Timings for elliptic curve operations assuming a 128-bit base field.

Elliptic Curve Average Timing | Average Timing
Operation @ 1 MHz (msec)|@ 3 MHz (msec)
point doubling a = p — 3 15.1 5.0

point doubling a # p — 3 17.7 5.9

point addition Z =1 20.7 6.9

point addition Z # 1 29.1 9.6

point fulladd (P0 # P1) Z =1 21.1 7.0

point fulladd (PO # P1) Z # 1 29.5 9.8

point subtraction (PO # P1) Z =1 21.2 7.2

point multiplication using the binary 3.4 sec 1.1 sec
method of exponentiation (a = p — 3)

point multiplication using the binary 3.8 sec 1.3 sec
method of exponentiation (a # p — 3)

implement a new inversion algorithm, based on Fermat’s Little theorem and the
k-ary method for exponentiation, which minimizes the number of precomputed
values, thus, also minimizing the memory requirements of the inversion opera-
tion. We would like to point out that even though k = 4 minimizes (I3)), this
value might not be the optimum for our algorithm. Since we only required two
(or three) precomputed values it is possible to increase the size of k, thus making
the algorithm more efficient. In fact, it is easy to verify that a value of k = 16 will
reduce in half the number of multiplications required to perform the inversion.

In addition, we tailor the field arithmetic algorithms to the processor archi-
tecture to achieve acceptable timings for a scalar point multiplication. Running
at 1 MHz we can perform a 128-bit random point multiplication in 3.4 sec using
projective coordinates (this time includes transforming back to affine coordi-
nates) using the binary method for exponentiation. Notice that these timings
can be further improved by using addition-subtraction methods. Finally, it is
possible to dramatically reduce the time required for a point multiplication if
the point is known ahead of time, like in the ECDSA signature generation op-
eration. This can be accomplished by using precomputation methods. However,
these methods require additional memory which in embedded systems is not
always freely available.
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Abstract. We study how to reduce the local computational cost associ-
ated with performing exponentiation. This involves transforming a large
computational task into a large set of small computational tasks that
are to be performed by a set of external servers who may all be con-
trolled by one and the same adversary. In order to attack our problem,
we introduce and employ the three principles of duplication, distribution
and delegation. We apply our exponentiation scheme to performing in-
expensive server-aided batch signature generation, and show noticeable
efficiency improvements for batches of size 20 and up.

Keywords: Batch, DSS, delegation, duplication, error-detection.

1 Introduction

It is unfortunate that in spite of increasing processor speeds, the most important
design criteria for many security protocols remains the computational complexity
of the protocols, and not their security. To some extent, this is a mere reflection of
human greed, as the relationship between efficiency and cost is well understood,
whereas the impact of security problems is harder to quantify. With this in mind,
it is clear that the development and understanding of efficient cryptographic
building blocks is a vital contribution to protocol security, as only efficient tools
will be employed for all but a few applications. On one hand, this prompts
research into the development and usage of symmetric key cryptography; on the
other hand, it suggests efforts to provide improved techniques for versatile but
expensive operations, such as those relating to public key cryptography. In this
paper, we focus on the latter.

One of the most common — and expensive — operations in public key cryp-
tography is that of exponentiating. Its costs hover around 200 modular multi-
plications per exponentiation for exponent sizes around 160 bits, using standard
window based methods. Clearly, any advance that allows its cost to be reduced
is valuable. For very small batches, currently known techniques do not give any
noteworthy speedups, while for large batches, various amortization techniques
are known. An example of an amortization method is addition chains [6J5], which
to day is the most efficient way of performing exponentiation for large batches,
with a cost around a mere 10 multiplications per item [5]. The methods suggested
in this paper allow for a local reduction of computational costs for both small
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batches (compared to window based methods) and large batches (compared to
addition chain methods.)

In the above, the importance of the word local is imperative. Namely, we take
the approach (so commonly used in most hierarchical organizations) of delega-
tion: Instead of performing the task in question, it is handed off to somebody
else. Whereas this can safely be done for most everyday life tasks (such as mak-
ing coffee), one has to be very careful about how it is performed for tasks that
involve security. In particular, if an enemy server learns an exponent used in a
signature, and later intercepts the signature, he may be able to determine the
secret key of the signer. A second problem is that of robustness, i.e., making
sure that the computation performed is correct. The methods introduced in this
paper are aimed at overcoming these and related problems, and thereby allow-
ing the safe and robust delegation of exponentiation work to a set of untrusted
servers. It is important to notice here that the security does not rely on sending
different portions of a query to different servers that are assumed not to com-
municate. (In contrast to some work on how to compute with oracles.) Rather,
we assume that all the delegated work may be performed or seen by one and the
same malicious party. We argue security of our solution in this setting.

Our methods, which constitute a new approach to an old problem, involve
as a first step some amount of pre-processing by the server wishing to have the
computation to be performed. Let us call this party the originator. As a second
step, they involve some computation by untrusted external servers, and finally,
some post-processing by the originator. Generally speaking, the significance of
the first step is to appropriately blind the request and to insert sufficient re-
dundancy in the request, so that in the third step, errors and other deviations
can be detected. Note, however, that standard methods for blinding cannot be
used, as they involve the use of exponentiation (which, of course, is what we
want to perform in the first place.) A contribution of this paper is therefore the
development of inexpensive methods for blinding batches of queries. A second
contribution is the development of methods that inexpensively allow for error
detection and error correction in settings like ours. However, whereas these may
be contributions of independent interest, we feel that the main importance is the
move towards lowering exponentiation costs, along with the introduction of the
idea of delegation to the setting considered.

While most batch methods require large batches, ours does well for small
ones as well, which is particularly useful in a setting involving computationally
limited devices such as smartcards.

For batches of size 20, we achieve local computational savings of approxi-
mately 81% over window-based methods, while batches of 100000 give us savings
of 20%. When we talk about small batches, such as batches of size 20, we as-
sume the use of a larger cumulative batch size, where the cumulative batch size
corresponds to the number of elements to be processed over the lifetime of the
device, as opposed to the number processed at one occasion. This is important
to note as it allows for preprocessing corresponding to the cumulative batch size,
which is performed externally, thus resulting in further savings.
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Outline: We begin by discussing the related work in section 2. We then intro-
duce the model and define our goals in section [3l This is followed by a high-level
discussion of our methods in section [l after which we delve into our solution
(tailored for large batches) in section Bl In section [5.4] we make security claims
corresponding to this scenario, with a corresponding security and efficiency anal-
ysis in the appendix. In section [0] we briefly discuss a variant of our solution
applied to a smartcard scenario (corresponding to reduced quantities of local
storage and use of small batches.)

2 Related Work

The general ideas of server-aided computation and batching are not new (c.f.
[M3QR2TI242529]). While the server-aided RSA computation protocols proposed
in [924125] have been found not to be secure [28/22], the methods introduced in
[29/21] are believed to be secure against passive attacks, i.e., attacks performed
by honest-but-curious servers.

Our work differs from the above in several ways. First, while most of the
previous work focuses on modular exponentiation for composite moduli (i.e.,
RSA), we target computation with prime moduli, and in particular, discrete
log protocols like DSA [26] and Schnorr [32]. A second difference is that we
make more pessimistic trust assumptions, and introduce methods for achieving
robustness under such assumptions, and under active attacks. In this sense, we
position ourselves much closer to work on oracle computation [I], which can be
seen as a theoretical relative of server-aided computation, and where robustness
is a core issue.

However, we make computational assumptions that are closer related to
those typically made for server-aided computation, as we adopt the setting of a
polynomial-time limited adversary. This makes particular sense in the context
of generating standard signatures, which in turn is one of the focal points of our
work. Therefore, on the one hand, we make stronger security assumptions than
what is done for much of the work relating to computing with oracles, which
allows us more efficient results. On the other hand, some of our other assump-
tions are weaker (and more realistic, we believe), as we allow the adversary to
see the entire query string, independently of whether one or more servers are
employed in practice. This is in contrast to what is assumed for some of the
work on computing with oracles (e.g., [2[16]), where it is assumed that there is
a separation between servers.

Our work is related to [7] in terms of the goal it achieves. However, a note-
worthy difference is that the exponents for which computation is performed are
random (according to some near-random diatribution) in [7], while they can be
chosen arbitrarily in our scheme.

Technically, our work is influenced by a whole array of well understood meth-
ods. Whereas the type of blinding we perform is novel, it is related in spirit to
existing blinding techniques performed for discrete log based signature schemes,
such as was done in [8]. While the solutions in [925]24] are vulnerable to ac-
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tive and passive attacks [22l28], we introduce various error detecting techniques
to achieve robustness. These techniques, which depend closely on the use of
blinding, also draw on several previously proposed methods. One method is to
duplicate the set of queries, and to permute and blind each item individually,
forcing an adversary to guess the location of related portions in order to success-
fully attack the system. This idea has previously been employed for robustness
of mix networks [20l15]. Another method is to introduce known values in the
query string, and verify that these are computed correctly. Together with the
permutation performed, this becomes an inexpensive and powerful way of pro-
tecting against an attack in which the adversary offsets all the queries in the
same manner (which in principle would be possible were only the duplication
method to be used.) A third method, of a more traditional error-detecting type,
is to introduce values that depend on other values, and to verify that these
values, when returned, have the expected relationship. A drawback of this ap-
proach is the increased cost per item; however, it could be a useful method in
a setting with very small batches (in which case the duplication methods be-
comes less powerful.) Finally, a fourth method is to introduce dependencies in
how the computation is performed. In other words, this chains the partial results
in a manner that spreads any inconsistency, thereby making it easier to detect.
(While this is related in spirit to the avalanche effect used in symmetric cipher
design, the actual methods employed differ substantially.) This method becomes
a powerful (but also rather expensive) error-detecting tool in conjunction with
the previously outlined methods. However, the error-spreading functionality not
only allows easy detection of errors, but has the flip side of spreading the effects
of any error to otherwise good portions of computation.

3 Model and Requirements

Participants. We assume all participants to be modeled by polynomial-time
limited Turing machines. The scheme has two types of “desired” participants:
an originator (who in our signature setting is the party who holds the secret
key for generating signatures) and external servers. The latter are used by the
originator to have computation performed.

We assume that all the external servers may be controlled by an “unwanted”
entity, the adversary. It is the primary goal of the adversary to improve his
chances of computing some known function of the secret signing key of the
originator (such as forging a signature.) A secondary goal is to corrupt the
computation the originator wishes to perform, without this being noticed by the
the originator.

Informally, a protocol for outsourcing computation should be private (not
leak secret information) and robust (not allow incorrect computation to go un-
detected). Moreover, it has to be efficient, i.e., reduce the amount of local com-
putation to be performed given some assumptions on the probability that a
computational portion is correctly performed when outsourced. More formally,
we can define these as follows:
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Definition: Let T be a computational task, and f an arbitrary function.
We say that a delegation of T' is e-private with respect to f if the adversary has
only a negligible advantage € in computing f(i) for some input i if performing
the delagated work and seeing the public input and output of the originator,
compared to a setting where he only sees the public input and output of the
originator.

It has to be noted that in the setting we study, we are — in terms of pri-
vacy — only directly concerned with the privacy of the exponent values for the
signatures (which indirectly corresponds to the privacy of the secret signing
key). If this context it may be more appropriate to denote the property security,
although we will use the more general (and generally applicable) privacy.

The robustness of the scheme deals with a different kind of attack, namely
the adversary trying to corrupt the computations. In the following, we consider
the robustness of a signature generation:

Definition: We say that a delegation of T is e-robust if an adversary
who controls all the external servers performing computation for the signer
cannot corrupt the computation but for a probability e. (The above is over all
random strings of the signer, and over all computational tasks T'.)

Turning to efficiency, note that we are primarily concerned with the amount
of computation performed by the signer, and not with that performed by the
external servers (as long as their computational tasks are feasible.) We define
the efficiency of an outsourced computation as follows:

Definition: We say that a delegation of a computational task T is (e,v)-
efficient, if the signer’s computational load if performing the computation
T himself is a fraction € of that required by him if outsourcing T. This
is relative to a certain fraction v of incorrect responses that are scheduled
by the adversary, and where the probability is over all random coins of the signer.

In the following we present a solution which allows the efficient delega-
tion of signature generation. This proposed solution meets the requirements of
robustness and privacy, as will be shown in the analysis section.

4 Delegation

The type of work we strive to delegate in this paper, namely generating DSA
signatures [26], is characterized by a large amount of exponentiation. We will
use the standard denotation for DSA, in which one of the computational tasks
is to compute r = g*¥ mod p, where k € Zg4, primes p and ¢ such that p = lg + 1,
and |p| = 1024, |¢| = 160. As usual, all operations are assumed to be performed
modulo p, where applicable, unless otherwise noted.
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Clearly, it is easy to delegate the exponentiation of values simply by transmit-
ting the bases, exponents, and moduli to a server performing the computation.
However, this simplistic approach has several potential weaknesses; in the fol-
lowing, we will discuss these, along with the constructions we will employ to
avoid them.

The issues of robustness and defense against information leaks are closely
related in that the methods to achieve these two goals are largely overlapping.
Let us consider what these methods are:

1. Permutation. A first method is to randomly permute the order of the par-
tial tasks in the batch of requests sent to the external servers. Permutation
is helpful as it forces the adversary to guess what exponentiation(s) corre-
sponds to what signature. The costs incurred by the originator to perform
this operation are insignificant. Similarly, the permutation does not affect
the amount of computation to be performed by the external servers.

2. Blinding. A second method we use is to transform the exponents in a way
that closely corresponds to a traditional blinding. This is done by applying a
random (and secret) offset to each exponentiation in the batch where offsets
are selected in a particular way to keep the costs of the operation down.
(We elaborate on how this is done below.) The additional local cost incurred
by blinding consists of a first cost corresponding to applying the offsets to
the exponents, and a second cost of removing the resulting offsets from the
values returned by the external servers. The blinding does not affect the
global costs, i.e., the amount of computations performed by the external
servers, at all.

3. Error-detection and error-correction. Finally, a third method we use (and
which to some extent is a novel method for this type of application) employs
error detection and error correction methods to spot and remedy inconsis-
tencies. This is done by introducing what we call known values, replica-
tion, dependencies and checksums. These methods manipulate the vector of
queries and verify that certain relationships hold for the returned results.
The methods are as follows:

(a) Known values. We let the originator insert some w tasks into the batch
of computations to be delegated, where he already knows the results
of these computational tasks. (For example, = 0, resulting in ¢g* = 1;
note that such simple computational tasks can not be distinguished from
other tasks once they are blinded.) This allows the detection of so-called
offset attacks, in which the adversary correctly computes all tasks, and
then offsets all of the replies using the same multiplicative offset. Both
the additional local and global costs are negligible.

(b) Replication. A second method for error-detection is replication, accord-
ing to which one instead of delegating a computational task only once
delegates it some 7 times. We will apply this transformation before blind-
ing and permutation are performed. Since each task is delegated 7 times,
both local and global costs increase by a factor 7 (not considering minor
amortization gains.)
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(¢) Dependency. Including dependencies in the computations performed by
the clients results in serious error propagation, which reduces the suc-
cess probability of attacks in which an adversary provides some incor-
rect replies. Together with duplication, this allows easy detection of er-
rors and malicious responses. We implement dependencies by “linking”
tasks to each other, making one result depend on two or more other
results, which in turn depend on others. We introduce dependencies by
transforming a query consisting of the exponents k1,...,k, to a query
consisting of the the exponents ki, ..., k., where

1no

k/: ]{/’1 Z:1
v kita-kiqa+0-ki_jmodg:1<i<n

where «, 8 € {—1,0,1}. Depending on the values of o and g, different
levels of error propagation can be achieved. While error propagation
is very useful for detecting forgery, it also requires recomputation of
many exponentiations. For efficiency reasons, this method needs to be
combined with the other mechanisms.

(d) Checksums. A fourth method is that of inserting checksums. These are
values that depend on subsets of the other values (potentially all of
these), and which are checked by multiplying the results together and
comparing to the corresponding checksum values. Whereas it is an ex-
pensive operation to verify the checksums (requiring roughly one multi-
plication per item selected for the checksum) it can be used as a recovery
method to locate good sections of a corrupted set of computed values.
(Where we use other methods to detect errors.) This may be beneficial
given the negligible precomputation costs of the operation. The opera-
tion results in a minor blow-up in the size of the query string; namely,
introducing u checksums each of length v with u-v = n (i.e., each element
is part of one checksum) results in « additional computational tasks to
be delegated to the servers.

It is important to note that in order to achieve maximum security, one should

perform the error detection and error correction before performing the blind-

ing and permutation steps.

Detailed Blinding Description. In detail, the blinding for the exponent
vector (k1,...,kp) is done by first choosing e random numbers ry,...7r. €
{0,..., qgl }. Then, for each exponent k; with 1 < j < n, d elements are chosen
and the new exponents are computed as

K =kj =Y vigrimod g

i=1

with 7;; € {0,1} and Y ;_, vi; = d. The choice of what blinding values to
combine in order to obtain the various blinding elements, we must not select
two equal sets of blinding values, or they can be cancelled by randomly guessing
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these two resulting blinded portions, which could leak the secret key. In fact,
we select what blinding values to use by enumeration over all sets with a par-
ticular minimum Hamming distance (where the Hamming distance of two sets
81,82 is defined as the number of elements of (S; U S2)\(S1 N S2)). The Ham-
ming distance in turn determines how many portions have to be combined by
the adversary in order to cancel blinding factors. The sets of blinding factors
form a so-called constant weight code with length n and weight d. We refer to
[12/30] for a description of these codes, their properties and how they can be
constructed. Computing the actual signatures corresponding to the exponents
k1, ..., ky, requires the computation of the gZ::ﬂi’j” medd gor 1 < j < n by
the signer. Using standard methods, the g™ for 1 <14 < e can be computed with
~ 200 multiplications and the precomputation of all possible pairs g"+7i moda
with 1 <1 < j < e requires < @ multiplications. Thus, the additional costs
for the signer computing the original signature amount to

(e-1)
2

zl+(f§1—1)+ (200e + < ).

1

n
Remark on dependencies: In a more general setting, the dependencies can
be introduced on blocks of size b < n where b- b’ = n as follows:

L= ks i=1-b+1
T\ kita-kig +B-k_jmodg:l-b+1<i<(I+1)-b

for1 <1<V,

5 Solution (Large Batches)

We are now ready to present our solution. At this level of description, we are only
concerned with the computation performed on the signer’s side. This is broken
into two portions, sandwiching the portion performed by the computing servers.
These two portions correspond to transforming the problem into a randomized
description of the same, and to transform back the corresponding “randomized
result” into a result, and check for inconsistencies. The parameters, e.g., the
number of signatures to be produced, have been chosen to balance efficiency and
security requirements for an Internet scenario (characterized by large batches.)

5.1 Problem Transformation

Let the input consist of the vector ((g,k1),...,(g,kn)) corresponding to an
implicit request to compute (g*!,...,g*"). We denote this input by G, =
(k1,...,kp). The signer will transform G as follows:

1. Replication At first, the above vector is extended by replicating the last
element of Gy, i.e., kn41 = kyn. Then, the resulting is substituted with a
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vector where each element occurs three times. Le., the original vector G; =
(k1,...,kp) is transformed into the new vector

Gs = (K1, o, ins, s
e '7knakn+17k1w . '7kn7kn+1)~

2. Dependency. As a next step, dependency is introduced by transforming
the third part of the vector Gs yielding

Gz = (Ki,...,Ksnys)

where K; = (G2); for 1 <i < 2n+2 and for 2n + 3 < i < 3n + 3 the K; are
inductively defined as

k1 i=2n+3
K, = ki—ki,l—Ki,lmodq:2n+3<i§3n+2
KZ',1 1 =3n+3

Due that the fact that the dependencies can also be interpreted as checksums,
no additional checksums are introduced.

3. Blinding. For the blinding, e random numbers rq,...,7. € {0,..., %}
are picked. Then, for each element of the vector Gz, 4 elements

P1,(Gs)is - - - » P4,(Gs); are selected (in the manner previously described) from
R={ry,...,r.} and the new vector
Ga= (K1, -, K3n+3)

is computed as x; = (G3); — 2?21 Pj.(Gs), mod ¢ for 1 <4 < 3n+3.

4. Random permutation. A permutation, II on the vector is selected uni-
formly at random, resulting in the new vector

Gs = 11(Ga).

5.2 Outsourcing

The vector that constitutes the final output of the above transformation is broken
up into blocks of appropriate size, and communicated to computing servers. (We
note that one clearly only has to communicate the value g once.) If a vector
(Ay,...,Ag) is sent to a computing server, the latter is expected to compute
and return the vector (g4, ..., g*).

5.3 Result Transformation

Again, we assume the input consists of one vector Gg whose elements consist of
the values returned by the computing servers, arranged in the order in which
they were handed out (that is, so that the reply to a query is entered in the same
position from which the query was taken). The following steps are performed to
transform and verify the result:
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1. Inverse permutation. The signer constructs a new vector by applying the
inverse permutation, compared to the one performed towards the end of the
transformation stage. This results in the vector

Gr = H_l(QG),
2. Inverse blinding. For each 1 <1 < 3n + 3 the signer computes
(Gs)i = g(g7)i+zj:1 Pj.(g3); mod q

thus resulting in Gg. This computation is performed using methods for ad-
dition chains.

3. Verification of dependencies and redundancy. As a last step, the
redundancies are checked, i.e., if (Gg)nt2 z (Gs)2n+3, (Gs)n z (G8)n+t1,
(G8)2nt1 = (G8)2n+2 and (Gg)3ny2 = (G8)3n+3, as well as if for 1 <i <n

(G8)n+14i < (Gs);-

Moreover, for 2 < i < n the signer checks inductively

(Gs8)2n+2+i - (G8)2n+it1 - (F8)i—1 L (Gs):-

If so, (Gg); with 1 < ¢ < n are the correct results of the delegated com-
putations. Otherwise, if 1 < j < n is the index where the check fails, then
the computations of (Gg); with 1 <4 < j are correct. The values (Gg); with
i < j < n are compared with (Gg)n+i+1. If equality holds, these values are
assumed to be correct. Otherwise, recomputation will be necessary as in case

of (gg)j

Remark: The above protocol obtains a high degree of robustness (as will be
discussed in the following subsection and argued in the appendix). However, in
situations in which robustness is not critical, or in which a third party is employed
to verify the signatures, our protocol can be altered to substantially reduce the
costs. Similarly, if our methods are employed for purposes of decryption instead
of signature generation, redundancy checks (of the resulting plaintexts) can be
used to obtain robustness at reduced costs.

The protocol costs can be reduced by not performing the verification of de-
pendencies (reducing the amount of work performed in steps 2 and 3 above), or
by not using duplication (reducing the amount of work performed in step 2). Note
that these changes do not alter the degree of privacy, but only the robustness.
We will review the resulting costs and robustness claims of the corresponding
protocol versions.

5.4 Security Claims

For concreteness, we analyze the security of our scheme only for the particular
parameters proposed.
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Privacy. Starting with the privacy aspect, and considering the state of the art
in terms of attacks, we argue in Appendix [A]l that if we choose at least e = 75
blinding factors, then our scheme is 278%-private for input sizes larger than
100000 and smaller than (§) = (7)) = 1215450.

Robustness. For an input size n, our protocol is (3 - (3"; 2))_1—r0bus‘c against
an adversary who controls all the external servers, for large batch sizes. Thus, for
input sizes larger than 47000 elements, an attacker has less than a probability
2780 to corrupt the computation without detection.

In Appendix [B], we argue by case analysis that it is necessary for an adversary
to select a “coherent set” of at least six elements among the existing 3n + 3 ele-
ments. Given the random distribution of the elements (described in appendix[A])
the adversary can only succeed if the five last elements he chooses are “coherent
with” the first elements he chose, which gives the claimed probability of success.

Efficiency. In Appendix [C] we show that our protocol is approximately (3, 0)-
efficient for batches of size approximately 100000 signatures, with an actual
cost per signature of 8 multiplications. This corresponds to a local efficiency
improvement of 20%, compared to addition chain methods.

6 Smartcard Setting (Small Batches)

In our smartcard setting, we perform the initial exponentiation as part of the
manufacturing or initialization process of the smartcard. (However, we do not
precompute all pairs, due to the storage problems that would cause.) Thus,
the smartcard stores pairs (r;, g"*). While in this smartcard setting the original
vector has to be replicated seven times in order to obtain a robustness level
corresponding to a probability of failure of 2780 for a batch size of n = 20,
the dependency is introduced as before. In order to achieve a security level of
2780 the cumulative batch size will have to be chosen to be at least 80000.
Therefore, 75 blinding factors is sufficient, since (745) > 80000 - 9, where 9 is the
effect of replication and dependencies. We note that the cumulative batch size
corresponds to the number of signatures that can be generated by the smartcard
without “recharging”.

We see that the local cost per signature is only 42 multiplications per signa-
ture, which is in strong contrast to the approximately 200 multiplications that are
otherwise needed for such small batches. Thus, our protocol is (%, 0)-efficient
for very small batches, which corresponds to a 81% savings.

7 Conclusions

In this paper we have presented methods to reduce the local computational costs
associated with performing exponentiations for signature generation. Using the
principles of duplication, distribution and delegation, we achieve a reduction of
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costs incurred by the use of addition chains which to day is the most efficient
method of performing exponentiations. A future direction of interest is to apply
our methods to different problems and to research other redundancy methods to
obtain robustness. In particular, employing different patterns for the recurrence
computation may be of benefit. Furthermore, application of results known from
coding theory could give improved methods for selection of blinding values which
in turn would improve efficiency by allowing smaller batches and cumulative
batches.
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A Privacy Analysis

A scheme is private if each set of the queries issued by it is indistinguishable from
an equal-sized set of uniformly distributed random queries. We argue that if we
choose a sufficient number of blinding factors in our scheme, then our scheme is
private.

According to Section 5, an input vector (ki, ..., k) is transformed into the
outsourced vector by applying replication, introducing dependencies, performing
blinding and applying a permutation. For purposes of privacy analysis it suffices
to consider only the permutation as well as the blinding process. The blindings
are generated by selecting d of the blinding factors r1,...,7¢, i.e., ki = k; +
D=1 Vit With 305, 5 = d and ;. ; € {0,1}. The permutation of the list
is sent to the servers. Let us for sake of an argument assume that an attacker
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knows the random permutation. Then, the attacker can compute g*i /gFi = gri,
where the exponent p; = 2521 vi;7 (1 <4 < n) is unknown. Then, following
the analyisis in [[7], we know that:

Theorem 1. Assuming that there exists an algorithm that, given gPi, for p; =
25:1 Yi,iTj, and 1 < i < n — 1, computes the discrete log of g’ with success
rate €, then there is an algorithm to compute the discrete log on arbitrary inputs
in expected time O(1/€) with success rate €.

However, and just as in [7], there is a further complication in that one compo-
nent of the signature is a linear function of the secret value k, and the secret key
x. This opens up for a host of problems, which we will list and elaborate on in
the following. We note, though, that there is no known proof of security, as there
are no proofs of the bounds on the complexity of the attacks to be described,
and others that are not yet discovered. A reasonable heuristic, though, can be
obtained from studying the progress of these attacks.

Attack Type I: Lattice Based Attacks. Since we reuse blinding elements
for the different blinding factors, we need to consider the impact of lattice
based attacks on our security. In particular, one of these attacks relates to the
classical subset sum problem:

Subset Sum Problem: For given positive integers ws,...,wy (the weights)
and the sum S, find a subset of the weights, i.e., determine the variables
Z1,...xN € {0,1} such that S = Zf\il TiW;.

Transforming the problem into a lattice problem, i.e., reducing it to the
problem of finding a shortest vector in a lattice [I3] is the most powerful
method known to date to attack the classical subset sum problem. In practice,
lattice basis reduction methods such as the LLL reduction algorithm or the
Blockwise-Korkine-Zolotarev (BKZ) reduction algorithm [I333)84] provide
suitable approximations to the shortest lattice vector. They perform well (in
respect to run-time and quality of the approximation) for a small number of
weights but break down for N > 200. While the LLL algorithm has a binary
complexity of O(N® log ®B) (where B is a bound on the size of the entries of
the corresponding lattice basis) there is no polynomial time algorithm known to
date for performing a BKZ reduction. On the other hand, BKZ reduction yields
better reduction results than the LLL algorithm. For an increasing number of
weights the quality of the approximation becomes insufficient for providing a
solution to the subset sum problem.

Moreover, since according to the construction of the blinding not only the
variables z1,...zy € {0,1} but also the weights wy,...,wx are unknown, the
attacker is faced with a problem that is even harder to solve:

Hidden Sum Problem: For a given N and sums Si,...,S; € Z,, find
weights w1, ..., wy € Z, and determine the variables x11,...zn,; € {0,1}
such that S; = S\ @ jw; for 1 < j <.
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This problem was first introduced in [7]. Apart from exhaustive search,
lattice-based methods are once again the most efficient techniques known to
date to solve the problem [27]. However, regardless of the density of the subset
sum problem neither of these methods is practical for attacking the privacy
of our scheme of server-aided signature generation. This is due to efficiency
reasons. Both exhaustive search and lattice-based attacks can be performed
only for small problem instances with a very few weights. E.g., in [27] the
problem could only be solved for up to N =~ 45 whereas we consider settings
with NV > 80000.

Attack Type II: Cancellations among Blindings. If an attacker could
efficiently select a small number of signatures such that the applied blindings
cancel each other, he would be also be able to retrieve the secret key used.

1. Two identical sets of blinding elements.
This case, namely that in which {pl;(QB)N . p4)(ga)i} = {pl)(gg’)j, e p4’(g3)j}
for i # j is efficiently prevented by the use of enumeration for the selection,
which guarantees that no two queries will use the very same set of blinding
elements. Thus, for a given input size n, the number of blinding factors has
to be chosen such that (2) > n.

2. The sums of two blinding sets are equal.
This case, namely py (g,), +- - -+pa,(g5), mod ¢ = py (gy), - - -+Pa,(g5), Mmod ¢
can be seen to occur only with probability %, which is negligible.

3. All blinding elements are selected.
We note that it is not possible to cancel the blinding factors by adding all
of the resulting queries. This is so even if all the possible enumerations were
to be used, since the elements of the linear combination with necessity must
have different signs in order for all the blinding elements to cancel.

4. The attacker identifies more than one but less than all elements.
We consider in the following a selection of blinding elements such that any
two selections have a Hamming distance of at least 2. In the following, let
By, Bs, Bs, ... be the sets with four blinding factors b;1,b;2,b;3,b;4 (i =
1,2,3,...). Apparently, an attacker won’t succeed by only choosing two sets
of blinding factors B; and By since the two sets differ in at least one element,
and therefore cannot cancel. Thus, in each linear combination of those two
sets

aj - (b171 +bi2+biz+ b1,4)+
ag - (be,1 4+ b2 + b2+ be4) mod g

with a1,as € Z;, there will be at least a sum of two elements left. In case
of three sets, an attacker is faced with the problem of finding a third set
to cancel the sum of the first two. Since the linear combination of the first
two will either contain elements with different signs or with different factors,
choosing only three sets is not sufficient either. Thus, an attacker will have
to choose at least four suitable sets.
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There are four cases to be considered; one in which the four chosen sets ele-
ments correspond to four different signatures; one in which they correspond
to three; then two, with two elements for each; then two, with one element
for one and three elements for the other. We will focus on the probability of
success for the first of these cases. The probability of success for the others
will be smaller, as can be seen from case analysis.

For the first case, the probability of success corresponds to an attack in which
the adversary selects three elements (of the outsourced type) at random from
all available such elements, and then selects the last one, hoping that the four
elements he chose are such that the blinding factors cancel. Then, he selects
four signatures to match these four outsourced elements. The probability of
the fourth outsourced element having the desired property is 1/(A—3), where
A=3n+1) < (Z) The probability of selecting the matching signatures
is not better than 1/ (Z) Thus, the success probability of the adversary is
smaller than 8/(n—3)°. We see that for n > 99337 the attacker has a chance
less than 2780 to successfully retrieve the private key.

It is left to be shown that for any given three sets of blinding factors By, B
and Bgj, there is at most one fourth set B, such that all four are linear
dependent, i.e.,

4
Z a; - (bj1+bi2+bi3+bis) modg=0
i=1

with a1, a9,a3,a4 € Z; . Linear dependence of By, By, B3 and B, can only

be achieved if not more than four elements in the linear combination of the

given Bi, Bo and Bj are left and each element is weighted with the same
factor. In the following let the first set of blinding elements be multiplied by
factor a1, the second one with as and the third one with as.

(a) If each set contains at least one element that is not contained in any
other set, then a; = as = ag, since the results in the linear combination
will have to have the same factor. But since the sets differ by at least
one element, the resulting combination will contain at least 5 elements,
thus the cancellation cannot be achieved with only a fourth vector.

(b) In case that only two sets contain elements that are not found in the
other sets (where those sets in the linear combination are weighted with
ay and as respectively), then a1 = as. Moreover, there will be at least
one element in the sum that is weighted with a1 +a3 and one with a1 +as.
Since ag # 0 and az # 0, the chances that a fourth vector can be found
are only in case a3 = —as = —ay. Thus, the combination of these three
vectors consists of only zeros or a;’s. If the number of a;’s is four, there
is a fourth vector to achieve cancellation, otherwise there isn’t.

(c¢) In the last case, that only one set (weighted with aq in the linear combi-
nation) contains elements that are not contained in any of the two other
sets, the elements in the linear combination will need to match to zero
or a;. Once again, there is at least one factor a; + as and at lest one
a1 + az. With as # 0 and as # 0 it follows that in order to keep the
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chance that a fourth vector can be found, as = a3 = —a. If there is a
factor a; + as + as or more than 4 elements left, the fourth vector cannot
be found.

This completes the argument. For the smartcard setting, a corresponding argu-
ment can be applied for A = (8 + 1)(n’ + 1), where n’ is the cumulative batch
size.

B Robustness Analysis

A scheme is robust if it is not possible for an adversary controlling all the com-
puting servers to produce replies that cause an incorrect output to be generated
by the originator. In the following let the vector Gs (see Section 5) be arranged
in a (n+ 1) x 3 dimensional matrix, where the elements of the first and second
row are the kq, ... k,+1 and the third row contains the corresponding checksums.
By case analysis over the number of changed columns, we argue that in order to
succeed with an attack, it is necessary for an attacker to select a set of compu-
tational queries of size at least six from the total 3n + 3 issued queries, assuming
n > 11. In the following the offsets are described in terms of additions since
the results of applying any arbitrarily chosen function can also be achieved by
means of performing an addition in Z,.

1. One or two altered columns. Let i be the first column (corresponding to the
pre-permutation stage) in which incorrect values are returned. Assume that
the non-checksum values and their duplicates are offset by an integer 6. Then,
by the recurrence describing how checksums are computed, the checksum in
column 7 needs to be offset by §, or the resulting checksum verification will
fail. Then, turning to the values of column i+ 1, we see that the difference of
the checksum of this column and one of its two non-checksum values has to
be offset by —24 in order for the verification of the checksum of this column
to succeed. i.e., If we alter all the values of column i+ 1, that gives us a total
of six values to select. If only the non-checksum value and its duplicate are
altered, the sum of the checksum and the non-checksum value of the 7+ 2nd
column has to be offset by 26, thus at least six values have to be selected. If
only the checksum value of the i + 1st column is altered, i.e., offset by —24,
the sum of the non-checksum and checksum values of column 7 + 2 will then
in turn have to be offset by 2§ in turn. (By the same argument as above, we
would then have to correct the ¢ 4+ 2nd column in the same manner as the
i+ 1st.)

2. More than two, less than n incorrect columns. Since each original value is
duplicated in our scheme, an attacker needs to alter at the very least 2k
queries in order to corrupt the computation of k values, or the results and
their duplicates will not be consistent. (This is so since the original values
are not dependent.) For “small” values of k, this amounts to at least six
elements, given the restriction & > 2. For “large” values of k, the adversary
alters all but a few queries, in which case he has to select those which he
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will not alter. In order not to affect n — k original values, he needs to select
the queries of these values, and the corresponding checksums. Since there
remains 3k + 3 values (where the last portion is due to the added n + 1st
column) this gives us that at least six values have to be selected, given k > 0.

. All values incorrect. Let us consider a few cases: (1) All non-checksum values

are replaced by the same value. (2) All non-checksum values are offset by the
same value. (3) All values to be computed (not necessarily including the
checksums) are altered.

In the first case, we see from the recurrence equation describing how the
checksums are computed (and the fact that all non-checksum values are set
to the same value) that the absolute value of all the checksum values will
equal the first checksum value, but with alternating signs for each column.
Therefore, unless the the non-checksum values are set to zero (which would
cause all replies to equal one, and which would therefore not be accepted),
it is necessary for the adversary to partition the set of values into at least
two sets. As long as n > 11, this means that the adversary has to select at
least select six values from all the values to be computed.

In the second case, by the argument above, all checksums have to be offset by
either zero or non-zero. The former would cause no change, and can therefore
be ignored; the latter would force the adversary to correctly partition the
set, giving us the same result as above.

If all values to be computed are altered then either we need to alter then in
the same manner, or we need to partition them into two or more sets, each of
which will be altered in a particular manner. Consider the smallest set altered
in a particular manner. If it contains six or more elements, we are done.
Due to the use of duplication, it cannot contain an odd number. Assume
it contains four elements. Given the way the checksums are computed, we
know from above that either the two checksums in these two columns have
to be altered then, or at least one element in each of the adjacent columns.
This again gives us that at least six elements that have to be modified. We
are left with the case in which the smallest set contains two elements. If
there are two such sets, this gives the same result as if the smallest set were
of size four. If there is only one set, it is an identical setting to the argument
of “one or two added columns”. This concludes the argument.

We argued in Appendix[Althat each set of query values has a distribution that

cannot be distinguished from a uniform at random distribution by the attacker.
Therefore, and since a total of 3n 4+ 3 computational queries will be issued for an
input size corresponding to n signature generations, the probability of success for

the
for

adversary will be bounded by 1/(3- (3";' 2)) To obtain a sufficient robustness
the smartcard setting with batch size n = 20, the original vector has to be

replicated 7 times (making its size eight times that before replication), thus the
attacker will have to choose (8 4+ 1) - 2 elements.
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C Efficiency Analysis

The global cost, i.e., the amount of computations to be performed by the external
servers, is determined by the size of the delegated vector and amounts to 3n + 3
exponentiations.

Turning now to the amount of local computation, we can see that for each
exponentiation the originator wants to have performed, he will have to perform
the following number of multiplications:

2 add’l mult. due to introduced dependencies
+3-2+ (200 75 + U2=1)) add’l mult. due to blinding
~ 8 add’l multiplications

In comparison, addition chain methods for exponentiations require about
10 multiplications per signature for batches of size approximately 100000 signa-
tures [5].

In the smartcard setting, the exponentiation work for generating the blinding
factors is performed in a pre-computation step (but the pairing of the blinding
factors is still not.) This results in local costs per signature of approximately
24+ 9 -4 = 38 multiplications. Since window based methods require about 200
multiplications per signature for batches of size 20, this corresponds to a speed-
up of 81%.
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Abstract. Digitally signed documents (e.g. contracts) would quickly
lose their validity if the signing keys were revoked or the signature scheme
was broken. The conventional validation techniques have been designed
just for ephemeral use of signatures and are impractical for long-term
validation. We present a new scheme that: (1) provides fast revocation
while giving no extra power to on-line service providers; (2) supports
long-term validation; (3) is lightweight and scalable.

1 Introduction

Bob lends Alice $100. Alice signs a promissory note stating that she owes Bob
$100. It is in Bob’s interest that Alice’s digital signature is sufficient to convince a
judge that she really owes Bob the money. A dispute in court, however, may take
place long after the promissory note was signed. Alice’s public key certificate may
already be revoked. Therefore, it is necessary to ensure that electronic documents
retain provable authenticity long after their creation.

The evidentiary function is one of the essential properties of handwritten
signatures and thereby it may seem natural to assume that digital signatures
have this property as well. However, no human being is able to compute digital
signatures by heart and it is also hard (if not impossible), with today’s tech-
nology, to create a signature device which (from the signer’s point of view) is
absolutely safe to use. On the one hand, it seems unfair to make the owner of
a signature device (Alice) liable for everything ever signed with that device. On
the other hand, if the burden of proof is completely on the side of the interested
party (Bob), no one would trust digital signatures. The best we can do today
is to minimize the technological risks and to define some reasonable (as fair as
possible) rules for solving disputes on digital signatures, rules that all parties
involved in a dispute are aware of. Among many other things, these rules must
define what kind of digital information is considered to be admissible evidence
in a court of law.

Secure signature devices, fair rules of liability, and up-to-date public key
information are the basic problems to be solved before we can seriously speak
about the evidentiary function of digital signatures. In this paper, we address
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the last issue, i.e. the problem of efficient distribution and storage of public key
information for long-term use. The secure signature devices and the liability
problems are not discussed, though, we do not claim they are unimportant or
easy to solve.

The first solution in the area of public-key distribution was proposed as early
as in 1976. In a pioneering paper [6], the fathers of public-key cryptography
— Diffie and Hellman — proposed a modified (on-line) telephone book listing
public keys instead of telephone numbers. However, this idea was despised two
years later by Loren Kohnfelder [I1], the father of public key certificates, due
to concern that managing such a telephone book would cause a communication
bottleneck. The idea of individually signed certificates seemed far more attractive
because the public networks were far from their today’s overall availability.

Recently Gassko, Gemmell and MacKenzie [§] took a step towards reviving
the modified telephone-book idea proposed by Diffie and Hellman. They showed
that for long-term validation it is more efficient to manage public key databases
rather than to use individually signed certificates.

In this paper, we will take another step by showing that (using modern
cryptographic techniques) we can improve both the efficiency and reliability of
on-line validation techniques. We introduce a new notary service which confirms
the validity of the certificate at the time when the relevant digital signature was
created. Instead of indicating the specific time, the notary confirmation (signed
by the notary) provides a direct (one-way) link between the certificate and the
signature. In order to avoid the need to use computationally expensive digital
signatures extensively, the notary uses Merkle authentication trees [12[13] to
compress answers to questions which clients have submitted during each minute
(or some other unit) of time. After each minute, the notary signs the root of
the tree. This trick (used already in time-stamping [9J3] and certification [g])
significantly reduces the number of signature creations. We also propose methods
how to reduce the role of Trusted Third Parties in long-term validation and
thereby improve the reliability of these services.

In Section 2, we describe our model of signature validation scheme including
the list of involved parties. We also describe the main goals of this paper. In
Section 3, we give a brief overview of the basic principles of public key valida-
tion techniques and discuss the main advantages and drawbacks of the on-line
validation techniques. In Section 4, we outline a new on-line validation protocol
that supports both fast revocation and long-term validation. In Section 5, we
discuss how to increase the reliability of on-line validation schemes and present
a new scheme with lower trust assumptions.

2 Statement of the Problem

In this section, we give a brief overview of the problems we try to solve and,
in order to avoid misunderstandings, also emphasize some problems we are not
trying to address in this paper. There are five parties involved in our model of
signature validation:
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— Certification Authority (CA) issues public key certificates that bind public
keys to identities of their owners.

— Signer (Alice, A) is a person who, after obtaining a public-key certificate
from the CA, creates a digital signature.

— Prover (Bob, B) or Interested party is a party who receives a digital signature
from the signer and who is interested in preserving the evidentiary function
of this signature.

— Confirmer (or Notary, N) represents a service for obtaining a confirmation
that the certificate was valid at the moment the signature was created.

— Verifier (or Judge) is a party who needs to be convinced (using the signature,
the certificate, and the confirmation) about the validity of the signature
(possibly, long after the signature was created).

Validity information
CA Confirmer

» Signature,
Certificate N Confirmation
Certificate

Signature,

Signature Certificate,
Signer Prover Verifier
Confirmation

Fig. 1. Our model of signature validation.

We consider that the signature device used by the signer (Alice) is never
absolutely secure and may leak the key or be stolen by an adversary. Thereby,
the system we use must allow the signer to revoke the certificate immediately
when the key or device is suspected of being compromised. Moreover, the Public
Key Infrastructure we will develop should guarantee that the revocation notice
is (timely) distributed (or made available) to all potential verifiers.

We assume that a signature is considered to be walid if it is proved to be
created before the corresponding certificate was revoked. That is what we call
long-term wvalidation in this paper. We neither discuss how to develop secure
signature devices nor give any hints for the signer how to notice the compromise
of these devices. At the same time, we agree that both of these are important
practical issues. The problems we are going to address are

1) how to revoke the certificate timely if its compromise has been noticed or
even suspected; and
2) how to prove that the certificate was not revoked.

We do not claim that answering to these questions is sufficient to support (or
even come close to) non-repudiation — the ability to prove (in undeniable manner)
to a third party (e.g. a judge) that a document which was received via a public
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network was, in fact, written and sent by the claimed originator. This property
is never assumed to hold even in the case of “true” signatures.
The more specific questions we address in this paper are

1) efficient measures for obtaining and preserving the proofs of validity (com-
pactness of proofs, etc.);

2) computational complexity of obtaining the proofs which has a considerable
influence on the prime cost of the validation service;

3) reliability of the service.

3 Existing Solutions and Their Shortcomings

3.1 Traditional Off-Line PKI Solutions

use public directory (that plays the role of the Confirmer) to store the public
key information. The directory is updated by the CA in a regular basis (say,
daily). The content of the directory is protected with the CA’s signature and
also with a time stamp in order to guarantee the freshness of the content. The
Prover downloads the most recent data from the directory and uses this data
later as a part of the validity proof. The verifier checks that the signer’s public
key certificate is not expired and is not included in the list of revoked certificates.
Note that it is necessary to check whether the signature itself was formed at the
time the public key information was considered as valid. Therefore, also the
signature must be provided with a time stamp in order to prevent back-dating
attacks.

The main advantage of this approach is that the Confirmer is a passive inter-
mediary that has no power to modify the validity information. Therefore, only
the CA must be assumed to be trusted.

The main shortcoming of this approach, considering the long-term validation,
is that if the private key is suspected of being compromised Alice is unable
to revoke her certificate immediately, because nobody would know about the
revocation until the next update of the directory is issued. On the one hand,
it is unfair (from the Alice’s point) to consider as wvalid all the signatures given
before the next update. Alice should not be liable for events it has no control of.
On the other hand, if they are considered as invalid, it would be dangerous (for
Bob) to accept any signature before the next update is issued.

Another shortcoming is that if the number of certificates grows, the size of
a confirmation (as a linear function of the number of certificates issued by the
CA) may become impractically large.

3.2 On-Line Methods

use an intermediary that, having received a request containing the certificate,
replies with a validity confirmation. The integrity and content of the confirmation
is protected with the signature of the Confirmer. As in traditional solutions,
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the confirmation comprises the date of validity. Generally, a on-line validation
protocol runs as follows:

1. A — B: Certya, Sig4{X}
2. B — N:Certy
3. N — B: Valid(Certa), [0, 1], Sigy {Status .1} (1)

Status 4

where ¢y and ¢; denote the bounds of the validity period of the confirmation (not
the certificate), and Valid(-) denotes the validity statement. For example, the sta-
tus of the certificate may be confirmed as valid, revoked, not revoked, suspended,
etc. Obviously, the validity statement should directly point to the certificate it
confirms. The On-line Certificate Status Protocol (OCSP) [14] developed by the
PKIX working group is a typical example of an on-line validation protocol. The
short-lived certificate approach [7] is almost equivalent.

For the persistent use of the validity confirmation we need a time stamp ¢ on
Sig4{X}, issued by a trusted Time-Stamping Authority (TSA) [29/3)5], such
that tg < t < t;. Therefore, provided that the public keys of CA, N and TSA
are obtained authentically, the verifier should check that:

— Sig4{X} is properly verifiable using the public key written in Certy;

— Certy is signed by the CA;

— Status, confirms the validity of Certq at [to, t1];

— Statusy4 is signed by N;

— the time stamp confirms that Sig ,{X} was created at ¢, where t; <t < ty;
— the time stamp is signed by the TSA.

The main advantage of this approach over the off-line approach is that the
validity information is always up-to-date. We are able to overcome the inconve-
nient trade-off between the latency of revocation and the service time, because
revocation messages can be sent directly to the Confirmer. An example of using
secure revocation notes is given by Rivest [15].

However, there are also several shortcomings in this approach. First, the Con-
firmer must extensively use a digital signature scheme, which is time-consuming
and may require special hardware accelerators when the number of requests
becomes large. Second, we introduce two additional trusted parties: (1) the
Confirmer, and (2) the TSA. Both parties are, in principle, able (without co-
operation) to cheat clients.

3.3 Notary Protocols

eliminate the need for a trusted TSA and, therefore, reduce the number of addi-
tional third parties to one. Instead of using time stamps, notary protocols give
a direct (one-way) link between the signature to be confirmed and the confir-
mation. Notary protocols are similar to the conventional validation protocols.
The main difference is that the notary confirmation comprises the signature the
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confirmation is about. The protocol itself goes through the following steps:

1. A — B: Certy, Sig4{X}
2. B — N: Certy, Sig{X}
3. N — B: Valid(Cert),Sig4{ X}, Sig,y{Status 4 } (2)

Status g4

Note that the Notary does not check the validity of users’ signatures. A party
who verifies the signature would check for the correctness anyway. Thereby, the
signature verification by the Notary would give no additional assurance. This
fact was noticed by Roos [16].

Provided that the public keys of CA and N are obtained authentically, the
verifier should check that:

— Sig4{X} is properly verifiable using the public key written in Certy;

— Certy is signed by the CA;

— Status4 confirms the validity of Cert4 and comprises the signature Sig 4 { X };
— Statusy is signed by N;

Time stamps are unnecessary because Statusp directly points to the signature
Sig4{X} to be confirmed. Thereby, we have a proof that Sig,{X} was created
before N signed the confirmation.

Most notary protocols proposed to date are computationally expensive. For
example, in the Data Validation and Certification Service (DVCS) [1] (PKIX
Working Group) the service provider validates users’ signatures and checks the
full certification path from the certificate’s issuer to a trusted point. Thereby,
the processing of requests requires large amount of computation. The notary
protocol (@) described in this section is much less expensive because request
processing does not require extensive computations. However, each request still
needs a signed reply. Therefore, we still have the same efficiency concerns as in
the case of OCSP.

Our main goal is to develop a signature validation scheme capable of sup-
porting (1) long-term validation, (2) scalability of services and (3) accountability
(trust elimination). In the next sections, we discuss some hints that help us to
achieve these goals.

4 A New Efficient Notary Protocol

As noticed above, in conventional on-line validation protocols, the server must
create one signature per request. Hence, it must be as powerful as all the signers
altogether. This can constitute a serious computational bottleneck if the users
community grows large. To avoid this problem, we could give one signature to
several responses at a time. The server collects all requests obtained during
some time interval (referred to as round). It then prepares the set S of the
corresponding response statements and organizes it as a certain data structure.
Instead of signing all the statements independently, the server signs only a short
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digest d = D(S) of the whole data structure. Note that it is impractical to
sign a plain list of all requests because this list must be sent back to all clients,
which may cause undesirable communication costs. Merkle authentication tree
described in the next subsection turns out to be a suitable data structure for
this purpose.

4.1 Merkle Authentication Trees

The Merkle authentication tree [I12J13] is one example of a suitable data struc-
ture. The Merkle authentication tree for a set S of data items is a labeled tree
the leaves of which are labeled with the elements of S and each non-leaf of which
is labeled with a hash of the labels of its child-vertices (Figure [2)). The digest
d = D(S) is defined to be equal to the label of the root vertex.

Fig. 2. Merkle tree for S = {S1, 52,53, 54}. Here h; = h(S;) for i = 1..4.

Each element S; € S can be provided with a succinct membership proof
P(S;,5) of the statement S; € S. Each proof is a formal expression of one vari-
able x. For example (Figure ), P(S2,5)(z) := h(h(h1,x),d2), where h denotes
the hash function used. For verifying the statement .S; € S one needs to check the
equation P(S;,5)(h(S;)) = d = D(S). The most important property of Merkle
authentication trees is that the size of a proof is O(log | S1).

4.2 Notary Protocol with Merkle Trees

The notary server works in rounds. Suppose that the duration of these rounds
is set to one minute. Instead of answering the requests immediately the server
collects the requests submitted during the round. It then organizes the corre-
sponding confirmations as a Merkle tree and signs the root hash of this tree.
The protocol with Merkle tree runs as follows:

1. A — B: Certy, Sig4{X}
2. B — N: Certy, Sig4{X}
3. N = B: Valid(Certa), Sig s { X}, P(Status 1, ), Sigy {D(S)}| )

Statusa
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Hence, a replay to a request is a triple (Status4, P(Statusy,.S), Sig{D(S)}). No
matter how many requests we have, only one signature per round is required.
Such an approach was first used in time-stamping [4)3]. The verification pro-
cedure is almost the same as in Protocol (2)), except that instead of the final
signature verification the verifier

— checks the equation P(Statusyg, S)(h(Statuss)) = D(S);
— checks that D(S) is signed by N.

Note that this approach has sense only if the request processing itself is com-
putationally much cheaper than signing. This is certainly the case for the PKIX
time-stamping and OCSP protocols (though, they do not use this approach!),
but is not true for DVCS because each request requires several signature verifi-
cations.

4.3 Efficiency Calculations

Let T} and T denote the time needed for hashing and for signing, respectively.
Let T, denote the time which is needed to find an answer to a request. In
conventional on-line protocols (OCSP, TSP etc.), serving R requests requires
R- (T, +T,) time-units (Figure B)). In the hash-tree protocol (Figure H), if there

R-T, R-T,

Request; Status;..r Sig{Statusi }, ..., Sig{Statusr}
———»  Processing Signing

Fig. 3. Computations of the Notary in the conventional protocol.

are R requests in one round, we need R -7, time units to find the corresponding
answers, R - T} time units to compute the hash-tree and find the digest d and
proofs P(Status;, S), and finally, T time units to sign the digest D(S). Assuming

R-T, R-T, T,
Request, Status; D(S) Sig{D(S)}

——————» Processing Signing —

Hash-tree P(Statusl, S)

computation
Request Statusg P(Statusg, S)
——— > Processing -

Fig. 4. Computations of the Notary in the protocol with hash-tree.
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that hashing is K times faster than signing (Ts = K - T} ) and request processing
is P times faster than signing (T, = P -T,), we get that the hash-tree scheme is

R-T,+R T, 1+ 4

A= =
R-T,+R-Th+Ts +++++

(4)

times faster. If the processing is much faster than signing (ie. T, < Tj), we
have that A =& KR/(K + R). In OCSP, TSP and the notary protocol, this is
indeed the case. Chosen values of A in that case are shown in Figure Bl For
example, if K = 10,000 [8] and R = 1000, we get that our scheme is nine
hundred times faster and if R = 100, it is still about one hundred times faster
(Figh). For example, in OpenSSL (ver 0.94) library 1024-bit RSA with private

A [R=1R=10R=100 R = 1,000 R = 10,000
K=1 05 091 099 ~1 ~1

K =10 091 5.0 9.1 9.9 ~10
K=100 |099 9.1 50 91 99

K =1,000 | ~ 9.9 91 500 910

K =10,000] ~1 ~10 99 910 5000

Fig. 5. Chosen values of A, provided that T, < Ts.

exponent is about 3300 times slower than the hash function SHA-1 with a single
512-bit input block. We see (Figure ) that the main advantage of our scheme
— lower computational cost — is obvious when the number of requests per round
becomes large. Therefore, using longer rounds would lower the prime costs of
validation services. However, duration of rounds should not exceed the limits of
a reasonable service delay.

4.4 Practical Remark: Signatures with Hash Chains

Regardless of the fact that the notary protocol (B) with Merkle trees may in-
crease the efficiency of numerous existing on-line protocols (OCSP, TSP etc.),
the standards describing these protocols would be changed in order to use this
advantage in practice. A way to overcome such a concern is to define new Object
Identifiers (0ID) for signatures with hash chains. Indeed, in the protocol (B) the
proof P(Statusg,S) and the “ordinary” signature Sign{D(S)} may be viewed
as a new type of signature on the message Statusy, i.e.

Sigy(Statusy) := (P(Statusa, S), Sigy{D(5)}). (5)

If these new signature schemes are supported by the cryptographic libraries, the
protocols () and (3)) are identical from the software engineer’s point of view.
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4.5 Notary Protocols in Multi-level PKI

Notary protocols ([B) with hash-trees and also the signatures with hash-chains
(B) allow using on-line validation in the hierarchical multi-level Public Key In-
frastructures. The signatures of a Notary service provider (N) on the validity
confirmations may be confirmed by a higher level Notary (N). Such a hierar-
chical validation scheme allows us to reduce the question of the validity of a
certificate to the question of the reliability of a single top-level notary server
(“supervised” by a top-level CA). The confirmation protocol runs as follows:

1. A — B: Certy, Sigs{X}
2. B — N: Certy, Siga{X}
3. N finds: Valid(Certa), Sig {X}

Status s

4. N — N: Certy, Sigy{Status,} (6)
5. N — N: Valid(Certy), Sig 4{Status }, Sig 5 {Statusy }
Statuspy
6. N — B: Statusg, Sigy{Statusa}
Statusy, Sigy{Statusy}

Note that using ordinary signature schemes in this protocol would create a com-
munication bottleneck on the top of the hierarchy. The top-level notary server
would need as much communication as the leaf-servers altogether. Using hash-
chain-signatures (B) in protocol (@) is crucial for preventing such a bottleneck.
Indeed, no matter how many requests the notary N obtains from its clients
during a round, only one signature is created and needs to be confirmed by
the higher-level notary N. Note also that the total service delay in a hierarchi-
cal on-line validation scheme is equal to the sum of delays on a path from the
leaf-CA to the top-CA. This fact should be taken into account when developing
client-friendly on-line validation services.

5 Reliability Issues

As we mentioned above, one of the main advantages of the traditional (off-line)
PKI is that it does not give any extra powers to on-line service providers. In on-
line validation protocols, however, we can notice two kinds of reliability concerns:

1) Private key of the Confirmer is used in a device connected to a public network
and is therefore a potential target of attacks by network hackers.

2) On-line Confirmers are able to abuse their power to declare a certificate as
valid, even if they know it is not. Though, Confirmers can be made account-
able for their actions there may exist no effective ways to detect or prove
their misbehavior.

On the one hand, we need fast on-line revocation/validation protocols in order
to lower the risk of possible abuses of a stolen signature key. On the other
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hand, on-line services are less secure because of the abovementioned concerns of
reliability.

If the value of a digitally signed document is relatively small, a confirmation
signed by an on-line service provider may be considered as a sufficient proof. In
this case, on-line validation service is a tool that helps to make fast decisions
less riskier for the interested party. However, if the value of a signed document
is high, for some cases only the CA itself may be reliable enough for confirming
the validity of a certificate. But, if the CA updates the validity information
once a day (which is a typical practice) the interested party would wait (in
the worst case) the whole day before it becomes safe for him/her to accept the
signature. Therefore, it seems we have a fundamental trade-off between reliability
and service time.

In the following, we discuss several techniques how to increase the reliability
of on-line validation services.

5.1 A Protocol with Short-Lived Certificates

Attacks where the on-line Confirmer (Notary) declares revoked certificates as
valid are easily avoidable if the certificates issued by the CA have a short validity
period (say one day). Using hash-tree signatures (B) it is relatively easy for
the CA to re-issue all the certificates daily [8] and to send these certificates
to the Notary. The Notary removes a certificate from its database (of valid
certificates) once it has received a suitable revocation note. A verifier of the
notary confirmation must check that the certificate confirmed was “fresh” at
the moment of confirmation. The message flow in such a protocol would be as
follows:

(daily) CA — N: (ID4, PKy4, date), Sig4{ID.4, PK4, date}
Cert 4 (date)
2. B — N: IDg4, Sig4{X}
3. N — B: Valid(Cert 4(date)), Sig4{ X}, Sigy{Statusa}
Status 4

Suppose that each morning (say 8 am) the CA issues for each client A a new
certificate Certy(date) which is valid only for a day (denoted as date). The cer-
tificate contains the identity ID4 and the public key PK4 of A. In order to
obtain a confirmation for a message Sig ,{X} signed by A, the interested party
B sends this signature together with the identity ID 4 of A to the Confirmer N.
If the certificate of A is in the database of valid certificates, the Confirmer signs
a confirmation and sends it back to B. In this protocol, we must assume that
the signature Sig,{X} is also provided with a reliable time stamp ¢ issued by
a trusted Time-Stamping Authority (TSA). Each verifier of the signature must
always check that the time stamp ¢ belongs to date (i.e. was obtained when date
was current). Provided that the public keys of the CA, N and the TSA were
authentically obtained, the verifier should check that
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— Sig4{X} is properly verifiable using the public key written in Cert4(date);
— Cert4(date) is signed by the CA;

— Statusy confirms the validity of Cert4(date) and comprises Sig 4{X };

— Statusy4 is signed by N;

— the time stamp confirms that Sig,{X} was created at t, where ¢ € date;

— the time stamp is signed by the TSA.

In such a scheme, the Notary is able to revoke certificates but is unable to
declare a certificate as valid if actually the certificate was revoked a day before
(or earlier). The most harmful attack the Notary is able to perform is being
ignorant to the revocation notes sent by clients. However, using several Notary
servers reduces the probability of even this attack.

As we mentioned above, a trusted Time-Stamping Authority is necessary
for reliable validity proofs because incorrect time stamps may affect the results
of validation. Time-stamping (as the Notary) is an on-line service and suffers
thereby from the reliability concerns mentioned at the beginning of this section.
Therefore, any advantage of protocol ([f) over the previous protocols may seem
questionable. In the next paragraph we present a better (though, more complex)
solution which does not use trusted on-line parties.

5.2 A Protocol With Off-Line Time Stamps

In order to overcome the need for a trusted on-line Time-Stamping Author-
ity we may use a protocol where the CA itself issues time stamps once a day.
Each certificate Certs ; (issued by the CA for the i-th day) comprises a certain
nonce value d_; which is a digest D(X;_1) of the set X;_; of all the signatures
submitted during the previous day. This digest is computed using the Merkle
authentication tree. If A wants to sign a message X she adds her certificate to
the message to be signed. If the i-th day is over, the Notary sends the CA the
digest d; = D(X;) of the set of all signatures submitted during the day. The CA
then issues a time stamp Sig 4{date;, d;} and sends it back to the Notary. The
protocol runs as follows:

(day;) CA— N:(IDa, PKa, date;, d;—1), Sige 4{binding 4 ; }

binding 4 ;
Certa,;
1. A— B: o4 =Sigy{X,Certa;}
2. B — N: Dy, 04 (8)
3. N — B: Valid(Certa ), o4, Sigy{Statusa}
Status g

N adds o4 into ;.
(dayi+1) N — CA dl = D(El)

In this protocol we do not need additional time-stamping services because the
one-way links between the time-stamps and the signatures give an undeniable




414 Arne Ansper et al.

proof that the A’s signature was in fact created at the i-th day. Indeed, we have
a one-way relationship

di—1 —> CertAJ- — SigA{X, CertA7i} — d;.

Moreover, if we do not want to take risk of accepting the signatures using on-
line notary confirmations we can always wait till the next morning and obtain a
one-way link

SIgA{X} —d; — CertA7i+1

which proves the validity of the signature entirely independent of any on-line
validation services.

Thus, a verifier who has authentic copies of the public keys of the CA and
N must check that

— 04 = Sig4{X, Certy;} is properly verifiable with PK 4 written in Certg4 ;;
— Certy; is signed by the CA;

— Status4 confirms the validity of Certs ; and comprises o4;

— Status4 is signed by N;

— the equation P(o4,X;)(h(ca)) = d; holds;

— Sigo 4{date;, d;} is properly verifiable using the public key of the CA.

A verifier who does not trust IV completely may also obtain the next certifi-
cate Certy ;11 = Sigo4(IDa, PKy4,date;11,d;) and check that

— Certy 41 comprises d; and PKy,

which confirms the validity of the signature independent of N because if A’s
certificate is revoked during date; the CA does not issue Certg ;.

6 Conclusions

We presented a long-term digital signature validation scheme that does not suf-
fer from the main disadvantages often associated with on-line techniques. Our
scheme supports fast revocation while giving no extra power to on-line validation
services. Due to the efficient hash-chain-signatures our protocol is efficient and
scalable. One advantage over the previous schemes is that our scheme does not
require additional trusted parties.
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Abstract: A new systolic seria-parallel scheme that implements the Montgom-
ery multiplier is presented. The serial input of this multiplier consists of two
sets of data that enter in a bit-interleaved form. The results are also derived in
the same form. The design, with minor modifications, can be used for the im-
plementation of the RSA agorithm. The circuit yields low hardware complex-
ity and permits high-speed operation with 100% efficiency.

1 Introduction

The core of an RSA [1] crypto-system is the modular exponentiation, which can be
fragmented into a sequence of modular multiplications and sguarings. These opera-
tions have to be performed in a seria pipelined way, because of the operands length
(>512 bits). The most efficient algorithm for modular multiplication was presented by
Montgomery [2]. One approach [3], [4] proposes a direct implementation of the
Montgomery scheme by using two similar circuits: one for multiplication and one for
sguaring. However, it suffers from a large combinational delay. Another approach
[5], [6] suggests the realization of the modular multiplication and squaring in two
discrete stages: the pure product generation and the modular reduction. In this ap-
proach, the combinational delay is reduced to half, over doubling the performance.

In this paper, a hew implementation of a Montgomery multiplier is presented,
which is based on the direct approach achieving higher performance. The circuit is
modified in an elegant way in order to realize both the modular multiplication and
squaring in a bit-interleaved form. The modular exponentiation takes approximately
2n’ clock cycles with the minimum hardware complexity per bit, reported so far.

K. Kim (Ed.): PKC 2001, LNCS 1992, pp. 416-421, 2001
© Springer-Verlag Berlin Heidelberg 2001



A Nove Systolic Architecture for an Efficient RSA Implementation 417

2 The Montgomery Multiplier

The Montgomery algorithm is presented below:

(I nputs)

Modul us : N (n-bits integer)

Multiplier : B (n bits integer); B=b,,, b, ., ., b,
Multiplicand: A (n bits integer); A=a,, a,, ., &,
(CQut put)

P.=(A-B-2") nod N, Mdul ar product.

(Al gorithm

for i:=0to n do
P.=[(P+q,-N)/ 2] + b,-A (1)
g,,, = P nmod 2; (2)

End; {For}

Given that N is an odd number we define N'=(N +1)/2. Thus, (1) can be re-
written as follows:

P=[P/2]+gqN+hA (3)

At the ith step, the term  g,N'+b A is computed in the circuit’s upper part of Fig.

1b, while the results are shifted and accumulated in the lower part according to (3).
The g, values are derived serially during the first n cycles, while at the next n cycles
the modular product P is produced. The systolic operation of this circuit requires the
interleaving of the serial data b, with zeros. Due to the internal pipelining, the feed-
back of g, is delayed by two clock cycles. The zero-bit interleaving enables the syn-
chronization of g with the next iteration of (3). The Montgomery product P is derived
in the same bit-interleaved way. However, the idle time slot can be exploited by com-
puting the modular product of a second number. In this manner, two modular product
bits are generated in successive clock cycles without interference of their intermediate
results.
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In each multiplication cycle, the control line R is fed with two traveling ‘ones’,
which enable the downloading of two interleaved Montgomery products into a regis-
ter viaamultiplexer in each cell.

The carry generated by the upper part of the (n-1)th cell must be added with the
carry of the lower part, within an extra Full-Adder as shown in Fig. 1b.

NIJ al
Lo b,0b,,0...
“—@ I
vper I
Part
4——.—CFSA
4——‘—cFA
S s
Lower
Part | N
“ L
@
Ny @y Ny &,
l l l l b0b, ,0...
— «— —
— «—
Upper Part Upper Part
— — —"0
ai
E — +— — 0
Lower Part " Lower Part Lower Part
0'—)| — — — P
— — —R
(b)

Fig. 1. (@) Thebasic cell (b) The proposed systolic Montgomery Multiplier

3 The Montgomery Exponentiator

The RSA agorithm can be implemented with the use of the square-and-multiply
scheme.
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(I nputs)
Message : M(n-bits integer)
Encryption Key : E (e,,, .., €,)
(CQut put)
Encrypted Message: B
(Algorithm
A=M {Ais an internediate variabl e}

If e, = 0 then

B:=1,

el se
B:=M

End {If}

For i:=1ton-1do {n is the nunber of bits}
A = A.2" nod N, {Mdd. squaring} (4)
If e =1 then
B:= AB 2" md N, {Md. nultiplication} (5)
End {If}

End; {For}

The previously presented interleaved computation of two Montgomery products in
two consecutive time dots, can be of great interest regarding that, the above algo-
rithm requires one multiplication and one squaring per iteration. The first slot can be
used for the modular squaring (A*2")modN while the second for the modular multi-
plication (A-B-2")modN. The squaring result A is produced in both serial and parallel
form. The parallel form is latched and used at the next iteration as the parallel input
for both operations. The latching is controlled by the R signal. The new cell is shown
at Fig. 2a

Theinitial value of the latches is the value of M. The P line carrying the a,b, inter-
leaved bits of A=(A’2"modN and B=(A-B-2")modN respectively, is redirected into
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the serial input of the multiplier via a multiplexer, for the next iteration. This multi-
plexer permits the input of the initial value of B. The encrypted message is obtained
after 2n’ clock cycles asthe final value of B.

a F
] R b
@ 1 :
—@® 9
oer - QO |
Part
4—-Q—CFSA ¢
Latch é‘—R _____ %____ —
TOFA
S—+@—+——
Lower
Part_ jf_'
- =

. N
Input
l l Message

Morl
— - — a
i
Upper Part Upper Part a
— P — Q—'O' ALbI
I
,—: — — —'0
Lower Part ' — —
Lower Part Lower Part
0'— N NI — — @
R Encrypted
Message
(b)

Fig. 2. (4) The basic cell (b) The proposed systolic Montgomery Exponentiator

4 Conclusions

The circuit of Fig. 2 is systolic, operates with 100% efficiency, interleaving multipli-
cation and squaring on a bit basis, while the maximum combinational delay is equal
to that of a gated Full-Adder (T,). The utilization of the proposed design for both
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squaring and multiplication, permits the application of large numbers, i.e. over 1024
bits. The critical path delay of [4] and [5] comprises two Full-Adders and some con-
trolling logic. Therefore, it is normalized to 2T_. Additionally, the architecture of [6],
does not include the control circuit for the RSA agorithm realization. An overall
comparison in terms of hardware complexity (H), the time required for a full expo-
nentiation (T,,,) and performance (C=H- T, ), isdepicted at Table 1.

Table 1. Comparison of RSA systolic arrays

De- H(gates) Teer C=HT,
sign
[4] (4FA+8D+4G)n = 104n an* T, «416n° T,
[5] (2FA+9D+3G+8SW)n = 117n 4n(1.5n+2) - T, «702n" T,
[6] (2FA+10D+4G+4SW)n = 2n(n+5) - T, +228n° - T,
114n
(2FA+9D+2G+1SW)n = 95n
Our 2n(n+2) - T, 190N’ - T,
FA:Full-Adder, D:Delay Element, G: Gate, SW:Multiplexer; FA=9G, D=8G, SW=3G

The proposed design is approximately 2 and 3 times more efficient than [4] and [5]
respectively. Compared to [6], our circuit’s performance is about 20% higher. Thisis
due to the direct implementation of the Montgomery algorithm, which yields a de-
crease of the circuit’s complexity, equal to 19 gates per bit.
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